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This document guides you in the preparation, installation and
configuration of a Qlik Sense Enterprise server used for evaluation or
proof of concept (PoC) deployments. It is.NOT meant to be used for
production deployments of Qlik Sense.
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How to Use This Guide

Qlik Sense can be deployed in a multitude of environments. While this guide tries to keep all
deployments the same, some variation may be required because of the deployment environment. These

variations are identified throughout the document with the graphics below:

Location Domain
Instance installed on Instance installed on Windows is on Windows is on
Amazon EC2 or a Virtual Machine or domain controller local domain
Microsoft Azure Physical Server (Active Directory) (No Active Directory)

K%k

Do not start the installation of Qlik Sense until you have answered the
guestions and satisfied the prerequisites outlined in the next section.

*k%k




Before You Begin

Please review and attend to the following prerequisites before starting the Qlik
Sense installation.

Qlik Sense Enterprise for Windows Installation Prerequisites

1.

Determine where Qlik Sense Enterprise is to be installed. Supported environments include, a virtual
machine on premise, a physical server, or a cloud provider (such as Amazon, Azure or Google Cloud
Platform).

Determine whether the Windows Server will be connected to a domain controller.
Validate that the target server meets the following requirements:

o Windows 2012, Windows 2012 R2, or Windows 2016 — 64 bit. (Note Windows 7, 8.1 and 10 can
be used is some situations but is not recommended).

o Atleast 4 cores and 16 GB of RAM is recommended, but this will depend on data volumes and the
number of users accessing the server.

o A clean Windows Server OS installation is desirable.

o Microsoft .NET 4.5.2 installed and updates applied (the default is 4.5 for Windows 2012). The Qlik
Sense installation software will automatically install or update .NET if required.

o IPv4, IPv6, IPv4 and IPv6 (dual stack)

o Internet access from server is needed for license registration. If Internet access is not available,
you will need to obtain an LEF file from a Qlik representative to license the server.

Obtain administrative rights and Remote Desktop access to the target server.

Obtain a service account with local administrative rights on the server. Ideally the service account will be a
domain account if the server is attached to a domain controller, but a local account will also work.

Install database drivers on the server for any databases that Qlik Sense needs to access.

Identify data sources and credentials for any database that Qlik Sense needs to access.
Obtain the Qlik Sense Enterprise site license (serial number and control number). If the server on which you
will be installing Qlik Sense does not have Internet access, you will need to obtain an LEF file from a Qlik

representative.

Client browser requirement:

Windows 7: IE 11, Chrome, Firefox

Windows 8.1: IE 11, Chrome, Firefox
Windows 10: Edge, IE 11, Chrome, Firefox

OS X 10.11 and 10.12: Safari, Chrome, Firefox
iOS: i0S 10.3.2 or above, iOS 11 recommended
Android 4.3, 4.4.4,5.1.1, and 6.0: Chrome
Windows Phone 8.1: IE 11

0O O O O O O O




Qlik Sense Cloud Services Prerequisites

For Proof of Concepts involving Qlik Cloud Services, have the prerequisites completed before beginning
a PoC. If you are not using Qlik Cloud Services, you can skip this section.

1. Have alicense ready. Ensure that CLOUD_SERVICES;YES;; in the LEF.

2. Obtain a subdomain on glikcloud.com and have the information provided during registration
ready. For your subdomain, use the format POC{company}.{region}.qlikcloud.com.

3. Have Identity Provider (IdP) configuration ready that conforms to OpenID and SAML (ex: AuthO,
Okta). Itis highly recommended to have prep call in advance with the security administrators of
the IdP and have them available to work together on IdP configuration.

Qlik Presales: Contact an Enterprise Architect for help with this.

Server Prerequisites

If you are installing into Amazon EC2 follow the steps in the Appendix: Amazon EC2 —
Launch an Instance. At this point, make sure you can RDP to the server and that ports
80, 443 are open in the EC2 console.

If you are installing into Microsoft Azure follow the steps in the Appendix: Microsoft
Azure — Launch an Instance. At this point, make sure you can RDP to the server and
that ports 80, 443 are open in the Azure console.

If you are installing onto physical hardware or a virtual machine on premise, make sure
you can RDP to the server at this point.




Windows Prerequisites

f If you plan to rename the machine or workgroup, do so before installing Qlik Sense.

Disable Windows Firewall completely (if this is not acceptable, open inbound ports 80,
443). For help with this, see Appendix: Windows Firewall.

2
f Disable Windows Internet Explorer Enhanced Security Configuration (IE ESC). For help
with this, see Appendix: IE Enhanced Security Configuration.

Download and install Chrome on the server (optional). The Chrome browser is faster
than IE.

If another installation of Qlik Sense already exists on this machine, follow the cleanup
steps outlined in Appendix: Qlik Sense Uninstall.

If other software is installed on this machine, check for known conflicts — IIS, Skype,
VMWare Workstation, Tableau, and SQL Server all are known to use port 443. These
should be disabled and/or configured to not use port 443. For additional information, see

Appendix: Known Conflicts.

User Accounts

Service Account Setup

If you do not already have a service account to run Qlik Sense, follow the procedures below to create
one; otherwise, you can move on to the User Account Setup section.




e On the Qlik Sense server,
Click Start and search for
Computer Management.

e Find the Users folder, then
click Action > New User...

e Enter user name
QlikService and password
Qlik1234!

e Uncheck User must change
password at next logon

e Check User cannot change
password and Password
never expires

e Click Create

e Double click on QlikService

Click Member Of
Click Add...

Type Administrators
Click Check Names
Click OK

O O O O O

This account will
be used during the
installation of Qlik
Sense.

&

Programs (9)

é,! Computer Management

DesktopMmager

Q,.j Internet Information Services (IIS) Manager

Control Panel (83)

g=3 Device Manager
K3 Color Management

File Action

L ol AR (MEWEYN ? M

View Help

A Computer Management (Locall| Name Full Name Description
it . . .
v i ,S_):St_?kaSWASd | W Administrator Built-in account for administering...
() Task Scheduler
é Event i #, Defaulthcco... A user account managed by the s...
VEN 1ewer
- W, Guest Built-in account for guest access t...
[z Shared Folders & lik
i
~ @ Local Users and Groups| q
= U Wl vagrant Vagrant Vagrant User
~| Users
| Groups Mew User ? *
"\é‘E\_‘_' Performance
¥ Device Manager User name |Q‘|k59"\”DE
~ (& Storage
1 Windows Server Backug, e |
& Disk Management Descrption: |
i Services and Applications
Password: ‘lloooolloo
Confirm password: ‘uoooouoo
User must change password at next logon
User cannot change password
Password never expires
[] Account is disabled
Help Create Close
'd
al| Name Full Name Description
Bl Administrator Built-in account for administering...
%/ Defaulticco.., A user account managed by the s...
%] Guest Built-in account for guest access t...
o | Elai
#WQikService  QlikService
Felvagrant Vagrant Rermots coxirl Remote Desktop Services Profile Dialin
General Member Of Profile: Environmert Sessions
Member of
I B Users |
Select Groups x
Select this object typs:
[Groups | | Object Types.
From this location:
[amwne || Locations
Erterthe object names to select (sxamples):
Administrators| Check Manes
Advanced Cancel
Changes to a user's group membership
Add... Remave are not effective until the next time the
user logs on.
oK Cancel Aoply Help




User Account Setup

If the server is NOT connected to a domain controller, follow the procedures below

If the server is connected to a domain controller (Active Directory), skip this
section and move on to the Installation section.

to create some local users that can be used to login into Qlik Sense.

On the Qlik Sense server,
Click Start and search for
Computer Management.

Find the Users folder, then

click Action > New User...

Add user QlikUserl

o Password
Qlik1234!

o Uncheck User
must chance
password at next
logon

o Check User
cannot change
password

o Check Password
never expires

Click Create

Repeat steps above for
QlikUser2 and QlikUser3

Programs (9)

Desktop Manager
Q,j Internet Information Services (IIS) Manager

Control Panel (83)

=3 Device Manager

K3 Color Management

&
File Action View Help

=5 _ ] =

=

Computer Management

A Computer Management (Local
4 {f} System Tools
b (E) Task Scheduler
b §@] Event Viewer
b @ Shared Folders
4 @ Local Users and Groups
| Users
_| Groups
3 ({5\)) Performance
@ Device Manager
4 &5 Storage
b W Windows Server Backug,
=7 Disk Management
bl Services and Applications

Name

& Administrator
¥, Guest

& QlikSense

Full Name Description
Built-in account for administering...
Built-in account for guest access t...
QlikSense
New User |_I7
Username:  [QlikcUser2
Full name: ‘
Description: ‘
Password: looocl...o'
Confirm password: ‘"'“'""
User must change password at next logon
User cannot change password
["] Account is disabled
Fon [ G




s
= These will be the user accounts and passwords you hand out so people can login and
Tl 1 evaluate Qlik Sense. You can add more or fewer user accounts based on your needs. You
can also use different user names and passwords if desired.

—

Windows File Share Setup

¢ Navigate to “D:\" and create a folder AL Demo

. “ . ” . . F'\ H: Shi Vi
titled “QlikShare” (If there is no D:\ available e | S
. (&) - 1 i This PC Local Disk (C:) D
then use C:\ or preferred attached drive). e
Mame Date modified

i Favorites
B Desktop CllikShare 12/8/2016 8:28 AM
& Downloads

2l Recent places

I
e Right click on the folder and click “Properties”. |G- Demo
. “ . ” File lome are iew
e Click “Sharing” tab. - T
« » )] - T‘ b ThisPC » Local Disk(C:) » Demo
e Select the “Share” button. . - —
d SeleCt the Qllk SerVICe account B Desktop QlikShare 12/8/2016 8:28 AM Fi
e Click “Add” = EW"‘:EI“ i} QlikShare Properties =3
. . ¢ . ) = Recent places
e Set Permission Level to ‘Read/Write [Ganeral | Shanng [ Securty | Previous Versons | Customizs |
Y C|ICk “Share” 1% This PC Network File and Folder Sharing
’ . GlikShare
€ Network L. Nt Shared
Metwork Path:
Mat Shared

Advanced Sharing

Set custom pemissions, create muttiple shares, and set other
advanced sharing options

B‘Mvanced Sharing...

Password Protection

Feople must have a user accourt and password for this
computer to access shared folders

To change this setting, use the Network and Sharng Center.

Titem  1item selected




e You should see the new UNC X
path created in the confirmation « |28 File Sharing
screen:

Your folder is shared.

You can g-maif someane links to these shared items, or copy and paste the links into another program,

Individual [tems ~

Qlikshare (WUSREMATZO00)
a2 WUSREMRTZO002OlikShare

s

Show rne all the network shares on this computer,

o Verify that the Network Path is visible under the QlikShare Properties %

Sharing tab. This is what will be used later on in
the installation for your Root folder location.

General Shanng  Secuity  Previous Versions  Customize

Metwork, File and Folder Sharing

[likShare
Shared

Metwork, Path:
WWUSREMR TZ002408 kS hare

Advanced Sharing

Set custom permissions, create multiple shares, and set ather
advanced sharing options,

®0 £.dvanced Sharing...

s

Cloze Cancel Apply




e Ensure permission levels are set to full control | QlikShare 2/23/20179:52PM  File folder

for the Qlik service account by doing the

following: L QlikShare Properties x|
o Under the folder properties>security, [ General | Sharing | Securty | Previous Versions | Customize |

select Advanced Object name:  C:Qlik Share

GI'DLID ar user Nnames:

EP A SYSTEM
2 QlikService (WINDOWS2012\Qlik Servics)
SE,A.dminislmtors (WINDOWS201 2\ Administrators)

To change pemissions, click Edit.

Permissions for SYSTEM Allow Dery

Full contral

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings.
click Advanced.

SAESNNSS
[

° Select the service account user J Advanced Security Settings for QlikShare I;li-
for the “Select a user” link by i
. . MName: C\QlikShare
entering the service account )
. Owner QlikService (WINDOWS201 2\ QlikService) '?_;'Change
name in at the prompt.
Permissions Share Auditing | Effective A(ce55|

w /: H ”»
o Select “View effective access
Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a
demain, you can also evaluate the impact of potential additions to the security token for the account. When you evaluate the impact of
adding a group, any group that the intended group is a member of must be added separately.

User/ Group: QlikService (WINDOWS2012\QlikService)  Select a user

View effective access




Advanced Security Settings for QlikShare [= O .

e Verify the service account

has Full control effective Name: CAQlikhare
permissions and select “OK” Owner: QlikService (WINDOWS2012\QlikService) H Change
tO C|OS€' Out Of the WlndOW | Permissions Share | Auditing |Ef'fectweAccess|

Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a

domain, you can also evaluate the impact of potential additions to the security token for the account. When you evaluate the impact

of adding a group, any group that the intended group is a member of must be added separately.

User/ Group: QlikService (WINDOWS2012\QlikService)  Select a user

Effective access Permission Access limited by
& Full control
\\& Traverse folder / execute file
\‘& List folder / read data
& Read attributes
& Read extended attributes
& Create files / write data
Y Create folders / append data

Installation

It is now time to install the Qlik Sense services. To begin, remote desktop into the Qlik Sense server and
login with the service account you created or that was provided to you. This account must have local
administrative rights and full access to the file share created previously in Step 11.

Download Qlik Sense

If you don’t have the Qlik Sense server installation media, following the procedures below:
1. Open a browser and navigate to www.glik.com
2. Choose Login

3. Navigate to Services > Customer Downloads and locate Qlik_Sense_setup.exe

Appl



http://www.qlik.com/
http://www.qlik.com/

Run the Qlik Sense Installer

Qlik@® Sense

Install

Installs all program features. Requires up to 1.5 GB of

free disk space

Qlik® ' Sense

Create or join a cluster @

Create cluster

Creats by creating a new database or connect
toan gone

Join cluster

Join an existing Qlik Sense cluster.

Qlik @ X

Sense

Host name

The central node uses certificates to communicate with other servers securely.
Specify the address to this machine in the same format that other machines will
use to connect to this machine.

Enter the address for this machine... @

[W]NVQZNGLBVHSSG ]

..or select one of the pre-defined values below:
ip-10-147-2-9.ec2.internal

e Rightclick on
Qlik_Sense_setup.exe, and
choose Run as
administrator

e Select Install

e Accept the license
agreement

e Choose Create Cluster

This is a critical step! If itis
not completed correctly, you
will not be able to access
the server.

e Address of the machine
should use the machine
name without the domain
name

Example

IP Address: 10.1.123.234

Machine Name: WIN-Q3NOL8VH88G
Fully Qualified Domain Name: WIN-
Q3NOL8VH88G.CUSTOMER.COM



Qlik@®  Sense .

Shared persistence database connection settings °
You need to keep these settings for reference whan adding
nodes to the Qlk Sensec
Install local database
Database hostname €
Database port s
4432
Database user
qliksenserepository
Database user password
°
I
@ Anempty password compromises database security.
Cancel Back
3 - L]
Database configuration
Click Next to accept the default configuration settings and install a single-
node site. The default settings will allow database connections from the
local machine but will not open up the database to the network.
Configure the Advanced Settings if you want to allow connections from
other nodes in the cluster. You can also configure these settings manually
after the installation has finished.
P Advanced settings
°

Shared persistence storage
These folders contain data and resources that need to be accessible from
all nodes in the Qlik Sense cluster.
Root folder
WWINDOWS 2681 2\QlikShare]

Apps folder

Archived logs folder

WWINDOWS281 2\QlikShare\ArchivedLogs

Custom data folder

WWINDOWS201 2\QlikShare\CustomData

Static content folder
NDOW! "\QlikShar

Check “Install local
database”

Enter the Database user
password. For a PoC, itis
recommended that you use
the same password as the
service account “Qlik1234!”.
If you use a different
password, write it down so
you don'’t forget it.

Click Next.

Accept the default settings
and click Next.

Enter the file share path in
the “Root folder” input box.
Example:
\Windows2012\QlikShare.
This is the share you created
in section “Qlik Sense
Installation Prerequisites”,
Step #11.

Click Next.



file://///Windows2012/QlikShare

Qlik @ Sense

Centralized Logging

Qlik Sense writes logs to a centralized database. You can choose to set up
this database connection now or do it manually at another time. Qlik
Sense will write logs to the file system if the database is not set up

D Configure centralized logging

©

Cancel Back m

Where would you like to put Qlik
Sense?

Installation location

C:\Program Files\Qlik\Sense

Qlik® Sense

Repository Database Superuser Password

Choose a password

e Uncheck “Configure
centralized logging”.

e Click Next.

P Centralized logging will
log to a database.

Ti §  Unchecking Centralized
\ P' logging will instead store

logs in text files on the
machine.

o Accept the default Next. If
you would like to choose a
different installation
directory, please do so.

e Enter the same Repository
Database Superuser
Password entered previously
for the “Database user
Password” and click Next.




Qlik® ' Sense

Service Credentials
Enter user information for starting the services
Username

QlikService

Password

Cancel Back q

Ready to install

Create desktop shortcuts

Start the Qlik Sense services when the setup is complete.

Extension bundles

l:' Install extension bundles

ashboard bundle

e Enter the service account
username and password

’ If you are using a
Tip! domain account, the
\ format will be
DOMAIN\USER

If you are using a local
account, the format will
be
MACHINENAME\USE
R

Whichever you choose,
the account should
belong to the
Administrators group
on the server.

The service account is
often used when Qlik
Sense needs to access
the file system,
databases and user
directory connectors.
For this reason, a
domain account is
recommended

e Check ‘Install extension
bundles’

e Check ‘Dashboard bundle’

e Click Next

e Accept the License
Agreement

e Click Install

e When complete, click Finish.

Note: If a patch is available for this version, download the latest patch version and install it after
successfully completing the initial installation. The patch install should be a Next > Next > Next > Finish
with no additional configuration needed.




Configuration

Launch Qlik Management Console Setup

It is now time to configure the Qlik Sense installation using the Qlik Management Console (QMC).
Launch QMC using the icon on your server’s desktop or via a browser using the server address provided
during the installation. For example, https://ipaddress/gmc or https://machinename/gmc.

s If the QMIC doesn't start the
Ti | firsttime, give it 60 seconds.

\ P' The Qlik Sense services are
configured for delayed start.

£
TiP! You may get a security
\ warning. If so, click throughit.

If you are prompted to login
to the QMC, login with the
same user and password you
used to Remote Desktop to
the server.

Apply License

You will be prompted to enter

B

Your connection is not private

Attackers might be trying to steal your information from usnyc-jpe002.qliktech.com (for
example, passwords, messages, or credit cards).

Hide advanced

You attempted to reach usnyc-jpe002.qliktech.com, but instead you actually reached a
server identifying itself as USNYC-JPE002. This may be caused by a misconfiguration on
the server or by something more serious. An attacker on your network could be trying to
get you to visit a fake (and potentially harmful) version of usnyc-jpe002.qliktech.com.

Proceed to usnyc-ipe002.qliktech.com (unsafe)

the site license information. SIELICENAE

Complete the form and click R Marcus

Get LEF and preview the Owner organization ar

license from server. Sasisa 555000000000035
Control number

If the server does
not have access to
the Internet, you
will need to obtain
an LEF file from a
Qlik representative

W LEFaccess



https://ipaddress/qmc
https://machinename/qmc

When the site license has been
successfully applied, you will
see a confirmation message.

Token Allocation

If you have a token based
license, follow these
instructions. Tokens must be
allocated to users for them to
access Qlik Sense.

¢ Navigate to Start >
License and Tokens >
User Access
Allocations

e Click the Allocate
button

e Select the User ID you
are logged in with and
click Allocate

This is so the

&
‘ TiP! administrator always

has a license

Successfully licensed

You have successfully applied a license to the Qlik Sense server. Before users can
begin to create and view Qlik Sense apps there are a number of common
configuration items you may wish to review to ensure that users get the best
experience possible. These include:

Connecting to a user directory
Allocating licenses for users
»  Setting up permissions to create and read apps

The following guide walks through the most commonly used configuration steps
when getting started with Qlik Sense.

9 View the guide for Setting up your Qlik Sense site

[y Username v [y Userdirectory [ UseriD [y Tass
N S TR
sa_engine INTERNAL sa_engine
sa_proxy INTERNAL sa_proxy
sa_repository INTERNAL sa_repository
sa_scheduler INTERNAL sa_scheduler




Professional/Analyzer
Allocation

If you have a
professional/analyzer based
license, follow these
instructions. Manual allocation
for Professional user access.
Process is the same for
Analyzer.

e Navigate to Start >
License
management>
Professional access
allocations

e Click the Allocate
button

e Select the User ID you
are logged in with and
click Allocate

This is to allocate
Professional access.
For Analyzer follow
the same step but
instead navigate to

-
\ TIP!
Analyzer access

allocations.

PoC License Rule

In addition to manual allocation

of tokens or professional and

analyzer licenses, users can be

granted a token via a rule.

e Navigate to Start >

License and Tokens >
User Access Rules or
Professional access

rules
e Click Create New
e Click Basic

e Populate the BASIC
rule with user name
like value *

e Click Apply

& Users Total: 12 Showing: 12 Selected: 8

Nama ¥ & User directory &  UserID &=
mei QTSEL mei

USCHI-MS14
INTERMAL
INTERMAL
INTERMAL
INTERMAL
INTERMAL
INTERMAL
INTERMAL

INTERMAL

INTERMAL ga_repository

3 zche r A = zohe

IDENTIFICATION
Name License rule to grant user access
Disabled
Description |Rule to setup automatic user access
£
BASIC
Actions ¥ Allow access




This rule grants a
token to any user

&
T' |  connecting to Qlik
lPl Sense. This is
useful for a PoC but

rarely used in
production.

Proxy Setup

This section describes steps to
allow HTTP access and support
access using alternate URL
formats.

e Navigate to Start >
Proxies > Central >

Edit
e Click Ports
e Check Allow HTTP
e Click Apply
’ access Qlik Sense

T' 1 using HTTP instead
IP: o HTTPs and il

\ avoid browser
— security warnings

IDENTIFICATION

Name [central Proxy
PORTS

Service listen port HTTPS (default)[443

Kerberos authentication

REST API listen port 4243
Allow HTTP* N

Se
Servicelisten port HTTP 80
Authentication listen port HTTP (4248

ervice listen port HTTP and Authentication listen pg



¢ Navigate to Start >

Virtual Proxies > Host white list &
Central Proxy

(Default) > Edit @ Add new value
¢ Click Advanced
e Scroll down to Host [10.1.23 234 | ©
white list [WIN-Q3NOL8BVHBSG |
e Click Add new value o
e Add IP Address and [WIN-Q3NOL8VH88G.CUSTOMER.COM | ©
Machine name of your
server

AWS Instances: Add the external IP address,
Public DNS, and public Domain found in EC2

£ . > Instances > machine > Public IP / Public DNS
Adding these values fields

=l to the Host white list
\ Tlpl allows Qlik Sense to e Public IP Example: 54.196.234.38

accept URLS of e Public DNS Example: ec2-54-196-234-
— these formats

e Click Apply

38.compute-1.amazonaws.com
e Public Domain: compute-1.amazonaws.com

-- Azure Instances: Add the hostname and the
Public DNS
.- e Hostname Example: WIN-Q3NOL8VHHHG
e Public DNS Example: WIN-
Q3NOL8VHHHG.cloudapp.net

Servers on a domain: Add the fully qualified

w domain name and domain name

¢ Fully Qualified Domain Example: WIN-
Q3NOL8VHHHG.CUSTOMER.COM

¢ Domain Example: CUSTOMER.COM

If the customer has created any DNS entries
(e.g., glikbi.company.com), add this to the
whitelist, too. Customers having done this may

ask to import their own SSL certificate. See
Appendix: Client Provided Browser Certificate.

Validation

At this point, you should be able to login to the QMC and HUB directly on the server. Use the shortcuts
created on the desktop to validate that the QMC and HUB open successfully. Qlik Sense is setup
correctly if the browser gives no security warnings.

Now open Qlik Sense QMC and Hub from a desktop or laptop. The URL used to access Qlik Sense QMC
and Hub will be as follows:

e http://<ipaddress>/QMC or http://<machinename>/QOMC or http://<publicdns>/OMC

e http://[<ipaddress>/Hub or http://<machinename>/Hub or http://<publicdns>/Hub




® i

EC2 installations — use the Public DNS

Example: http://ec2-54-196-234-38.compute-1.amazonaws.com/hub

Note: Getting rid of the HTTPS security warnings in EC2 requires additional configuration (DNS
and customer SSL certificates) and is beyond the scope of this PoC installation guide. Use HTTP

in your URLs instead of HTTPS or click through the security warning when launching Qlik Sense.

Azure installations — use the Public DNS
Example: http://WIN-Q3NOL8VHHHG.cloudapp.net

Note: Getting rid of the HTTPS security warnings in Azure requires additional configuration (DNS
and customer SSL certificates) and is beyond the scope of this PoC installation guide. Use HTTP
in your URLs instead of HTTPS or click through the security warning when launching Qlik Sense.

On premise installations — use machine name

Example: https://WIN-Q3NOL8VHHHG/hub

Note: If you can access the hub via machine name, you will not get security warnings. If this is
not possible, use HTTP in your URLSs instead of HTTPS or click through the security warning when
you launch Qlik Sense.

Import an Application

el el

Open the Qlik Sense Management Console

Click Start > Apps > Import

Click Browse

Navigate to the Qlik Sense application you would like to import into the server. The default

location for Qlik Sense Desktop applications is C:\Users\<user>\Documents\Qlik\Sense\Apps.

o

Click Import

6. Once the import is complete, highlight the application and click Publish, select a Stream and
click OK.



http://ec2-54-196-234-38.compute-1.amazonaws.com/hub
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Qlik Sense Cloud Services Configuration

Configure Security

This is beyond the scope of this document. At present, the IdP must support OpenlID for authentication to
Qlik Cloud Services and SAML for authentication to Qlik Sense Enterprise for Windows. If both are
already configured such that the same user can login to both environments, then proceed. If not, contact

an Enterprise Architect.

Connect to Qlik Cloud Services

Navigate to http://<machinename>/api/msc to access
the Multi-Cloud Setup Console.

Click Deployments

Click Set up new

Enter the following information:

Deployment name:
QlikCloudServices

ClientID, Client Secret, Token Endpoint:
Provided by Identity Provider

APl endpoint:

The domain provided for your Qlik Cloud Services PoC.

Audience:
glik.api

Click Apply.

Qlik@ Multi-Cloud Setup Console

]

Qlik Sense license Set up identity providers

E 2

Deployments Manage users

.

Qlik Management Console

-+ Setupnew

Set up new deployment

The setup values are available from your identity provider

Deployment name
APl endpoint
Audience

qglik.api

Use local bearer token

Client ID

Client secret

Token endpoint



Custom Properties

In the QMC, Create custom properties via Start > Custom Properties > Create New.
Name: collections, Resource Types: Apps, Values: Finance, Sales, Etc.

Name: groupswithaccess, Resource Types: Apps, Values: Everyone
Name: sendto, Resource Types: Apps, Values: QlikCloudServices

Distribution Policy

In the QMC, Create a Distribution
Policy via Start > Distribution Policies> IDENTIFICATION

Create New. Create rule from template Distribution_App v
Disabled
Rule from Template: Distribution_App | name ~ [QlikCloudSamicas
Description
Name: QlikCloudServices p
Rule: BASIC
subject.name = value Resource filter App_* v
QlikCloudServices Actions ¥ Distribute
AND subject ¥ || name ¥l= e 9
value ¥ || QlikCloudServices
#App.@sendto = value AND ¥ Ungroup
QlikCloudServices #App v |[@sendto v |- e o
value v ||QlikCloudServices

&
=1 The subject.name must
TlP. match the deployment name created in the section “Connect to QlikCloudServices”. Use
\ “QlikCloudServices” throughout.

Deploy an Application CUSTOM PROPERTIES
collections -

In the QMC, set custom properties on an app via Start > groupswithaccess -

Apps > {app} > Edit > Custom properties. [Everyone @

Publish that app to a stream by clicking the Publish sendto -

button. | QlikCloudServices Q|




APPENDIX I - Apple iOS Mobile Safari Browser Access

Customers wishing access the Qlik Sense server from an iOS device should recognize that as of iOS
version 8, untrusted certificates are not allowed. This means that the self-signed certificates that Qlik
Sense uses out of the box are not sufficient to enable Hub access on iOS devices.

Option #1 — Use HTTP

This is the simplest option for Proof of Concepts. See the section titled Proxy Setup to learn how to
enable HTTP. Direct users on iOS mobile devices to navigate to the server via HTTP and not HTTPS.

Option #2 — Use a trusted certificate

Install a customer provided certificate with private key from a trusted root certificate authority (e.g.
Symantec, GoDaddy, Thawte, DigiCert, or many others) and add this certificate’s security thumbprint to
the thumbprint text box in the Proxy configuration. See the section titled Client Provided Browser
Certificate to learn how to enable this.

On premise installations — Customer provide a certificate that can be used with the

server.
Example: *.company.com
Example: gliksense.company.com

AWS and Azure — Installing a trusted certificate in EC2 or Azure requires additional
configuration and is beyond the scope of this PoC installation guide. Unless the
customer is able to register a domain, purchase a certificate, and associate with the Qlik
Sense instance in EC2 or Azure, use HTTP in your URLSs instead of HTTPS or click
through the security warning when launching Qlik Sense.




APPENDIX Il - iIOS Mobile App Setup and Configuration

Desktop Authentication Link Setup
For the iOS Client to know where to connect, we generate a client authentication link via:
e Start > Virtual Proxies > “Central Proxy (Default)” > Client Authentication Link
o Host URL is the same as how you access Qlik Sense in the browser, without /hub
o Friendly Name is the name that shows up on the iOS device

o Click Generate, Click Apply, and you get a URL like this:

gliksense://enterpriseurl?action=add&url=http%3A%2F%2F34.211.33.62&name=QLIKAWS&vers
ion=0.1&signature=008a750e10a8a8fe4194a1f9257e64baa35e9d2fc1094e50f534c335be131d5d

DESKTOP AUTHENTICATION LINK

Desktop authentication link host URI http:/f34.211.33.62
Desktop authentication link friendly name QLIKAWS

This friendly name can be used to simplify the identification of the hosL You can, for example, use your company name.
Generate desktop authentication link Generate

gliksense:/fenterpriseuri?action=add&url=httpXIAX2FX2F34.211.33.62&name=QLIKAWS&version=8.1 &signature=888a758e18aBasf
24194a1f9757e64baa35e9d2fc1894e501534c335be131d5d

The generated result is available above. You can select the text and copy it for use

Security Rule Setup

For an app to be downloadable, the basic requirement is that a user must have ‘Export’ permissions on
App_* via the security rules and be able to read the app.

Create a Custom Property called “MobileOffline” and apply it to an application.

Note that this custom property isn’t strictly required. It just makes the security rule easier to

\ Tip! manage.

e Inthe QMC, go to Start > Custom Properties > Create New > Name = ‘Mobile Offline’, Resource
Types = ‘Apps’, Custom Property Values = ‘True’




IDENTIFICATION

Name > |MobileOfiline
RESOURCE TYPES
[ Analytic connections Proxies
¥ Apps Reload tasks
Content libraries Repositories
Data connections Schedulers
Engines Streams
Extensions User synchronization tasks
Nodes Users
Printing Virtual proxies
VALUES

‘Custom property values

Values

& Create new

True a

e Inthe QMC, go to Start > Apps > <select an app> > Custom Properties, Set MobileOffline = True

IDENTIFICATION

Name + [Travel Expense Management

Owmner [administrator (WINDOWS201 2\administrator)
Created [2017-06-15 03:03

Last modified [2017-06-20 14:16

File size (MB) 0.17

CUSTOM PROPERTIES

MobileOffline

True(l) €

Create a Security Rule called “_Mobile Offline”

e Start > Security Rules > Create New > Create Rule from Template = “App Access”
e Name =‘_Mobile Offline’
e Resource Filter = ‘App_*;
e Actions = Access Offline

e Conditions = resource.HasPrivilege ("read") and resource.@MobileOffline="True”

e Context = Only in Hub



mailto:resource.@MobileOffline=%22True

IDENTIFICATION

Disabled L]

Name [ Mobile Offline |

Description Everyone is allowed offline access to the app they are allowed to see
excepl anonymaous users v

BASIC

Resource filter App_* v

Actions Create Read Update Delete Export Publish Change owner

Export data Access offline

This condition cannot be displayed in the rule editor because it is too complex.

ADVANCED
Conditions resource. HasPrivilege(“read™) and resource. @MobileOfffine="T rue"
The rule Is valid.
Validate rule
Context Only in hub hd

Connect to the Qlik Sense Enterprise Server

e Using Mobile Safari on the iPad, connect to the Qlik Sense Enterprise Server Hub.
e Touch the ellipses on the top right, and select the Desktop Authentication link.




File View Help

= Everyone

= Monitoring apps

iPad T 12:25 AM @ 74% m.
< m 34.211.33.62 & M +
= Qlik Sense Qo
8 qglikservice Work | Createnewapp A Desktop authentication (i)
Personzl v A DevHub h

I Work @ Help [
Streams v @ rbout

Openin “Qlik Sense”?

Tap ‘Open’

Cancel Open

When prompted, select “Open in Qlik Sense”. The iOS native app should automatically open with
the friendly name of the Desktop Authentication Link you previously entered in the QMC.




12:35 AM

Qlik Sense @

Select a Qlik Sense server

Log in with your Olik Sense Enterprise account.

QLIKAWS ses

Add a Qlik Sense server

e Select the Qlik Sense Enterprise friendly name on the landing page.
e You will be directed to a forms login page. Here enter the username and password of the user
account you wish to use. This example uses the user account created earlier in this document.
e Username: \QlikUserl
e Password: QlikSense!

e The Hub should now open and show available applications. Note the “download” icon on the top right
of any application specified to be Offline=True via the custom property previously created in the QMC.
Touch the ellipses in the bottom right of the application you want to use offline.

12:56 AM

Everyone Q @

Filter =1 Sort
& Work

STREAMS

Everyone

Monitoring apps

Travel Expense
Management




A sidebar will pop in. Select the “Download” icon to download the app.

File

View Help

12:57 AM

Created
Last reload
Published

§]
B

Travel Expense Management X

()

Download

Jun 14,2017 11:93 PM
Jun 14,2017 11:92 PM
Jun 22,2017 12:54 AM




e Once the app has completed downloading, you will now see Online/Offline tabs and the ability to
open an app offline. Select the “Open Offline” button to begin using the offline capability in the iOS

app.

File View Help

1:01 AM T @ 62% W >

Travel Expense Management X

O M

Update Delete

Open offling

=




APPENDIX Ill - Amazon EC2 — Launch an Instance

_’ If you are able to provide the EC2 instance for the customer, the best way to get started
Tlp! quickly is to request an EC2 instance through ServiceNow. From there you can choose
\ predefined AMIs for a quick start. Detailed instructions on how to do so can be found here:
e link.

Security Groups

Create a security group called Qlik Sense with the rules in the screenshot below. This is found in EC2 >
Security Groups in the left navigation of the EC2 control panel. Then click Create Security Group.

Create Security Group X
Security group name (j Qlik Sense
Description (j Qlik Sense
VPC (i vpc-8efa8bf7 | QlikSense v

Security group rules:

Inbound Outbound
Type (i Protocol (i Port Range (i Source (i Description (i
RDP v TCP 3389 Anywhere ~ | |0.0.0.0/0, ::/0 e.9. SSH for Admin Desktop (%]
HTTP v TCP 80 Anywhere ~ | |0.0.0.0/0, ::/0 e.g. SSH for Admin Desktop 0
HTTPS v TCP 443 Anywhere ~ | |0.0.0.0/0, ::/0 e.g. SSH for Admin Desktop Q
Add Rule
Cancel
Name Qlik Sense
Inbound Rules HTTP, HTTPS, RDP
Key Pair

Create a key pair called Qlik Sense via EC2 > Key Pairs > Click Create Key Pair. Save this file (Qlik
Sense.pem) somewhere and don’t lose it!



https://confluence.qliktech.com/display/plus/How+to+request+an+Amazon+EC2+instance

Create Key Pair X

Key pair name: |Qlik Sense

Launch the Instance

EC2 > Instances > Click Launch Instance
Choose Windows Server 2016 Base instance, 64 bit

v Microsoft Windows Server 2016 Base - ami-8b1886f3

Windows Microsoft Windows 2016 Datacenter edition. [English]

Free tier eligible

Choose an Instance Type

Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes

o R3.2xlarge is a good choice with 8 cores / 60 GB RAM
o R3.4xlarge is a good choice with 16 cores / 122 GB RAM
o Other larger instances are available. Some of the larger servers require an email to AWS

support first.

Click Review and Launch

o You will get a warning about security groups. Change from the default security group to
Qlik Sense

Improve your instance's security. Your security group, launch-wizard-1, is open to the world.

Your instance may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

Launch
o You will get a warning about key pairs. Choose the Qlik Sense key pair you have

created and saved.



Select an existing key pair or create a hew key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

Choose an existing key pair v

Select a key pair
Qlik Sense v

I acknowledge that | have access to the selected private key file (Qlik Sense.pem), and that
without this file, | won't be able to log into my instance.

Cancel

Elastic IP

«  Create an elastic IP via EC2 > Elastic IPs > Allocate New Address > Yes, Allocate
¢ Select the new Elastic IP address, and click Associate Address
*  Choose the running instance and click Associate

*  You will associate this with your instance so that the server IP address doesn’t change if you stop
and start the instance.

RDP
*  Go back to the EC2 console and wait for the new instance to say “running” and “2/2 checks
passed”.
Name ~ InstancelD « |Instance Type ~ Availability Zone ~ Instance State ~ Status Checks v
[ ] i-1a506af1 m3.2xlarge us-east-1c & running & 2/2 checks passed

* Click EC2 > Instances > Choose your instance > Connect
o Click Download Remote Desktop File > Saves a RDP link you can use to connect

o Click Get Password > Choose your QlikSense.pem file > Click Decrypt password

o Save this somewhere for reference

» At this point you should have a Remote Desktop session on the server. If you can’t connect,
review this section for proper setup of security groups and key pairs.




APPENDIX IV - Microsoft Azure — Launch an Instance

&
T- 1 It is easy to get an Azure account at http://portal.azure.com/ and click on Free Trial (or buy
|P- now). You can sign up and try this on your own! Just make sure to shut down any
machines you launch so as not to incur an unnecessary charges.

Vv New Compute

e Choose New >
Compute > Windows
Server 2012 R2
Datacenter

e Click Create

Compute

MARKETPLACE FEATURED APPS
e Enter a Username and
Compute Windows Server 2012 R2
Easswo rd for your IE] b
Instance (fOr Remote Web + Mobile > Enterprise-class soluf‘hﬂs that are

simple to deploy, cosi-effective,

Desktop) Data + Storage
e Enter a Resource
group (can be

anything, suggest * Name
H Basics > xyzcorp v
pI’OJEC)t or customer 1 Configure basic settings
name
e Choose a location ;Je e
i VAdmin
e Click OK 2 7

e Choose an instance

size. DS3v2 or DS4 pard =
v2 is recommended for 3
basic workloads. DS13 ’ =
v2 or DS14 v2is ;;Z!:O”wo >
recommended for large 4
workloads. Note the * Resource group
pricing of each before xyzcorp v
deciding.

* Location S

East US

¢ Review the settings
and click OK and OK
again.

e Now wait... this can
take up to 30 minutes.
You will see the picture Deploying Windows Server
on the right_ 2012 R2 Datacenter

e Once the VM is online,
you will set a security
group to allow traffic to
the VM.



http://portal.azure.com/
http://portal.azure.com/

e Resource Group
(looks like a box)

e Network Security
Group (looks like a
shield)

e Inbound Security
Rules

Click Add, then add

inbound security rules

in the table to the right

(leave unlisted settings

as is)

Finally, RDP to it by
clicking on Connect

[:‘] MyZCorp

U XyZCorp

L

Inbound security rules

Name Protocol Destination Port
HTTP TCP 80
HTTPS TCP 443

XyZcorp

£ e

Settings Connect

ly




APPENDIX V - Windows Firewall
This section details how to disable or open specific ports that Qlik Sense needs open.

On the Qlik Sense server, click Start and search for Advanced Firewall. Click on Windows Firewall
with Advanced Security

Programs (28)
8 Windows Explorer

I@ Windows Media Player

- - -
Windows Firewall with Advanced Seaurity

LR B =preSales Qlik Sense SiB Guide.doc |
* Windows Firewall with Advanced Security

Fle Acton View Help

& |=H

Windows Firewall with Advanced Security on Local Computer

with Advanced S

3 Inbound Rules |
Outbound Rules X =
5: Connection Security Rules ﬁ Windows Frewall with Advanced Security provides ik security for Wind:

= B, Monitoring

Overview
Domain Profile is Active
¥ Windows Firewall is off.
Private Profile
& Windows Firewall is off
Public Profile is Active
& Windows Firewall is off.

E Windows Firewall Properties

The simplest solution is to disable windows firewall completely, under Properties. If this isn’t possible,
continue with the following steps to open specific ports.

* Windows Firewall with Advanced Security - =10l x|

File Action View Help

e |%[m = dHE

o roounc e o e -

Outbound Rules - 3

&L Connection Security Rules BranchCache Content Retrieval (HTTP-In) BranchCache - Content R &3 NewRule...
|; Monitoring .BranchCache Hosted Cache Server (HTTP-In)  BranchCache - Hosted C¢ )

@ 5ranchCache Peer Discovery (WSD-In) BranchCache - Peer Disct Y Filter by Profile »
.COM+ Network Access (DCOM-In) COM+ Network Access Y Filter by State »
°COM+ Remote Administration (DCOM-In) COM+ Remote Administr:

Y Filter by Group 4

@Core Networking - Destination Unreachable (... Core Networking

1. Click on ‘Inbound Rules’ in the left panel, then click on ‘New Rule’ in the right panel. Choose ‘Custom’
and go to next.




& New Inbound Rule Wizard e

Rule Type
Select the type of firewall nile to create.

Steps:
» Rule Type What type of ule would you like to create?
@ Program
@ Protocol and Ports () Program
@ Scope Rule that controls connections for 2 program.
@ Action O Port
@ Profile Rule that controls connections fora TCP or UDP port.
@ MName ) Predefined:
AllJoyn Router
Rule that controls connections for a Windows experience.
(®) Custom
Custom rule.

< Back Mext > Cancel

2. Choose ‘All programs’ and go to next.




9 Mew Inbound Rule Wizard *

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specific program?
& Program
@ Protocol and Ports (® All programs
Rule applies to all connections on the computer that match other rule properties.

@ Scope
@ Action

(") This program path:
@ Profile
@ MName

Example: c:\path'program.exe
% ProgramFiles . \browser'\browser exe

Services Customize...
Specify which services this rule applies to.

< Back Mext = Cancel

3. ‘Protocol type:’ should be ‘TCP’ and ‘Local port:’ should be set to ‘Specific Ports’. In the field you
should enter 80, 443. This will allow you to access the Hub and QMC.

9 Mew Inbound Rule Wizard *

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Typs To which ports and protecols does this rule apply?
@ Program
» FProtocol and Ports Protocol type: TCP ~
@ Scope Frotocol number: (=
@ Action
s Profie Local port: Specfic Ports N
@ MName ‘ 80.443
Example: 80, 443, 5000-5010
Remoate port: All Ports i

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
{ICMP) settings:

< Back Next > Cancel

4. Press ‘Next’ until you reach ‘Name’. Ensure that ‘Allow the connection’ is selected Under Action’.




& New Inbound Rule Wizard x

Scope

Specify the local and remote IP addresses to which this rule applies

Steps:
@ Rule Type
# Frogram Which local IP addresses does this rule apply to?
# Protocol and Ports (® Any IP address
s Scope (O These IP addresses:
@ Action
@ Profile
p Name
Customize the interface types to which this rule applies Customize...
Which remote IP addresses does this nule apply to?
(® Any IP address
() These IP addresses:
< Back Next > Cancel
Action

Specify the action to be taken when a connection matches the conditions specified in the nle.

Steps:

@ Fule Type What action should be taken when a connection matches the specified conditions?

Program
(@ Allow the connection

This includes connections that are protected with [Psec as well as those are not

Protocol and Ports

@ Scope
e () Allow the connection if it is secure
h o This includes only connections that have been authenticated by using IPsec. Connections
& Profile will be secured using the settings in IPsec properties and nules in the Connection Security
Rule node.
@ Name

() Block the connection

< Back Next = Cancel




@ New Inbound Rule Wizard X

Profile

Specify the profiles for which this rule applies.

Steps:

@ FRulz Type When does this rule apply?

@ Program

@ Protocol and Ports Domain

@ Scope Applies when a computer is connected to its corporate domain.

@ Action Private

@ Profile Applies when a computer is connected to a private network location, such as a home
or work place.

@ MName Public

Applies when a computer is connected to a public network location.

< Back Nexd > Cancel

5. Ensure that all options are ticked and click ‘Next’.

ﬂ' MNew Inbound Rule Wizard X

Name

Specify the name and description of this rule.

Steps:
@ FRulz Type
@ Program

@ Protocol and Ports

& Scope Name:
Qlikk Sense Server
@ Action
& Profile Description (optional):
@ Name

<Back Cancel

6. Give the rule a name such as ‘Qlik Sense Server’ and then click ‘Finish’. This will now allow traffic on
those ports through the firewall to the operating system.

7. Close Windows Firewall.




APPENDIX VI - IE Enhanced Security Configuration

This section details how to disable IE Enhanced Security Configuration on Windows Server 2012 and
2016. Itis important to disable this in the case the customer will be accessing and using “Web File” data
as a data source. |IE ESC blocks that traffic.

Windows 2012 & 2016

e On the taskbar, click Server Manager

I = f o L 7
L : e || || 2
e Click “Local Server” -
3,
@ ¥ Server Manager * Local Server
B PROPERTIES
& _Dashboard. | s

& All Servers
i§l ADDS
= DNS

e Nextto IE Enhanced Security
Configuration, click “On”

eporting Off

erience Improvement Prograrg_Naot participating
‘ On I

(UTC+01:00) Amsterdam, Bel
Product ID 00184-70310-02137-AA492

rity Configuration




e Next to Administrators, click “Off”

e Next to Users, click “Off” %, Internet Explorer Enhanced Security Configuration [x]]

e Click “OK”

default for Administrators and Users groups.

Administrators:
& O on(Recommended)
\.ji' (®) OFF

Users
V]

More about Internet Explorer Enhanced Security Confi

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by

iquration

OK | [ Cancel

APPENDIX VII - Client Provided Browser Certific

This section details how to import a client provided browser certificate into Qlik Sense.

Generate Certificate Signing Request for Trusted Certificate

If you don’t already have a certificate from a Trusted Certificate Authority, you may use t
to help generate the CSR. https://community.glik.com/docs/DOC-15740

Import Certificate to Windows Certificate Store

*  Click Start > type MMC > Right Click > Run as Administrator...
Programs (1)

ate

hese instructions

= SR, Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\C
e mmc.exe !

=% File Action View Favorites Window Help
Content(5) —— @& [ 2= 4 5 (X E = [HIE
: | - ) N Bl | Smart Card Trusted Roots ;] Issuf
= E Certificates (Local Computer) a
& [ Personal 5] AddTrust External CA Root AddTrust External CA
[ || Trusted Root Certification Authoril

L : [5;/Baltimore CyberTrust Root
| Certificates [5;/Class 3 Public Primary Certification...
=l Enterprise Trust ‘I [5Class 3 Public Primary Certification...
5] Copyright (c) 1997 Microsoft Corp.

=
# | Intermediate Certification Authorit
m

= o D blick

Baltimore CyberTrust
Class 3 Public Primary
Class 3 Public Primary
Copyright () 1997 Migy

*  Click File > Add / Remove Snap In...



https://community.qlik.com/docs/DOC-15740
https://community.qlik.com/docs/DOC-15740
https://community.qlik.com/docs/DOC-15740
https://community.qlik.com/docs/DOC-15740

*  Click Certificates > Click Add > choose My User Account
* Click Certificates > Add > choose Computer Account > choose Local Computer
* Navigate to each folder listed below and import the customer provided certificate

(0] Certificates - Current User > Trusted Root Certification Authorities > Certificates
O  Certificates (Local Computer) > Trusted Root Certification Authorities > Certificates

O  Certificates (Local Computer) > Personal > Certificates

Validate Existence of Private Key

e Double click on = Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Ci
the im ported = File Action View Favorites Window Help
certificate toview |@eb | 2|3 & = | X E = |HIE
its propertles. [# | Smart Card Trusted Roots ;] Issued To ~
= E Certificates (Local Computer) #5:* gliktech.com DigiCert High Assuranc
& [ Personal [ AddTrust External CA Root AddTrust External CA
Bl [ Trusted Root Certification Authoril | [Flgaltimore CyberTrust Root Baltimore CyberTrust R
| Certificates (5] Class 3 Public Primary Certification... Class 3 Public Primary
& L Enterpn;e Trust i ol J _,~;JCIass 3 Public Primary Certification... Class 3 Public Primary (
rf = inter.m’e‘ n'af? (li_erh kation Authorit [5)Copyright (c) 1997 Microsoft Corp.  Copyright (c) 1997 Mici

e Validate the

: -
private key exists — o

with this General | petails | Certification Path |
certificate. If not,
ask the person §} Certificate Information

who provided you

. This certificate is intended for the following purpose(s):
the certificate.

 Ensures the identity of a remote computer
* Proves your identity to a remote computer

*Refer to the certification authority's statement for details.

Issued to: *.glktech.com
Issued by: DigiCert High Assurance CA-3

Valid from 2/ 6/ 2013 to 4/ 4/ 2016

¥ You have a private key that corresponds to this certificate.

Issuer Statement

Learn more about

_ x|




Import Certificate Thumbprint to Qlik Sense Proxy

" gt o e Dt s D AN e -

copy the Thumbprint value.
Make sure to copy all leading

General Details ICerﬁﬁcation Path |

and trailing spaces. Show: [<Al> ]
Field | value | «]
ECRJ. Distribution Points [1]CRL Distribution Point: Distr...
@Cerh’ﬁcate Policies [1]Certificate Policy:Policy Ide...
@Authority Information Access  [1]Authority Info Access: Acc...
f._] Key Usage Digital Signature, Key Encipher...
!:}Basic Constraints Subject Type=End Entity, Pat...
D Thumbprint algorithm shal
|=] thumbprint d7fea08dc7f5e5e4ffeg 1...
D Friendly name * gliktech.com v

d3

TS 91 00

00 60

ff =9 14

EditProperties... |  Copy toFik... |

Learn more about certificate details

[

e Open QMC > Proxies > Central "
Proxy > Edit Properties
e On the right hand side of the
screen, click Security to enable 7 Identification
additional properties.
Ports
Advanced

Default proxy
Logging
Central repository

J Security

e Paste the browser thumbprint,
including all spaces. R

SSL browser certificate thumbprint d7 fe a0 8d ¢ 7 5 e5 o4 ff € 14 91 00 d9 9

e Click Apply to restart the Proxy.




#

= As a precaution, also enable HTTP traffic (see Proxy Setup section) if you haven'’t already.
\ TIPI This will ensure that if this process has issues there is still a way to access the
QMC.

APPENDIX VIII - Qlik Sense Uninstall

This section describes how to perform a clean uninstall of Qlik Sense.

e Click Start > type
Programs and Features |Control Panel (7)

and run Programs and E‘l Programs and Features

[=4 Add or remove programs
& Default Programs
e Find Qlik Sense in the e — =
list and click Uninstall (0 = contpant + < Programs 5] | Seorch Programs snd Featres &l
Control Panel Home: Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then ciick Uninstal, Change, or Repair.
) Turn Windows features on or off
tnstal a program from the network [ =~ @
Name ~ | =] Publisher || nstell... |~ size || version |
&) Node js Joyent, Inc. and other Node ... 7/3/2014 15.8MB 0.10.28
[ Notepad++ Notepad++Team 4/28/2014 6.5.5
[ on Screen Display 6/19/2013 7.11.20
®7]openssL 1.0. 1e Light (32-bit) OpenSSL Win32 Installer Team  9/25/2013 4.60 M8
[EPDF-XChange 3 Tracker Software 6/28/2013
& PerformanceTester PerformanceTester 2/21/2014

inipicasa 3 Google, Inc. 12/28/2013

@ Power Manager 6/21/2013

BaseCamp 30 minute getting started i
ik Sense Desktop QikTech International AB 9/22/2014 341M8  1.0.0.

=] QikTech BAM Outlook AddIn v2.2 QikTech 6/28/2013 8.54M8 2.2,
4§ QikTech Screensaver QikTech International AB 6/21/2013 10.1MB  4.0.0.
S Realtek High Definition Audio Driver Realtek Semiconductor Corp. 6/19/2013

<l

QikTech International AB Product version: 1.0.0.0
Size: 208 MB

e Check the two
checkboxes to remove
data and certificates.

e Enter the password of
the service account

Remowve Qlik Sense root and server certificates, and data folders

Any file residing in the Qlik Sense data folder ProgramData\Qlik\Sense and
its subfolders, including the database and any apps, will be removed.

running the Q|Ik Sense Remove client certificate
services. Existing services have been installed with a different user, USRAL-MSI
. \QlikView. In order to be able to remove the client certificate, please enter the
e Note: This WILL delete password of that user.

everything. Backup apps | [+
first if you need to.




APPENDIX IX - Known Conflicts

There are known port conflicts with IIS, Skype, VMWare Workstation, Tableau and SQL Server. All of
which may use port 443. Check whether this software is installed and disable the port or software.

https://support.skype.com/en/fag/FA148/which-ports-need-to-be-
open-to-use-skypefor-windows-desktop

https://www.computersnyou.com/266/how-to-solve-vmware-is-
using-port-443/

vmware

http://www.tableausoftware.com/manually-uninstalling

++i+

http://sglmag.com/sqgl-server/sql-server-tcp-and-udp-ports

)

&

Micrasoft*
SQL Server200sR2

Get permission to disable the windows services or uninstall the offending software.
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APPENDIX X - Troubleshooting

Log Files

Log files are found in C:\ProgramData\Qlik\Sense\Log. In Particular,
Repository\System and \Trace, and Proxy\System and \Trace are valuable to review if you have issues.

Connection Lost

If you experience a “Connection Lost” or a blank error message when opening hub, make sure you are
using a URL that matches the way you installed.

o IP address - https://10.1.123.234/hub o machine

name — https://WIN-Q3NOL8VHHHG

Review the section Proxy Setup.

HTTP 500 Error

If the QMC and Hub do not come up and the proxy shows a HTTP 500 error, it is likely certificate related.
Check the proxy logs under C:\ProgramData\Qlik\Sense\Log\Proxy\System. A message about refusing
connection to https://localhost:4242 is indicative of a certificate issue. Shutdown the services and
uninstall the certificates as described in the Uninstall section. Then start the services. If that doesn’t
work, perform a complete uninstall and reinstall.

Could not start services in a timely manner

If the windows services fail to start, stating that the services did not start in a ‘timely manner’, it is possible
to extend the timeout period:

e Click Start, click Run, type regedit, and then click OK.
e Locate and then click the following registry subkey:

- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control
¢ Inthe right pane, locate the ServicesPipeTimeout entry.

o **Note**: If the ServicesPipeTimeout entry does not exist, you must create it. To do this, follow
these steps:
- On the Edit menu, point to New, and then click DWORD Value.
- Type ServicesPipeTimeout, and then press ENTER.
e Right-click ServicesPipeTimeout, and then click Modify.
e Click Decimal, type 60000, and then click OK.
- This value represents the time in milliseconds before a service times out.
e Restart the computer.



https://localhost:4242/
https://localhost:4242/

