OKTA IdP ZFIAUI: Qlik Sense Enterprise on
Windows H'5 Kubemetes AD7IUDENE

Qlik Sense Enterprise YILF)357U NES

QLIK.COM LEAD WITH DATA Qll k Q



1. OKTALTOAPIDIER 2
2. 7IVT—23>0ERk 6
3. APIDFRE 7

4.  Qlik Sense Enterprise on Windows®Multi-Cloud Setup
Console(MSC)TO7 VT -3 BE5%TE 13




1.0KTA ET® API OERX

1) [Security]>[ API1%Z3#1RU. [Add Authorization Server |Z7)vIUET

oktq Get Started .
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Authentication

= . . : Multifactor
Authorization Servers okens usted Crigins =
dentity Providers
Delegated Authentoation
© Add Authorization Server
Metworks
Marme Audience Issuer URI o
Cievice Trust

default api//default https:/qlik-amo.okta.com/cauth2/defaul  ADMINETEION

AP
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h,

2) LUTFoiEDINamellC[QSEoK AP, [Audiencellcl glik.apilé AFIU. [Save |Z20UwIULET,

Add Authorization Server

MName QSEok API
Audience qlik.api
Description Authorization Server for GSEok




3) TAPI Setting] ETlIssuerlZXELFT,

QSEoK AP

Active -
Settings
Settings Edit
Name GSEck APl
Audience dlik.ap
Description Authorization Server for QSEcK
Issuer https://glik-amo.ckta.com/cauth2/auslcd 2vit2wEzBgau3sy
Metadata URI https://glik-amo.ckta.com/cauth2/auslcd 2vi2wEzBgau3 s well-
known/ocauth-authorization-server
Signing Key Rotation Automatic
Last Rotation 13 Sep 2019

4) [Scopes]77%J)wULTIAdd Scope |&#UvILET,

Scopes

€ Add Scope

Mame Description




5) LITFmi@Dlany & AFIU. [Set as a default scope |2B3{EL Tl Create |27Uv LY,

Add Scope

MName any

Description any

Default scope || Set as a default scope
Metadata | | Include in public metadata

A default scope will be returned in an access token when the client omits the
scope parameter in a token request, provided this scope is allowed as part of the
access policy rule.
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6) [Access Policy|57%7yJ0. [Add Policy [27UvIULE Y,
QSEoK API

Settings SCOpPes “laims Access Policies Token Previe

Mo access policies added

Palicles and rules are reguired for clients 1o access this resaurce

Add Policy

7) AT o8OI Grant Clients | AJIUTI Al clients 1Zi24RU. [ Create Policy [27)vIULET,

Add Policy

Name Grant Clients
Description Grant Clients|
Assign to (@) Allclients

() The following clients:




8) [Add rule|Z7UvILFT,

Access Paolicies

Add New Access Policy

1 Grant Client

Grant Client
Description Grant Client
Assigned to clients oA" Clients
Add Rule
Priority Rule Mame

9) [Namel(Clclient credentials grant for all clientsJEAFIU T T Oi@NEEEL.
JUwILEY,

Add Rule

Rule Name

client credentials grant for all clients

IF  Grant type is Client acting on behalf of itself
|| Cliem Credentials
Client acting on behalf of a user
| Authorization Code
|| Implicit

|:| Resource Owner Password

AND Useris -é- Any user assigned the app A
[ | Assigned the app and a member of one of the following:

AND Scopes requested (®) Any scopes
( ) The following scopes:

THEN Access token lifetime is 1 Hours v

AND Refresh token lifetime is Unlimited
but will expire if not used every 7 Days v

Create Rule Cance!

[ Create rule %
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LEBAZ1—h5[ Applications |Z:#E3RU. [Add Application |Z7JvILET

Applications

=22 Applications

E, Assign Applications

10) [ Create New Applz7UvILET,

okta

Can't find an app?

Create New App

Apps you created (0) —

NTEGRATION PROPERTIES

11) Platform (& OAuth Service 1Z:#4RU. [Create [Z7)vILFET,

Create a New Applicaton Integration

Platform QAuth Service v

Sign on methed (® OAuth 20

Cance




12) [ Application name |(C[ QSEoK Programmatic [ AFIUTI Save 129)wIUE T,
=3 Create OAuth Service Integration

L 2C b ]

Application name GSEcK Programmatic

13) FTR&N 3l Client ID]. [Client Secret |ZXELE T,

@ QSEoK Programmatic
Active ¥ | ﬂ. | View Logs

Genera

General Settings Edit
Application label GSEok Programmatic

Client Credentlals Edit
e DoalediwlkiObtwg35T B
Client secret o R

3.API D:%7E
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BALE 9. Azure Kubernetes Service (AKS)Y> Amazon Elastic Kubernetes Service
(AKS)REDFETEZITIZBALIZENEND RFTIAD M IS BREEL,




1) COXETEUFOEAEZEZ root 1-H—THEMLFEY . Windows /KA N_ET PowerShell ZF3
& IDY-IUDBLLTF T SSH 77t A%170\WE 9, /NAT—RIC(E[ osboxes.org 12 A ILET

ssh root@elastic.example

2) IT4%=FIAL T TORED values-okta2.yaml J7A )L EVERLLE T . 181 LA (& Minikube %
FIRAUSEOFICRDFEI DT, Azure Kubernetes Service(AKS)T® Amazon Elastic
Kubernetes Service(EKS)REZFIAT2REDZE(CIFIIKZSSED L YAML J7(ILOARE
ZEBEL AL,

RIEXDEZN01_QSE on Kubernetes ®&E A |T NFS Provisioner D% EZELCITOTULBN, L
RBRUNTHIAIRET7MIOARBNERDE T, (E55%2FBIRENAARIZSEND NFS
Provisioner Ms%EZ1To>CLVRWEE [Z2ZFIRKIEEW, ) &, BBT/\A3/hanTu%
[discoveryUrl]. lclientId]. [ clientSecretIDEIFZD RF1X> bORIEEDFINETXELIZ OKTA
To7F)r—23>m  Issuer . XUT13_OKTA IdP #FJHUIz Qlik Sense Enterprise on
Kubernetes O%E IOFDOFINETEISUIZI OKTA Homepagel. [Client ID]. [Client
Secret|BEICEDWTESMID2ENDNE T, (CCTAFHTBI[Client ID]. [Client Secret|
(F. OEDRIDFIETHEUELIZI QSEOK Programmatic |7 U —23> 06D TlIHDELADTTS
B<Z&W, [QSEoKI 7V —23a>ne0%FIBLET . )

@ NFS Provisioner OF%EZ1ToCLVRWMEE
#This setting enables dev mode to include a local MongoDB install
devMode:
enabled: true

#This setting accepts the EULA for the product
engine:
acceptEULA: "yes"

# MINIKUBE SPECIFIC SETTINGS (dont not use with other K8
providers)
elastic-infra:

nginx-ingress:

controller:
service:
type: NodePort
nodePorts:
https: 32443




extraArgs.report-node-internal-ip-address: ""

hub:
ingress:
annotations:
nginx.ingress.kubernetes.io/auth-signin:
https://$host:32443/login?returnto=$request_uri

management-console:
ingress:
annotations:
nginx.ingress.kubernetes.io/auth-signin:
https://$host:32443/login?returnto=$request_uri

edge-auth:
oidc:
redirectUri: https://elastic.example:32443/login/callback

#This setting is for IdP
identity-providers:
secrets:
idpConfigs:
- discoveryUrl: "https://<OKTA Homepage>/.well-known/openid-configuration"
clientld: "OoalcciqlaHg3TXuE357"
clientSecret : "KhsGaGm8U3Ix8KFv-1xg0kzCKIxljébcSeKfmx1k"
realm: "Okta"
hostname: "elastic.example"
scope: "openid profile groups"
primary: true

- discoveryUrl: "https://<Issuer>/.well-known/openid-configuration"
realm: "Okta"

hostname: "elastic.example"
primary: false
claimsMapping:

client_id: [ "client_id", "cid" ]

@ NFS Provisioner Q% EZITOCL\2IHE

#This setting enables dev mode to include a local MongoDB install
devMode:




enabled: true

#This setting accepts the EULA for the product
engine:
acceptEULA: "yes"

#These setting specifies the storage for the services, in this case, NFS

global:
persistence:
storageClass: nfs-client

#MongoDB is set to persist with NFS storage so that data will not be lost if the
container is destroyed
mongodb:
persistence:
enabled: true
accessMode: ReadWriteMany
storageClass: nfs-client

# MINIKUBE SPECIFIC SETTINGS (dont not use with other K8
providers)

elastic-infra:
nginx-ingress:
controller:
service:
type: NodePort
nodePorts:
https: 32443
extraArgs.report-node-internal-ip-address: ""
hub:
ingress:
annotations:
nginx.ingress.kubernetes.io/auth-signin:
https://$host:32443/login?returnto=$request_uri

management-console:
ingress:
annotations:
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nginx.ingress.kubernetes.io/auth-signin:
https://$host:32443/login?returnto=$request_uri

edge-auth:
oidc:
redirectUri: https://elastic.example:32443/login/callback

#This setting is for IdP
identity-providers:
secrets:
idpConfigs:
- discoveryUrl: "https://<OKTA Homepage>/.well-known/openid-configuration"
clientId: "OoalcciglaHg3TXuE357"
clientSecret : "KhsGaGm8U3Ix8KFv-1xg0kzCKJxlj6bcSeKfmx1k"
realm: "Okta"
hostname: "elastic.example"
scope: "openid profile groups"
primary: true
- discoveryUrl: "https://<Issuer>/.well-known/openid-configuration"
realm: "Okta"
hostname: "elastic.example"
primary: false
claimsMapping:
client_id: [ "client_id", "cid" ]

3) Qlik Sense Enterprise on Kubernetes ZERAUE T,

helm upgrade --install gliksense glik/gliksense -f values-okta.yaml

4) UT%2E1TL. BRIUIZ Pod DR ZHESZLE T . STATUS A ContainerCreating h'5%& T
Running £ 3FTHFEET,
kubectl get pods

T OV FMRITIDEERARREDRUVAIET FEEOIVY MRITIDILBRIRETY .

while [ 1 ]; do kubectl get pods; sleep 5; clear; done
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5) LUTFORIUTRD<Issuer >, <client id>. <client secret>DEPD%EXELE OKTA D7 TVTr—33>
DIFRICESHRZ., IOY-INBERITUET . (CCTASTBIClient ID]. [Client Secretl(&. U\
DEIOFIETHIEURI QSEoK Programmatic |7 U7 —23>DE0ERDFT, )

curl --request POST ¥

--url https://<Issuer>/v1/token ¥

-u '<client id>:<client secret>" ¥

--header 'content-type: application/x-www-form-urlencoded' ¥
--header 'accept: application/json' ¥

--data 'grant_type=client_credentials'

6) LU FOLSRBTICAN=TONRENFTDTAELE T,
{"token_type":"Bearer","expires_in":3600,"access_token":"eyJraWQIiOiJPRDI4anRFO
FRieJRDVHIBUGXxIN24xeEFYSEtvbFNWWkZFMUZVdHhsaXgO0IiwiYWxnIjoiUIMyNTYifQ.
eyJ2ZXIiOjEsImp0aSI6IkFULMdmWC1Idk5YRXIGcDZUbHE3c3ZUWG1CQk9pcHItNOFS
LTFGbIJQci1uNUOQILCIpc3MiOiJodHRwczovL3FsaWstYW1vLmOrdGEuY29tL29hdXRoMi
9hdXMxY2QydnQydOV60OHFhdTM1NyIsImF1ZCI6InFsaWsuYXBpliwiaWFO0IjoxNTY4M
zcOMzIxLCJleHAIOjE1NjgzNzc5MjESIMNpZCI6IjBVYTFjZDF3bGtIMGI0cndnMzU3Iiwic
2NwIjpbImFueSIdLCIzdWIiOiIwb2EXY2Qxd2xrSTBidHI3ZzM1NyJ]9.06VOIvjL025puq
Tp_oHMS5fxCUzFodyvsyCIDsGwddanMg2kaFcKIn1pyallULQSTN5gVtuD2l4b7UXuk6
Kov2walMEz-
Mi8y5gW56ktO6EK2N4FOYpznOSvpjmBf_4d16fzZBmgP2MOUb_s0Y39LZPiZeV2TRX-
9tdk0J_xdc7GYULIJ1I9_2nCwcrUNhu03apAu04Yeg2j8Rae21LgTRfDgfUeE7zsISh3djR
DPFec-0O98IWO8N8-dAh1VPHodgy3YBAae6I-slgqg-
PRalPd3ncVg3TxZkKm3FA2gEUrY37V8mqaddOhYxvw7F2H-
IRLWbc8usHj3aQf5SWFKOy9vQ","scope":"any" }[

7) UTFORINTRO7ICAN-I2%2BUSUI 7 IR A N> TESHAZ . AN REEITUET,

curl -k --request GET ¥

--url https://elastic.example:32443/api/v1/collections ¥

--header 'Authorization: Bearer
eyJraWQIiOiJPRDI4anRFOFRiejRDVHIBUGXxIN24xeEFYSEtvbFNWWkZFMUZVdHhsaXg0
LiwiYWxnIjoiUIMyNTYifQ.eyJ2ZXIiOjEsImp0aSI6 IKFULMdmMWC1Idk5YRXIGcDZUbHE3
c3ZUWG1CQkI9pcHIENOFSLTFGbIIQci1uNUQILCIpc3MiOiJodHRwczovL3FsaWstYW1vL
MOrdGEuY29tL29hdXRoMi9hdXMxY2QydnQydOV60OHFhdTM1NyIsImF1ZCI6InFsaWs
uYXBpliwiaWFOIjoxNTY4MzcOMzIxLCIleHAIOJE1NjgzNzc5MjESImMNpZCI6IjBvYTFjZDF
3bGtIMGI0cndnMzU3Iiwic2NwIjpbImFueSJdLCIzdWIiOiIwb2ExY2Qxd2xrSTBidH13Zz
M1NyJ9.06VOIvjL025puqTp_oHMS5fxCUzFodyvsyCIDsGwddanMg2kaFcKInlpyallUL
QSTN5gVtuD214b7UXuk6Kov2walMEz-
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Mi8y5gW56ktO6EK2N4FQOYpznOSvpjmBf_4d16fzZBmgP2M0OUb_s0Y39LZPiZeV2TRX-
9tdk0J_xdc7GYULIiJ119_2nCwcrUNhu03apAu04Yeg2j8Rae21LgTRfDqfUeE7zsISh3djR

DPFec-098IWO8N8-dAh1VPHodgy3YBAaebI-slgqg-
PRalPd3ncVg3TxZkKm3FA2gEUrY37vV8maddOhYxvw7F2H-
IRLWbc8usHj3aQf5WFKOy9vQ'

SREENRRINT BEL T OISR T —IMRENE T, (KT 5& 401 Authorization Required DI5
—ERDET, )

“data”:[], "links™: “href”:"https://elastic. example:32443/api/vl/collections”

4.Qlik Sense Enterprise on Windows @ Multi-Cloud
Setup Console(MSC)TO7 IV —2 3 iS58 TE

BI#KI04_Qlik Sense Enterprise on Windows H'5 Kubernetes AQ7IDELE D 2 E~ 6
BOFNBICAES> T, 18, Multi-Cloud Setup Console(MSC)_ET®D OKTA OEKEFIATD
FRICRDE T, BIERDOFIETXELZ OKTA LDO7T)r—23> 0l Issuer]. [Client IDJ. [Client
Secret |OMEICEDWT. [Client ID]. [Client secretl. [Token endpoint|ZEBSHZ 2 EH
HOET, (CCTASNTBIClient ID]. [Client Secret|(F. VEDRIOFIETEUSUZI QSEOK
Programmaticl 7 U5 —>3>0EDERNET, Fiz[Token endpoint](&lIssuer](c
[/v1/token |ZfHHILIZEDERRDE T, )




Set up new deployment

The setup values are available from your identity provider

Deployment name

gseok

APl endpoint

https://elastic.example:32443

Audience

glik.api
Use local bearer token

Client ID

Ooalcdlwlklobtrwg3sT

Client secret

heVmgHNmAYqZl1eVMIRo_quFaQ4iXf3WPiXFbXod

Token endpoint

https://glik-amo.okta.com/cauth2 /ausled 2vt2wEz8qau3sT/vlftoken

Delete Cancel Apply
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Only Qlik’s end-to-end data management and analytics platform brings together all of an organization’s data from any
source, enabling people at any skill level to use their curiosity to uncover new insights. Companies use Qlik products to see
more deeply into customer behavior, reinvent business processes, discover new revenue streams, and balance risk and
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