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SSL Certificate on Azure VM Running Qlik Sense Server 

Introduction: This document is part of my series on how to deploy a Qlik Sense Server instance on a 
Microsoft Azure VM. We’ll be using GoDaddy to generate an SSL because they make the CSR process 
very easy and we have also purchased a domain from them where we want our Qlik Sense Installation to 
be live. After you’ve completed these steps you’ll be able to access your Qlik Sense Server from a 
custom domain name of your choosing. 
 
Technical Specifications: 

• Qlik Sense Server Version 3.2 

• GoDaddy SSL Certificate 

• Azure VM Standard Tier, 2 cores, 3.5 GB Memory running Windows Small Business Server 2012 
 
What’s in This Document: 

1. Complete Certificate Signing Request (CSR) 
2. Generate .pfx Certificate 
3. Configure SSL and HTTPS Connections 
4. Add Certificate to Virtual Machine 

Complete Certificate Signing Request (CSR) 

1. Purchase SSL from GoDaddy, this will enable you to begin the certificate signing (CSR) process. 

https://godaddy.com/web-security/ssl-certificate 

2. Generate a CSR at its accompanying private key using a certificate authorities’ service 

SSLPoint makes this step incredibly easy: https://www.sslpoint.com/generate-csr/ 

Simply fill out the form: 

• Key Length: 2048 bits 

• Algorithm: SHA256 

• For the rest of the information, make sure it matches exactly the domain name’s registrant 
information 

Upon submitting the form, you will be presented with two large code bocks. Copy these into separate 
files and name the CSR “csr.txt” and the private key “[domain name].key”. DO NOT LOSE THESE. 

3. Verify your certificate request. 

On GoDaddy there will be a form for you to fill out where you must copy and paste the contents of your 
“csr.txt” file. Over the next few days GoDaddy will call you to verify the domain name’s registrant 
information. This will take 1-7 business days before you are notified that you can download the SSL 
certificate. 
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Generate .pfx Certificate 

1. Download .crt file from GoDaddy. 

When downloading the certificate from GoDaddy, Choosing IIS in the “Server type” dropdown will 
suffice. 

GoDaddy only lets you download .crt and .p7b certification files, but Azure wants a .pfx file, so we will 
need to convert this .crt file in the next few steps. Save the file as “[domain name].crt”. 

2. You will need to download and install the OpenSSL Toolkit. 

You can get the toolkit here: http://slproweb.com/products/Win32OpenSSL.html 

On a Windows 8.1 machine, download the file named “Win64 OpenSSL v1.0.2h”. 

3. Move files and open command prompt as an administrator. 

Your files “[domain name].crt” and “[domain name].key” (which you created earlier) should be moved 
into the bin folder of the OpenSSL program files => C:/OpenSSL-Win64/bin 

Next, open a command prompt by searching “cmd” and right-clicking to select “Run as administrator”. 

 

4. CD down to the bin folder with the following command 

cd C:\OpenSSL-Win64\bin 

5. Then, run these commands in order. The domain shown in this example is “surveytransfer.com”. 

set OPENSSL_CONF=C:\OpenSSL-Win64\bin\openssl.cfg 
(use the path to your bin folder) 

 
openssl pkcs12 -export -out [domain name].pfx -inkey [domain 
name].key -in [domain name].crt 

(this will prompt you to choose and verify a password) 

https://www.prioritythinking.com/
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Once you have run these commands, your console should look something like this: 

 

Configure SSL and HTTPS Connections 

1. Upload the .pfx to Azure. 

In Azure, go to your “Cloud Services” section for your VM and scroll down to the “Certificates” section 
and click on it. 

 
Click “Upload”. 

 
Browse to the .pfx file you generated earlier and include the password you specified 

 
Once you’ve uploaded the certificate you’ll see it in the table. Copy the Thumbprint to your clipboard. 
You will need it for the next step. 
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2. Add certificate thumbprint to your Qlik Sense Server instance in the QMC. 

Go to the QMC and click the “Proxies” item in the “Configure System” section. 

 

Select the Central Node and click “Edit”. 

 

In the “Properties” bar on the right side, check the “Security” item. 

 

Paste the SSL thumbprint into the text box and click “Apply” at the bottom to save the changes. 

 

3. Update your DNS records to point to the IP (or host name) of your Azure VM 

Here is some documentation on how to update your DNS records in GoDaddy. 

To find the IP or host name of your Azure VM, go to the “Cloud Services” section for your VM in the 
Azure portal and click “Overview”. 

https://www.prioritythinking.com/
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4. Configure your DNS to always use https connections. 

You’ll probably want [domain name].com to automatically forward to https://www.[domain name].com 

Therefore, you’ll have to configure domain forwarding. This can be done on the same page in GoDaddy 
as where you updated your DNS records. 

Add Certificate to Virtual Machine 

This article has a more detailed tutorial for this step: Applying an SSL Certificate to Qlik Sense 

1. Copy your .pfx file over to your Virtual Machine 

2. Search for the “Manage Computer Certificates” tool on your Virtual Machine 

 

3. Import the .pfx certificate you moved to your Virtual Machine 

Make sure you are editing the Local Computer certificates. Drop down the “Personal” folder. Then, right 
click the “Certificates” folder, “choose All Tasks” and then “Import…” 

 

https://www.prioritythinking.com/
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The Store Location should be set to “Local Machine.” When browsing for the file name, make sure to 
choose the .pfx file type from the drop down or you will not be able to find it.

 
Then, enter the password you chose when creating the certificate and check the “Mark this key as 
exportable” option. 

 
Once finished, you will see your new certificate in the “Certificates” folder. Double-click the new 
certificate and you will see a window like below. Go to the “Details” tab. 
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On the “Details” tab you can scroll all the way down in the window to find the certificate’s thumbprint. 
This is the same thumbprint that the Azure portal shows, it is just formatted differently with lowercase 
letters and spaces every two characters. 

 

4. Verify your SSL is working 

I’ve run into issues where even after completing all these steps my SSL still isn’t working. Most recently, 
I’ve found that one issue may be that Qlik Sense expects you to upload a thumbprint in the QMC that 
follows the syntax as the step above (lowercase with spaces every two characters). That being said, 
every step in this tutorial is tried and true. 
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