Generating CSRs for 3rd Party Certificates
Tools Required

e OpenSSL
o https://slproweb.com/products/Win320penSSL.html
e Helper pages
o https://www.digicert.com/easy-csr/openssl.htm will generate the openssl command to
create the CSR and private key for the certificate obtained from a trusted certificate
authority.

o https://www.sslshopper.com/article-most-common-openssl-commands.html shows

common commands. The commandto be used is the last in the list with modifications.

Introduction

Customers coming online with Qlik Sense want to use certificates issued by trusted certificate authorities like
Symantec, Digicert, GoDaddy, andothers. While the QMC does have a certificate export function, the only
capability is exporting the Qlik Sense generated self-signed certs. To generate a CSR, you need to use an
additional tool like OpenSSL.

Certificate Requirements

Certificates that are known to work well with Qlik Sense have the following attributes:

e Must contain a Private Key

e Certificates that are x509 version 3. More information including filename extensions under
https://en.wikipedia.org/wiki/X.509

e Use signature algorithm sha256RSA

e Use signature hash algorithm sha256

e Signed by a valid, and os/browser configured , CA

e Arevalid according to date restrictions (valid from/valid to)

e Key in format CryptoAPI (not in CNG)

See Qlik Sense: Compatibility Information for third-party SSL certificates to use with HUB/QMC.

Also note that the certificate must include the ProviderType (24) Microsoft Enhanced RSA and AES
Cryptographic Provider. See how to convert the provider under SHA-256 and Converting the Cryptographic

Service Provider Type.

OpenSSL Installation

1.  Download the x64 version of OpenSSL. You can obtain a Windows ready copy from Shining Light
Productions

2. Transfer the installation file to the Qlik Sense server. Perform the installation.
In our example, we use the installation path c:\openssl

3. Open a command line window and change directories to c:\openssl\bin. Keep the window open.



B Administrator: C\Windows\system3Z\cmd.exe

Microsoft Windows LUersion 6.1.7681)
Copyright <c> 2089 Micresoft Corporation. A1l rights reserved.

fC:\OpenSSLicd bin
C:\OpenSSLabin>_

Digicert's OpenSSL Command Line Generator

1. Navigate to here in web browser: https:
2. When presented with the form fill in the fields:

Certificate Details
Common Name:
Organization:

Department:

City:
State / Province: Massachusetts h!
Country: USA X
Key Size: | RSA 2048 (recommended) o

Generate

www.digicert.com /easy-csr/openssl.htm

Field Value
Description

Comm The fully qualified hostname of the server that will use the certificate. Wildcards for
on hostnames accepted on fully qualified names. e.g. myserver.example.com or
Name *.example.com
Organizati Company Friendly name
on
Departme Optional, the department using the certificate
nt
City Optional, the city for the certificate
State Required, the state the company is headquartered
Country  Required, the country the company is

headquartered
Key Size  RSA 2048, Leave at this value.

3. After filling out the CSR tool, click the generate button. An OpenSSL command will replace the entry

form.

Certificate Details

Common Name:

Organization
Department:

City

State / Province:
Country:

Key Size:

myserver.example.com

Onett
Oregon
USA

RSA 2048 (recommended)
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Information

this command into a
ver. Your CSR will

Now just copy and past

terminal session on y
be written to myserver_example com.csr.

rs




Generate the CSR

1. Copy the command line and place it in the command window opened earlier. Observe the
reference to the csr file after the -outcommand and private key after the -keyout command. Hit
the enter key.

2. The CSR and private key will be generated in the openssl\bin directory because we didn't specify a
path to output in the files.

[/ » Computer + Local Dick(C) » OpenSSL » bin » ~ [+ ][ Search bin

v Includeinlibrary »  Sharewith ¥ Newfolder

Name
ites i

ktop & md

vnloads myserver_example_com.cst

ent Places _ 8] myserver eample_com.key

3. Atthis point, it's time to send the CSR to the trusted certificate authority. The method for providing
the CSR differs by vendor, pleaseidentify how to supply the CSR and upload it to the CA.

4. When the CA receives the CSR, the certificates will be generated. Typically, an email address is
required for certificate
ownership. This is where the certificate will likely be sent if distributed via email. Other CAs like
goDaddy allow certificate ownersto download the certificate.

Adding the Private Key to the Certificate

1. Once the certificate is obtained, the private key needs to be added to it in order for Qlik Sense to
use it for server authentication and certification. To perform this action, use OpenSSL again to
create a pkecs12 certificate file containing the certificate and the private key.

2. Copy the obtained certificate to the openssl\bin folder.

3. Inthe command line, we will tell OpenSSL to:

e Use the .crtfile as a source for the .pfx

¢ OQutputa .pfx

¢ Include the key (-inkey)

¢  Specify the Microsoft Enhanced RSA and AES Cryptographic Provider (-CSP)

Example Command:

openssl pkcsl2 -export -in certificateFromCAProvider.crt -out
certificate.pfx -inkey myserver example com.key -CSP "Microsoft Enhanced
RSA and AES Cryptographic Provider"



{E=SEoE )|

Microsoft Windows [Uersion 6.1.76811
Copyright (c> 208? Microsoft Corporation. A1l rights reserved.

) »

fC:\Usorssjogdedy
C:\>cd openssl
C:\OpenSSL>cd bin

“OpenSSLibindopenssl req —new —neukey r —nodes —out myserver_exanple_col
keyout myserver_exanple_com.key —subj "/C=U$/§T-Oregon/L-Onett70-0A Test.|
rver.exanple.co

een’ into random state — done

it RSA private key

H
ng neu private key to 'myseruer_example_com.key’

G:\OpenSSLabindopenss]l pkesi? —export —out certificate.pfx —inkey myserver_examp)
e_com.key —in certificateFronCh.crt

4. Running this command will request a password for the new file and generate the pfx file in the
openssl\bin folder. Now import thecertificate for use with Qlik Sense.

Import a 3rd Party Certificate for Use with Qlik Sense Server

1. Launch the MMC.

=/ Run '

—  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | mme v

B This task will be created with administrative privileges.

[ o |[ cancel || Brows. |

2. When the MMC opens go to File|Add/Remove Snap-in.
3. Click on the Certificates snap-in on the left side list box and click the add button.
4. Choose Computer account and click Next.

Certifical

This snap4n will always manage cerfficates for:
O My user account
O Service account

(®) Computer account

5. Leave Local computer selected and click Finish.
6. Click OK to go back to the MMC. The Local computer certificate store opens
7. Rightclick on the Personal folder and choose Import.

__- .Conso.i.é -R.cct :i Issued To B i .Issued By
4 ,.JJ Certificates (Local Comp i ERlIs2K12-CA 1152K12-CA
4 o L
Find Certificates...
AT AllTasks v| | Find Certificates...
W Er;t New Window from Here Request Mew Certificate...
b [ Inty | Refresh Import...
[ Ty Help Advanced Operations 3
I Uni

8. Because we have specified the location to import a certificate, the store location choice is greyed out.
9.  Click Next.



Store Location
Current User

Local Machine

To continue, diick Next.

10. Browse to the location of the certificate containing private key (the pfx file) and
1. Click Next.

12. Enter the password set during certificate merge process.

Password:

["]Display Passwerd

Import options:

Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties,

13. Prompted with the Certificate store to place the certificate, make sure the radio button is
highlighted for Place all cert... and the storeis Personal.

14. Click Next.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the folowing store

Certificate store:
|Personal | | Browse... ‘

15. Click Finish and the certificate will be imported.
16. Double click on the imported certificate and choose details.
17. Navigate down the list and click on Thumbprint.

Certificate
| General | Details | Certification Path
show: [ <allx -
Field Velue E
] valid to Sunday, June 07, 2020 7:00:0.
[Elsubject locahost
|1 Public key RSA (1024 Bits)
[GiKey Usage Digital Signature, Key Encipher.
[ Erhanced Key Usage Server Authentication (1.3.6.... |=
[ thumborint algorithm shal |
[ thumbprint 67138388 B edcc 310781,
[l Erinndly name IS Fyrress reent Ceark

67 £3 a3 88 39 ed co 31 07 91 9a af 71
93 81 27 09 45 cc 51

Edit Properties... | [ Copy toFile...

Learn more about certificate details

18. Copy the thumbprint with spaces from the textbox.
19. Browse to the Qlik Sense Management Console.
20. Click on the Proxies menu item.



CONFIGURE SYSTEM

= Nodes

o Engines

O Printing

X Proxies

21. Choose the appropriate proxy to input the thumbprint to use the 3rd party certificate. Click edit to
open the proxy settings.

22. Click on the security option and enter the thumbprint (with spaces) in the textbox. Click Apply. The
QMC will ask to restart. Pleaseclick the Restart QMC button. You may be required to refresh the
browser as well.

For detailed information on how to apply a 3™ party certificate, see: How to change the certificate
used by the Qlik Sense Proxy.



