Dear Talend Community

I'm facing a random behavior with the deployment of services with SAML authentication enabled on Talend Runtime.

Sometimes after a service is deployed, all requests with a valid SAML token are refused returning a HTTP 401 Unauthorized and most of the times this is resolved with a simple
bundle:refresh command. Hard times require a new deploy.

Although a workaround is already found, | wonder if some of you have already faced this behavior and if is there a solution to avoid this kind of exception. Please find bellow a log sample of
this error:

2018-05-08 20:19:58,257 | INFO | 1695614865-12924 | Loggi ngl nl nterceptor | 32 - org.apache.cxf.cxf-core - 3.1.11 | I nbound Message
| D. 28
Address: http://ny-donmai n/services/ aut h-servi ces/ 1. 0/ passwor d- pol i cy?cul t ur eNane=pt - BR
Htt p- Met hod: GET
Cont ent - Type:
Headers: {Accept=[*/*], accept-encodi ng=[gzip, deflate], Authorization=[ SAM. aVdZb+o6EH6V1PIQcRARzcl| alFZyVgl EyM ychQSZ4EsECck4ddf A21v27NLef F4Zvz N
2018-05-08 20:19:58,260 | WARN | 5]-nio2-thread-2 | Server Sessionl npl | 144 - org.apache.sshd.core - 1.4.0 | exceptionCaught ( Serve
2018-05-08 20:19:58,268 | WARN | 1695614865-12924 | Abstract Sanl | nHandl er | 189 - org.apache.cxf.cxf-rt-rs-security-xm - 3.1.11 | Ass

at java.net.URl.create(URl .java: 852)

at org.apache.cxf.rt.security.utils.SecurityUtils.|oadResource(SecurityUils.java:112)

at org.apache.cxf.rt.security.utils.SecurityUils.|oadResource(SecurityUtils.|ava: 84)

at org.apache. cxf.rs.security.comon. CryptolLoader. get Crypt o(Crypt oLoader.java: 74)

at org.apache. cxf.rs.security.sam . Abstract Sanl | nHandl er . val i dat eToken( Abstract Sam | nHandl er. j ava: 140)

at org. apache. cxf.rs.security.san . Abstract Sanl | nHandl er. val i dat eToken( Abstract Sani | nHandl er . j ava: 115)

at org. apache. cxf.rs.security.sanl . Abstract Sanl | nHandl er. val i dat eToken( Abstract Sani | nHandl er . j ava: 98)

at org.apache.cxf.rs.security.sanl . Abstract Sanl Base64l nHandl er. handl eToken( Abst r act Sanl Base64l nHandl er . j ava: 53)

at org.apache. cxf.rs.security.sam . Sam Header | nHandl er.filter(Sam Header | nHandl er. j ava: 53)

at org.apache.cxf.jaxrs.utils.JAXRSU il s.runContai nerRequestFilters(JAXRSUti | s.java: 1650)

at org. apache. cxf.jaxrs.interceptor.JAXRSI nl nterceptor. processRequest (JAXRSI nl nterceptor.java: 106)

at org. apache. cxf.jaxrs.interceptor.JAXRSI nl nterceptor. handl eMessage( JAXRSI nl nt erceptor.java: 77)

at org. apache. cxf. phase. Phasel nt er cept or Chai n. dol nt er cept ( Phasel nt er cept or Chai n. j ava: 308)

at org. apache.cxf.transport. ChainlnitiationOoserver.onMssage(ChainlnitiationCbserver.java:121)

at org. apache. cxf.transport. http. Abstract HTTPDesti nati on. i nvoke( Abstract HTTPDesti nati on. j ava: 262)

at org.apache.cxf.transport.servlet. ServletController.invokeDestination(ServletController.java: 234)

at org. apache. cxf.transport.servlet. ServletController.invoke(ServletController.java: 208)

at org. apache. cxf.transport.servlet. ServletController.invoke(ServletController.java: 160)

at org. apache. cxf.transport. servlet. CXFNonSpri ngServl et. i nvoke( CXFNonSpri ngSer vl et.java: 180)

at org. apache. cxf.transport.servl et. Abstract HTTPSer vl et . handleRequest(AbstractFWTPServIet j ava: 299)

at org. apache. cxf.transport.servlet. Abstract HTTPSer vl et . doGet (Abstract HTTPSer vl et . j ava: 223)

at javax.servlet.http. HtpServlet.service(HttpServlet.)ava: 687)

at org. apache. cxf.transport.servlet. Abstract HTTPSer vl et. servi ce( Abstract HTTPSer vl et . j ava: 274)

at org.eclipse.jetty.servlet. Servl et Hol der. handl e( Ser vl et Hol der. j ava: 845)



at org.eclipse.jetty.servlet. Servl et Handl er. doHandl e( Ser vl et Handl er . j ava: 584)
at org.ops4j.pax.web.service.jetty.internal.H tpServiceServl et Handl er. doHandl e( H t pSer vi ceSer vl et Handl er . j ava: 72)
at org.eclipse.jetty.server. handl er. ScopedHandl| er. handl e( ScopedHandl| er. j ava: 143)
at org.eclipse.jetty.security. SecurityHandl er. handl e(SecurityHandl er.java: 548)
at org.eclipse.jetty.server. session. Sessi onHandl| er. doHandl e( Sessi onHandl er . | ava: 226)
at org.eclipse.jetty.server. handl er. Cont ext Handl er. doHandl e( Cont ext Handl er. j ava: 1180)
at org.ops4j.pax.web.service.jetty.internal. HttpServi ceCont ext.doHandl e(H t pServi ceCont ext.java: 284)
at org.eclipse.jetty.servlet. Servl et Handl er. doScope( Servl et Handl er. j ava: 512)
at org.eclipse.jetty.server.session. Sessi onHand| er. doScope( Sessi onHandl er. j ava: 185)
at org.eclipse.jetty.server. handl er. Cont ext Handl er. doScope( Cont ext Handl er . j ava: 1112)
at org.eclipse.jetty.server. handl er. ScopedHandl| er. handl e( ScopedHandl er. java: 141)
at org.ops4j.pax.web.service.jetty.internal.JettyServerHandl er Col | ecti on. handl e(JettyServer Handl er Col | ecti on. j ava: 80)
at org.eclipse.jetty.server. handl er. Handl er W apper . handl e( Handl er W apper . j ava: 134)
at org.eclipse.jetty.server. Server. handl e( Server.java: 534)
at org.eclipse.jetty.server. H t pChannel . handl e( Ht t pChannel . j ava: 320)
at org.eclipse.jetty.server. H tpConnection.onFillable(HttpConnection.java: 251)
at org.eclipse.jetty.io.Abstract Connecti on$ReadCal | back. succeeded( Abst ract Connecti on. java: 273)
at org.eclipse.jetty.io.Filllnterest.fillable(Filllnterest.java: 95)
at org.eclipse.jetty.io. Sel ect Channel EndPoi nt $2. run( Sel ect Channel EndPoi nt . j ava: 93)
at org.eclipse.jetty.util.thread. strategy. Execut eProduceConsune. execut eProduceConsune( Execut ePr oduceConsune. j ava: 303)
at org.eclipse.jetty.util.thread. strategy. Execut ePr oduceConsune. produceConsune( Execut ePr oduceConsune. j ava: 148)
at org.eclipse.jetty.util.thread. strategy. Execut eProduceConsune. run( Execut eProduceConsune. j ava: 136)
at org.eclipse.jetty.util.thread. QueuedThreadPool . runJob( QueuedThr eadPool . j ava: 671)
at org.eclipse.jetty.util.thread. QueuedThr eadPool $2. run( QueuedThr eadPool . j ava: 589)
at java.l ang. Thread. run(Thread. j ava: 745)
Caused by: java.net.URl Synt axExcepti on: IIIegaI character in path at index 8: $service{security.signature.properties}
at java.net.URl $Parser.fail (URl.java: 2848)
at java. net. URI $Par ser. checkChars(URI . java: 3021)
at java.net. URI $Par ser. parseHi erarchi cal (URI.java: 3105)
at java. net. URI $Par ser. parse(URl .| ava: 3063)
at java.net.URl.<init>(URl.java: 588)
at java.net.URl.create(URl.java: 850)
48 nore

2018-05-08 20:19:58,269 | WARN | 1695614865-12924 | WebAppl i cati onExcepti onMapper | 45 - org.apache.cxf.cxf-rt-frontend-jaxrs - 3.1.11 | java
at org.apache.cxf.jaxrs.utils. SpecExcepti ons.toNot Aut hori zedExcepti on( SpecExcepti ons.java: 94)
at org.apache.cxf.jaxrs.utils. ExceptionUils.toNotAuthorizedExcepti on(ExceptionUtils.java: 137)
at org.apache. cxf.rs.security.sam . Abstract Sanl | nHandl er . t hrowFaul t (Abst ract Sanl | nHandl er . j ava: 270)
at org.apache.cxf.rs.security.sam . Abstract Sanl | nHandl er . val i dat eToken( Abstract Sam | nHandl er. j ava: 190)
at org. apache.cxf.rs.security.sanl . Abstract Sanl | nHandl er. val i dat eToken( Abstract Sani | nHandl er . j ava: 115)
at org.apache.cxf.rs.security.sanl . Abstract Sam | nHandl er. val i dat eToken( Abstract Sanl | nHandl er . j ava: 98)
at org.apache. cxf.rs.security.sam . Abstract Sanl Base64l nHandl er . handl eToken( Abst ract Sanl Base64| nHandl er. j ava: 53)
at org.apache.cxf.rs.security.samnm . Sam Header | nHandl er.filter(Sam Header | nHandl er. j ava: 53)
at org.apache.cxf.jaxrs.utils.JAXRSU il s.runContai nerRequestFilters(JAXRSUi | s.java: 1650)
at org. apache. cxf.jaxrs.interceptor.JAXRSI nl nterceptor. processRequest (JAXRSI nl nterceptor.java: 106)
at org. apache. cxf.jaxrs.interceptor.JAXRSI nl nt ercept or. handl eMessage( JAXRSI nl nt ercept or. java: 77)
at org. apache. cxf. phase. Phasel nt er cept or Chai n. dol nt er cept ( Phasel nt er cept or Chai n. j ava: 308)
at org. apache.cxf.transport. ChainlnitiationOoserver.onMssage(ChainlnitiationCbserver.java:121)
at org. apache.cxf.transport. http. Abstract HTTPDesti nati on. i nvoke( Abstract HTTPDesti nati on. j ava: 262)
at org.apache. cxf.transport.servlet. ServletController.invokeDestination(ServletController.java: 234)
at org. apache. cxf.transport.servlet. ServletController.invoke(ServletController.java: 208)
at org. apache.cxf.transport.servlet. ServletController.invoke(ServletController.java: 160)
at org. apache. cxf.transport. servl et. CXFNonSpri ngServl et. i nvoke( CXFNonSpri ngSer vl et . java: 180)
at org. apache. cxf.transport.servl et. Abstract HTTPSer vl et . handleREquest(AbstractHTTPServIet | ava: 299)
at org. apache. cxf.transport.servlet. Abstract HTTPSer vl et . doGet (Abstract HTTPSer vl et . j ava: 223)
at javax.servlet.http. HtpServlet.service(HttpServlet.)ava: 687)
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at

org. apache. cxf.transport.servl et. Abstract HTTPSer vl et. servi ce( Abstract HTTPSer vl et . j ava: 274)
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servl et. Servl et Hol der. handl e( Ser vl et Hol der. j ava: 845)

servl et. Servl et Handl er . doHand| e( Ser vl et Handl er. j ava: 584)
service.jetty.internal.H tpServiceServl et Handl er. doHandl e(Ht t pSer vi ceSer vl et Handl er. j ava: 72)
server. handl er. ScopedHandl! er. handl e( ScopedHandl| er. j ava: 143)

security. SecurityHandl er. handl e( SecurityHandl er.java: 548)

server. sessi on. Sessi onHandl| er . doHandl e( Sessi onHandl er . j ava: 226)

server. handl er. Cont ext Handl er . doHandl e( Cont ext Handl er. j ava: 1180)
service.jetty.internal.HtpServi ceCont ext.doHandl e( H t pServi ceCont ext.java: 284)

servl et. Servl et Handl er. doScope( Ser vl et Handl er . j ava: 512)

server. sessi on. Sessi onHandl er. doScope( Sessi onHandl er. j ava: 185)

server. handl er. Cont ext Handl er. doScope( Cont ext Handl er. j ava: 1112)

server. handl er. ScopedHandl| er. handl e( ScopedHandl| er. j ava: 141)
service.jetty.internal.JettyServerHandl er Col | ection. handl e(JettyServer Handl er Col | ecti on. j ava: 80)
server . handl er. Handl er W apper . handl e( Handl er W apper . j ava: 134)

server. Server. handl e( Server.java: 534)

server. Ht t pChannel . handl e( Ht t pChannel . j ava: 320)

server. H t pConnection. onFi |l | abl e( Ht t pConnecti on. java: 251)

| 0. Abstract Connecti on$ReadCal | back. succeeded( Abst ract Connection. java: 273)
lo.Filllnterest.fillable(Filllnterest.|ava: 95)

| 0. Sel ect Channel EndPoi nt $2. run( Sel ect Channel EndPoi nt . j ava: 93)

util.thread. strategy. Execut eProduceConsune. execut eProduceConsunme( Execut ePr oduceConsune. j ava: 303)
util.thread. strategy. Execut eProduceConsune. pr oduceConsune( Execut ePr oduceConsune. j ava: 148)
util.thread. strategy. Execut eProduceConsune. r un( Execut ePr oduceConsune. j ava: 136)

util.thread. QueuedThr eadPool . runJob( QueuedThr eadPool . j ava: 671)

util.thread. QueuedThr eadPool $2. run( QueuedThr eadPool . j ava: 589)

java. |l ang. Thread. run(Thread. j ava: 745)

| D. 28

Response- Code: 401
Cont ent - Type:
{Cont ent - Type=[ application/xm ], Date=[Tue, 08 May 2018 18:19:58 GUI], Content-Length=[0]}

Header s:

Thanks in advance.

Best regards,

Anselmo

| NFO | 1695614865-12924 | Loggi ngQut | nt er cept or | 32 - org.apache.cxf.cxf-core - 3.1.11

Qut bound Message



