Adding @Donn's reply sent by private message:

Hm for sone reason ny post wasn't saved. Well, here we go again :-)

| managed to install and (al nost) configure everything properly. Renenber, all Talend conponents are in independent containers, though on the sanx

1. When | go to the DataPrep Wbsite, | get redirected to |AMin order to log in. However, | get redirected to "local host", |ike that:

http://| ocal host: 9080/i dp/ federati on?wa=wsigninl.0& .........

When | change | ocal host to docker-dev-52. cgn. conpany.com | get redirected to |AM After logging in wwth the data prep user | have created in TAC,

The 1AM | og shows the foll ow ng:

2018-02-23 19:41:20.878 -ERROR [ http-ni 0-9080-exec-9] o.a.c.f.s.i.b. Endpoi nt Addr essVal i dat or . The endpoi nt Address val ue of http://docker-dev-5Z

| found a simlar issue in the Tal end Know edgebase: https://comunity.talend.comt5/Installation/Authentication-failed-in-Data-Stewardship/ta-p/:

However, this is for Data Stewardship, but | still tried it out - no luck. Here is ny curent config:

| AM i am properties:

tac.url =http://docker-dev-52. cgn. conpany. de: 8080/ org. tal end. adm ni strator-6.4. 1/
tac. user-nanme=security@onpany. com

t ac. passwor d=XvHQgl y6990XI 3t ANVPN+g==

tac. appl i cati on=Dat aPr ep

H o o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -
# | MPORTANT:

# Change of these 2 variables requires deleting both oidc and i dp dat abases

=

| am host =docker - dev- 52. cgn. conpany. de
iamurl =http://${iam host}: 9080



# | DP Settings

Ldp.url=${iamurl}/idp

| dp. db. url =j dbc: h2: ${ CATALI NA HOVE} /i dp/i dpdb; DB_CLOSE_DELAY=- 1
I dp. db. dri verd assNane=org. h2. Dri ver

I dp. db. user nane=i dp

| dp. db. passwor d=6zQsVb2TN ehnt BHS+E2qQ==

| dp. db. def aul t Dat a=tr ue

I dp. db. pl at f or meH2Di cti onary

# O DC Settings

oi dc.url =${iamurl}/oidc

oi dc. host =${i am host }

oi dc. i ssuer=accounts.tal end. com

oi dc. db. dri ver d assNane=org. h2. Dri ver

oi dc. db. url =j dbc: h2: ${ CATALI NA HOVE} / oi dc/ oi dcdb; DB_CLOSE DELAY=-1
oi dc. db. user nane=oi dc

oi dc. db. passwor d=nL9phBgQQ b5i Au9f 6UEUg==

oi dc. db. dat abasePl at f or m=or g. apache. openj pa. j dbc. sqgl . H2Di cti onary
oi dc. db. di al ect =or g. hi bernat e. di al ect. H2D al ect

oi dc. accessTokenLi f eti ne=3600

oi dc. dynRegService.initial AccessToken=S3hngC5Q7SI Gmr f q190EA==

oi dc. cli ent Resources. pattern=file://${CATALI NA HOVE}/clients/*.json

# STS Settings

sts.url=${iamurl}/sts-tac
sts.issuer=Fediz STS

sts. keystore.file=sts.]ks

sts. keyst ore. password=l 5] +/ 7FS8t i JUpU486Cf xQ==
sts. keystore. al i as=i am st s-onprem se

sts. key. password=l 5] +/ 7FS8t i JUpU486Cf xQ==
sts.syncope. url =${iamurl}/sts

syncope. url =${i am url }/ syncope/ r est
syncope. user - nanme=adm n

syncope. passwor d=S3hngC5Q7 Sl Gwmr f q190EA==

# SCIM Settings

security.oidc.client. keyUri=%{oidc.url}/]jwk/keys

security. oaut h2. resource. tokenl nfoUri=${oidc.url}/oauth2/introspect
# General Settings

| og. pat h=${ CATALI NA HOVE}/ | ogs

I am config.encrypt=true

| am addi ti onal TLDs=I an, de, conpany, cgn, docker - dev- 52

| AM/ tdp-client.json:

"post | ogout redirect _uris" : [ "http://docker-dev-52. cgn. conpany. de: 9999", "http://I|ocal host:9999", "http://127.0.0. 1:9999" ],

{
"grant _types" : [ "authorization code", "refresh_ token", "password" ],
"scope" : "openid refreshToken",
"client _secret" : "ef3+h0Ogm 1NSFf ZX24TFAz| hWwsv(C Jmhl 06] 05kt cho=",

"redirect _uris" : [ "http://docker-dev-52. cgn. conpany. de: 9999/ si gnl n",

"client_nanme" : "TDP Dat aPrep",
"client _id" : "64xlVPxvi KWs0Q"

"http://1ocal host: 9999/ si gnl n",

“http://127.0.0.1:9999/signln" ],



Dat aPrep / application. properti es:

#

# —_——————_——_———— e e s s =, s s s s s s . . . . ... .., ., ., ., .., ., ...,
# Copyright (C 2006-2016 Talend Inc. - ww.tal end. com

#

# This source code is avail abl e under agreenent avail abl e at

# https://github. com Tal end/ dat a- prep/ bl ob/ mast er/ LI CENSE

#

# You shoul d have received a copy of the agreenent

# along with this program if not, wite to Talend SA

# 9 rue Pages 92150 Suresnes, France

#

# - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
#

#

# Security settings (using TAC):

#

# warning: the ending '/' is nmandatory:

tac.url =http://docker-dev-52. cgn. conpany. de: 8080/ org. tal end. adm ni strator-6.4. 1/
#

# Public IP;

# This is the public ip (or hostnane) of the server hosting Data Prep server

#

publ i c.i p=docker-dev-52. cgn. conpany. de
server. port =9999
| am | p=docker -dev-52. cgn. conpany. de

# Async execution (leaves high value for |arge dataset support).
spring. mvc. async. request -t i meout =300000

#

# Live datasets

#

# Data Prep wll only list tasks with this prefix:
tac. task-prefi x=dat aprep_

# TAC user:

# It nmust have "Qperation Manager" or "Designer" role, and have authorization on required projects to list tasks in "Talend job" datasets.
# 1t nmust have "Admnistrator” role in TAC, in order to |list users and groups for sharing.

t ac. user - nane=dpadm n@onpany. de

t ac. passwor d=XvHOgl y6990XI 3t 4ANVPN+g==

#

# Mongodb settings

#
nmongodb. host =l ocal host



nongodb. port =27017

nongodb. dat abase=dat apr ep

nongodb. user =dat apr ep- user

nmongodb. passwor d=V4+wDT] OWIWb Qgr 214HCXQ==

mul ti-tenancy. nongodb. acti ve=true

# For nore conpl ex use cases, nongo.* configurations can be overridden by specifying URI directly:
nongodb. uri =nongodb: //t al end641- dev- nongodb: 27017/ dat apr ep

Mongodb TLS settings

nmongodb. ssl =t rue
nmongodb. ssl . trust-store=/path/to/trust-store.jKks
nongodb. ssl . trust-store-password=trust-store-password

HTTP TLS settings

tls. key-store=/path/to/ key-store.jks

tls. key-store-password=key-store_ password
tls.trust-store=/path/to/trust-store.jKks
tls.trust-store-password=trust-store_password
fal se to disable hostnane verification
tls.verify-host nane=fal se

HTHEHFHHFHFHFHRHFHTHEHFH

security. provi der=o0aut h2
security.token. secret=yZzH E4PyAat bSY1l/ z] 1vQ==
security.token. renew after=30
security.token.invalid-after=3600

spring.profiles.active=server-standal one
spring. mvc. favi con. enabl ed=f al se

# Servi ce docunentation

servi ce. docunent ati on=f al se

servi ce. docunent ati on. nane=Tal end Data Preparati on - API

servi ce. docunent ati on. description=This service exposes high |l evel services that nmay involve services orchestration.
servi ce. pat hs=api

# size limt for dataset in lines (if dataset.lines > limt, dataset is truncated)

dat aset.records.|imt=10000

dataset.local .file.size.limt=2000000000

dat aset . i nports=l ocal ,j ob, t conp- JDBCDat ast or e, t conp- Si npl eFi | el oDat ast or e, t conp- Sal esf or ceDat ast or e, t conp- S3Dat ast or e
dataset.list.limt=10

# Address of the data set service (set at runtinme by unit tests dependi ng on random port)
dat aset.service.url=http://${public.ip}: ${server.port}

transformation. service.url=http://${public.ip}:${server.port}
preparation.service.url=http://${public.ip}:${server.port}
fullrun.service.url=http://${public.ip}:${server.port}

# Configure all services for file storage
dat aset . net adat a. st or e=nobngodb

# file or s3

pr epar ation. st or e=nongodb

user . dat a. st or e=nongodb

f ol der. st ore=nongodb

upgr ade. st or e=nongodb



# Cache managenent (|l ocation for cache and content storage)
content - servi ce. st ore=l ocal
content -servi ce. store. | ocal . pat h=dat a/

# Preparation service configuration (see preparation service)
preparation. store. renove. hour s=24

# Lock on preparation (nongodb or none) delay in seconds
| ock. preparation. st ore=nongodb
| ock. preparation. del ay=600

# Enabl e Hazel cast (true = enabl ed, fal se = di sabl ed)
hazel cast. enabl ed=t rue

# Lucene index configuration
| ucenel ndexSt r at egy=si ngl et on

#

# Asynchronous (full run / sanpling) operations
#

# storage

execut i on. st or e=nongodb

# al |l owed concurrent runs

async. operation. concurrent. run=5

# TCOW Server: deactivated if property is not present.
#t conp. server. url =http://<place_tconp_i p_here>:8989/tconp

# hide sone tconp properties
# tconp- JDBCDat aset . sourceType. hi de=true
# t conp- JDBCDat ast or e. passwor d. hi de=tr ue

t conp- Si npl eFi | el oDat ast or e. ker berosPri nci pal . def aul t =${ streans. ker ber os. pri nci pal }
t conp- Si npl eFi | el oDat ast or e. ker ber osKeyt ab. def aul t =${ st r eans. ker ber os. keyt ab_pat h}

t conp- Si npl eFi | el oDat aset . pat h. def aul t =${streans. hdf s. server. url}

# renove test connection step fromtal end conponent form
t conp- Si npl eFi | el oDat astore. test _connecti on. vi si bl e=fal se

async. operati on.wat cher.ttl =3600000

Max wait tinme when data prep waits for |live data set input
recei vers. ti meout =3600000

Data Quality

HTHEHIFHH H* H

where i ndexes are extracted:

Full run task max execution tinme (max execution tinme for a full

run in mlliseconds)

dataqual ity.indexes.file.location=datal/data-quality/org.tal end.dataquality.semantic

# display semantic types wthin dataprep Ul
dataqual ity. semantic.|i st. enabl e=fal se
dataqual ity. server. url =<pl ace _data-quality server _url here>

# to receive data quality updates
dat aqual ity. semanti c. updat e. enabl e=f al se



dataqual i ty. event. st or e=nongodb

spring. cl oud. stream kaf ka. bi nder . br oker s=<pl ace_kaf ka_i p_here>

spri ng. cl oud. st ream kaf ka. bi nder. zkNodes=<pl ace_zookeeper i p_here>

spring. cl oud. stream kaf ka. bi nder . def aul t Br oker Port =9092

spring. cl oud. stream kaf ka. bi nder . def aul t ZkPort =2181

spring. cl oud. st ream bi ndi ngs. i nput . desti nati on=${ MESSAA NG_DOCUMENT _QUEUE: di cti onary}

spring. cl oud. stream bi ndi ngs. i nput. content-type=application/x-java-object;type=org.tal end. dataquality.semantic. nodel . DQDocunent Acti on
spring. cl oud. st ream bi ndi ngs. i nput . gr oup=%${ MESSAG NG_CATEGORY_GROUP: di ct i onar yG oup}

spring. cl oud. stream bi ndi ngs. cat egory. desti nati on=${ MESSAG NG_CATEGORY_QUEUE: cat egor y}

spri ng. cl oud. stream bi ndi ngs. cat egory. content -type=application/ x-java-object;type=org.tal end. dataquality. semantic. nodel . DQCat egor yActi on
spring. cl oud. stream bi ndi ngs. cat egory. gr oup=$%{ MESSAG NG _REGEX GROUP: di cti onar yG oup}

spring. cl oud. st ream bi ndi ngs. r egEx. desti nati on=${ MESSAG NG_REGEX_ QUEUE: r egex}

spring. cl oud. stream bi ndi ngs. regEx. content -t ype=appl i cati on/ x-j ava- obj ect; type=org. tal end. dataqual ity. semanti c. nodel . DQCat egor yActi on
spring. cl oud. stream bi ndi ngs. r egEx. gr oup=${ MESSAG NG_REGEX_ GROUP: di cti onar yG oup}

dat a. managenent . | ucene. docunent s. f ol der=${dat aqual ity.i ndexes.file.location}/index/dictionary

dat a. managenent . | ucene. categori es. f ol der=${dataqual ity.indexes.file.location}/category

dat a. managenent . recei vi ng. f ol der =${dat aqual i ty. i ndexes.fil e.l ocation}/index/received/

dat a. managenent . r egex. f ol der =${dat aqual ity. i ndexes.fil e.l ocation}/regex

# Streans configuration

streans. enabl e=f al se

streanms.flow runner.url=http://<local machine ip>.<Big data preparation port>/vl
streans. ker beros. pri nci pal =<pri nci pal >

streans. ker beros. keyt ab_pat h=<keyt ab pat h>

streans. hdfs. server. url =hdf s: // <host >: <port >/ <fil epat h>

HUBHHHHBHH BB H SRR AR SSO #H##HHRHHHHBHHH

security. basic. enabl ed=f al se

security.oidc.client.expectedl ssuer=accounts.tal end. com
iamlicense.url=http://${iamip}:9080/ oi dc/ servi ces
security.oidc.client.keyUri=http://${iamip}:9080/oi dc/jwk/ keys
security.oauth2.client.clientld=64xlVPxvi K\NG0g
security.oauth2.client.clientSecret=1234567890qgwert z
security.oidc.client.clainmssueAt Tol erance=120

# security.oaut h2. resource. servi cel d=${ PREFI X: } resour ce
security.oauth2.resource.tokenlnfoUi=http://${iamip}:9080/oi dc/ oaut h2/i ntrospect
security.oauth2.resource.uri=/api/**,/folders/**, /datasets/**,/preparations/**,/transform **, /version/**, [acl/**, [apply/**,/export,/export/**, [agc(
security.oauth2.resource.filter-order=3

security. oaut h2. resource. t okenl nfolri Cache. enabl ed=t rue
security.scimcache. enabl ed=true

security.sci menabl ed=true

security.oauth2.client.access-token-uri=http://${iamip}: 9080/ oi dc/ oaut h2/t oken
security.oauth2.client.scope=openid refreshToken
security.oauth2.client.user-authorization-uri=http://${iamip}:9080/ oi dc/i dp/aut hori ze?pr onpt =none
security. oaut h2. sso. | ogi n-use-forward=fal se

server. sessi on. cooki e. nanme=TDPSESSI ON

security. sessions=st atel ess

security. user. password=none

# SSO | ogout properties for dataprep APl & Gat eway
security.oidc.client.endSessi onEndpoi nt=http://${iami p}: 9080/ oi dc/idp/ | ogout
security.oidc.client.|ogoutSuccessUl=http://${public.ip}:${server.port}
security. oaut h2.1ogout. uri =/si gnQut

security. oaut h2. sso. | ogi n- pat h=/si gnln



lamscimurl=http://${iamip}: 7777/ scinml
HHHBHHH I H BB R R R RHHH S SSO #HHHHHH BB HAH

gat eway- api . service. url =http://${public.ip}:${server.port}
gat eway- api . servi ce. pat h=/ gat eway

zuul . servl et Pat h=/ gat eway/ upl oad

zuul . rout es. dg. pat h=/ gat eway/ dq/ semanti cservi ce/ **

zuul . rout es. dqg. sensi ti veHeader s=${ zuul . sensi ti veHeader s}
zuul . routes. dq. url =${dataqual ity. server.url }/

proxy. aut h. r out es. dg=oaut h2

zuul . rout es. api . pat h=/ gat eway/ api / **

zuul . rout es. api . sensiti veHeader s=${zuul . sensi ti veHeader s}
zuul .routes. api.url=http://${public.ip}:${server.port}/api
proxy. aut h. rout es. api =oaut h2

zuul . sensi ti veHeader s=Cooki e, Set - Cooki e, Expi res, X- Cont ent - Type- Qpt i ons, X- Xss- Pr ot ecti on, Cooki e, X- Frane- Opti ons, Cache-control , Pragna

zuul . host . socket-tineout-ml1lis=300000
zuul . host . connect-tinmeout-m|llis=5000

#Hu#H##H#HH RS LOCA NG #####H#HHHH#H

## Path of the log file

| oggi ng.fil e=data/l ogs/app. | og

## Level output pattern, uncomment to add the MDC user after |evel

| oggi ng. pattern. | evel =%p [user %X{user}]

## Pattern used for file |logging, unconment to override Spring default
#1 oggi ng. pattern.fil e=%{yyyy-Mtdd HH nm ss. SSS} %p --- [%] % 40. 40l ogger {39} : %YPm%\EX
## Data-Prep | oggers

| oggi ng. | evel . =\WARN

| oggi ng. | evel . org. tal end. dat apr ep=I NFO

| oggi ng. | evel . org. tal end. dat apr ep. api =I NFO

| oggi ng. | evel . org. tal end. dat apr ep. dat aset =1 NFO

| oggi ng. | evel . org. tal end. dat apr ep. prepar ati on=I NFO

| oggi ng. | evel . org. tal end. dat aprep. transfornmati on=l NFO

| oggi ng. | evel . org. tal end. dat aprep. ful |l run=l NFO

| oggi ng. | evel . org. tal end. dat aprep. api . dat aqual i t y=I NFO

| oggi ng. | evel . org. tal end. dat aprep. confi gurati on=lI NFO

To recap:

| ssue 1. Redirect to | ocal host instead of docker-dev-52. cgn. conpany. de

| ssue 2: Login fails due to error (nessage) in | AM

Thanks for the help so far!

@asharma, @fhuaulme, @sm, can you help on that one?



BTW, @Donn: thank you for pointing out the gap in the product documentation regarding the IAM <=> TAC configuration. I've brought it up to our documentation team and it will get fixed soon
enough.

Regards,

Gwendal



