Hi Colm,

Pasting the tesb.log.

2013-08-08 09:17:37,520 | INFO | qtp27705876-56 | STS | eptor.AbstractLogginginterceptor 234 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Inbound Message
ID: 96

Address: http://10.87.252.72:8040/services/SecurityTokenService/UT

Encoding: UTF-8

Http-Method: POST

Content-Type: text/xml;charset=UTF-8

Headers: {accept-encoding=, connection=, Content-Length=, content-type=, Host=, SOAPAction=, User-Agent=}

Payload: <soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Header>

<wsse “ecurity soap:mustUnderstand="1" xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:UsernameToken wsu:ld="UsernameToken-2" xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
<wsse:Username>tadmin</wsse:Username>

<wsse =assword Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">tadmin</wsse =assword>
</wsse:UsernameToken>

</wsse =ecurity>

</soap:Header>

<soap:Body>

<wst:RequestSecurityToken xmins:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<wst “’econdaryParameters>

<t:TokenType xmins:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1. 1#SAMLV2.0</t: TokenType>
<t:KeyType xmins:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">http://docs.oasis-open.org/ws-sx/ws-trust/200512/PublicKey</t:KeyType>

</wst =econdaryParameters>

<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</wst:RequestType>

<wsp:AppliesTo xmIns:wsp="http://www.w3.org/ns/ws-policy">

<wsa:EndpointReference xmlns:wsa="http://www.w3.0rg/2005/08/addressing">

<wsa:Address>http://10.87.252.72:8040/services/ CRMServiceProvider</wsa:Address>

</wsa:EndpointReference>

</wsp:AppliesTo>

<wst:UseKey>

<ds:KeylInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>MIIEFJCCA3+gAwWIBAgIJAJORWX2Xsa8DMAOGCSqGSIbh3DQEBBQUAMIG5MQswCQYDVQQGEwWJVUzZERMASGALUECBMITmV3IFlvemsxFJAUBgNVBACTDUSpYWdhcmEc

</ds:X509Data>
</ds:Keylnfo>

</wst:UseKey>
<wst:Renewing/>
</wst:RequestSecurityToken>
</soap:Body>
</soap:Envelope>

ID: 96

Encoding: UTF-8

Content-Type: text/xml

Headers: {}

Payload: <soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap:Body><ns2:RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200802" xmlns:ns2="http://docs.oasis-open.org/ws-sx/ws-trust/200512"
xmlns:ns3="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"


http://10.87.252.72:8040/services/SecurityTokenService/UT

xmlns:ns4="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlins:ns5="http://www.w3.0rg/2005/08/addressing"><ns2:RequestSecurityTokenResponse><ns2:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV?2.0</ns2: Toke
xmlns:saml2="urn ‘=asis:names:tc “AML:2.0:assertion" xmIns:xs="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
ID="_D5AB1E25C860A4654D137594625755024" Issuelnstant="2013-08-08T07:17:37.550Z" Version="2.0"
xsi:type="saml2:AssertionType"><saml2:Issuer>TalendESB_STSIssuer</saml2:Issuer><ds “ignature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds &
ignedinfo><ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/><ds =ignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/><ds:Reference URI="# D5AB1E25C860A4654D137594625755024"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/><ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces
xmlins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="xs"/></ds:Transform></ds:Transforms><ds =igestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/><ds =
igestValue>SVBaPR8LmMtj2jg2BmOG4AJZs85A=</ds =igestValue></ds:Reference></ds =ignedinfo><ds =
ignatureValue>PLO+CU4vflJfPBJbfudjar4ddj2AiyOHE4AWTFXhZ+C3BQpK/yu/NMPgApJtGE9QPcSUrCSI3Z3XN+yyEvVZAIKbWTThOy5xjd97DmZ7Wrt7BvO+E6h2CzsRrcRgact8kvppLsYmQahuH9QIE
“ignatureValue><ds:Keylnfo><ds:X509Data><ds: X509Certificate>MIID5jCCAO0+gAwIBAgIJAPahVdM2UPIbMAOGCSqGSIb3DQEBBQUAMIGpMQswCQYDVQQGEwWJVUZER
MABGAL1UECBMITWFyeWxhbmQxEJAQBgNVBACTCUJhbHRpbW9yZTEpMCcGA1UEChMgU2FtcGxIIFNU
UyAtLSBOT1QgRKkISIFBSTORVQ1RJT04xFJAUBgNVBASTDUIUIERIcGFydG1lbnQxFDASBgNVBAMT

C3d3dy5zdHMuY29tMRowGAY JKoZlhveNAQkBFgtzdHNAC3RzLMNvbTAeFWOXMTAYyMDkxODM4MTNa
FWOyMTAYyMDYxODM4MTNaMIGpMQswCQYDVQQGEwWIVUzZERMASGALUECBMITWFyeWxhbmQxEJAQBgNV
BAcTCUJhbHRpbW9YyZTEpMCcGALUEChMgU2FtcGxIIFNUUYALLSBOT1QgRKISIFBSTORVQ1RJT04x
FJAUBgNVBASTDUIUIERIcGFydG1lbnQxFDASBgNVBAMTC3d3dy5zdHMuY 29t MRowGAY JKoZlhvcN
AQkBFgtzdHNAcC3RzLMNvbTCBnzANBgkghkiGOWOBAQEFAAOB|QAwWgYKCgYEAo0+f8gs4WcteLdSPW
Pm8+ciyEz7zZVmAT7kcCGFQQVIO0smxRVIWJI1x+yniT5Uu86UrAQjxRIyANBomQrirfE7KPrnCm6iVv
OsGDENtulZAf7DFPnNrv5p++AZQUR3vm4ZHXFOFTXmI+/FD5AQLINi17xiTxZCDYyDdD39CNFTrB
2PKCAWEAAaOCARIwggEOMBOGA1UdDgQWBBRa0A38holQIbJMFW7m5ZSw+iVDHDCB3gYDVRO|BIHW

MIHTgBRa0A38holQIbJMFW7m5ZSw+iVDHKGBr6 SBrDCBQTELMAKGALUEBhMCVVMXETAPBgNVBAQT
CE1hcnlsYWS5KMRIWEAYDVQQHEWICYWx0aW1vemUxXKTANBgNVBAOTIFNhbXBsZSBTVFMgLS0gTkOU
IEZPUIBQUKOEVUNUSU9OMRYWFAYDVQQLEwW1JVCBEZXBhcnRtZWS50MRQWEQYDVQQDEwWt3d3cuc3Rz
LmMNvbTEaMBgGCSqGSIb3DQEJARYLc3RzQHNOCY5jb22CCQD20VXTNIDAmzAMBgNVHRMEBTADAQH/
MAOGCSqGSIb3DQEBBQUAA4GBACP9yK1I9r++pyFTOyrcaV1m1Sub6urJH+GxQLBaTnTsaPLuzg2g
IsJHpwk5XggB+1De69iKKeb74Vt8aOe5usIWVASQi9ckqCwdfTqYu6KG9BlezqgHZdEXnIG2v/cD/

3NkKr70/a7DjIbE6FZ4G1nrOfVJIkjmeAabixtY m1Dm/f</ds:X509Certificate></ds: X509Data></ds:Keylnfo></ds “ignature><saml2 “ubject><saml2:NamelD Format="urn ‘<asis:names:tc =
AML:1.1:nameid-format:unspecified” NameQualifier="http://cxf.apache.org/sts">tadmin</saml2:NamelD><saml2 = ubjectConfirmation Method="urn ‘<asis:names:tc =
AML.:2.0:cm:holder-of-key"><saml|2 = ubjectConfirmationData xsi:type="saml2:KeylnfoConfirmationDataType"><ds:KeyInfo
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:X509Data><ds: X509Certificate>MIIEFJCCA3+gAwWIBAgIJAJORWX2Xsa8DMAOGCSqGSIh3DQEBBQUAMIG5MQswCQYDVQQGEWIVUZER

MABGALUECBMITmV3IFlvemsxFJAUBgNVBAcCTDUSpYWdhcmEgRmFsbHMXLDAQBgNVBAOTI1INhbXBs
ZSBDbGIIbnQgLS0gTkOUIEZPUIBQUKOEVUNUSU9OMRYWFAYDVQQLEwW1JVCBEZXBhcnRtZW50MRcw
FQYDVQQDEW53d3cuY2xpZW50LmNVvbTEgMB4GCSqGSIb3DQEJARYRY 2xpZW50QGNsaWVudC5jb20w
HhcNMTEwWMJASMTgzMDI3WhcNMJEwWMjA2ZMTgzMDI3W]CBUTELMAKGALUEBhMCVVMXETAPBgNVBAgQT

CE5IdyBZb3JrMRYWFAYDVQQHEwW10aWFnY XJhIEZhbGxzMSwwKgYDVQQKEYNTYW1wbGUgQ2xpZW50
ICOtIESPVCBGT1IgUFJPRFVDVEIPTIEWMBQGALUECXMNSVQgRGVWYXJObWVUdDEXMBUGALUEAXMO
d3d3LmNsaWVudC5jb20xIDAeBgkghkiGOWOBCQEWEWNsaWVUudEBjbGlIbnQuY29tMIGIMAOGCSqG
SIh3DQEBAQUAA4GNADCBIQKBgQDauFNVqi4B2+u/PC9ktDkn82bglEQYcL405JRUNQVENhTK2iElo
z1Rvo/qyfDhBPc1llzlUn4ams+DKBSSjZMCgop3XbeCXzIVP784ruC8HF5QrYsXUQfTc7lzgafXZX
H8Bk89gSScA1fFme6TpvYzMOzBETSXADtIKOs90KB2VOIwWIDAQAB04IBIjJCCAR4WHQYDVROOBBYE
FFIz+0BSZILtXkA/udRjRgphtREUMIHUBgNVHSMEgeYwgeOAFFIz+0BSZILtXkA/udRjRgphtREU
oYG/plGBMIG5MQswCQYDVQQGEwWJVUzZERMABSGALUECBMITmMV3IFIvemsxFJAUBgNVBACTDUSpYWdh
cmEgRMFsbHMXLDAQBgNVBAOTILINhbXBsZSBDbGIIbnQgLS0gTkOUIEZPUIBQUKOEVUNUSU9OMRYw
FAYDVQQLEwW1JVCBEZXBhcnRtZW50MRcwFQYDVQQDEWS53d3cuY2xpZW50LmNvbTEgMB4GCSqGSIb3
DQEJARYRY2xpZW50QGNsaWVudC5jb22CCQCTkVI9I7TGvAzZAMBgNVHRMEBTADAQH/MAOGCSqGSIb3
DQEBBQUAAAGBAE|EroQfaYszZf7ELngB++OkWcKxpMt1Yj/VOyL99AekkVTM+rRHCU9BuU+tncMNsf
y8mIXUC1JgKQ+Cq5RIaDh/ujzt6il7G7uSGd6U1U/DPZBgTm3Dxwl1cMAGU/CoAKTWE+0+fS4Q2x
Hv7L1KiXQQC9EWJI4C341k45fB6g3DiT|</ds:X509Certificate></ds:X509Data></ds:Keylnfo></saml|2 = ubjectConfirmationData></saml|2 “ubjectConfirmation></saml2 =
ubject><saml2:Conditions NotBefore="2013-08-08T07:17:37.551Z"
NotOnOrAfter="2013-08-08T07:47:37.551Z7"><saml2:AudienceRestriction><saml|2:Audience>http://10.87.252.72:8040/services/ CRMServiceProvider</saml2:Audience></saml|2:AudienceRestriction:



Name="token-requestor' NameFormat="http://cxf.apache.org/sts"><saml2:AttributeValue
xsi:type="xs:string">authenticated</saml2:AttributeValue></saml|2:Attribute></saml2: Attribute Statement></saml2:Assertion></ns2:RequestedSecurity Token><ns2:RequestedAttachedReference><n:
=ecurityTokenReference xmins:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"><ns4:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID"> D5AB1E25C860A4654D137594625755024</ns4:Keyldentifier></ns4 =
ecurityTokenReference></ns2:RequestedAttachedReference><ns2:RequestedUnattachedReference><ns4 =ecurityTokenReference
xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"

wssell: TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"><ns4:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID"> D5AB1E25C860A4654D137594625755024</ns4.Keyldentifier></ns4 =
ecurityTokenReference></ns2:RequestedUnattachedReference><wsp:AppliesTo xmins:wsp="http://www.w3.org/ns/ws-policy"
xmins:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512"><wsa:EndpointReference

xmins:wsa="http://www.w3.0rg/2005/08/addressing"><wsa:Address>http://10.87.252.72:8040/services/ CRMServiceProvider</wsa:Address>

</wsa:EndpointReference>
</wsp:AppliesTo><ns2:Lifetime><ns3:Created>2013-08-08T07:17:37.558Z</ns3:Created><ns3:Expires>2013-08-08T07:47:37.558Z</ns3:Expires></ns2:Lifetime></ns2:RequestSecurityTokenResf

ID: 97

Address: http://10.87.252.72:8040/services/ CRMServiceProvider

Encoding: UTF-8

Http-Method: POST

Content-Type: text/xml;charset=UTF-8

Headers: {accept-encoding=, connection=, Content-Length=, content-type=, Host=, SOAPAction=, User-Agent=}

Payload: <soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:typ="http://services.talend.org/crm/types" xmins:soap="soap">
<soapenv:Header>

<wsse “ecurity soap:mustUnderstand="1" xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

<wsu:Timestamp wsu:ld="TS-3">

<wsu:Created>2013-08-08T07:17:37.558Z</wsu:Created>

<wsu:Expires>2013-08-08T07:47:37.558Z</wsu:Expires>

</wsu:Timestamp>

<saml2:Assertion ID="_D5AB1E25C860A4654D137594625755024" Issuelnstant="2013-08-08T07:17:37.550Z" Version="2.0" xsi:type="saml2:AssertionType" xmins:saml2="urn ‘=
asis:names:tc @AML:2.0:assertion" xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<saml2:lssuer>TalendESB_STSlIssuer</saml2:Issuer>

<ds =ignature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds =ignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>

<ds @ignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>

<ds:Reference URI="#_D5AB1E25C860A4654D137594625755024">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<ec:InclusiveNamespaces PrefixList="xs" xmIns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>

</ds:Transform>

</ds:Transforms>

<ds =igestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

<ds =igestValue>SVBaPR8LmMtj2jq2BmOG4AJZs85A=</ds =igestValue>

</ds:Reference>

</ds =ignedinfo>

<ds =
ignatureValue>PLO+CUA4vflJfPBJbfudjar4dj2Aiy9HE4AWTFXhZ+C3BQpK/yu/NMPgApJIGE9QPcSUrCSI3Z3XN+yyEvZAIKbWTThOy5xjd97DmZ7Wrt7BvO+E6h2CzsRrcRgact8kvppLsYmQahuH9QIE
=~ignatureValue>



http://10.87.252.72:8040/services/CRMServiceProvider

<ds:Keylnfo>

<ds:X509Data>
<ds:X509Certificate>MIID5]CCAO0+gAwIBAgIJAPahVdM2UPiIbMAOGCSqGSIb3DQEBBQUAMIGpMQswCQYDVQQGEwWJIVUZER
MABGALIUECBMITWFyeWxhbmQxEJAQBgNVBACTCUJhbHRpbW9yZTEpMCcGA1UEChMgU2FtcGxIIFNU
UyAtLSBOT1QgRKISIFBSTORVQ1RJTO04xFJAUBgNVBASTDUIUIERIcGFydG1lbnQxFDASBgNVBAMT
C3d3dy5zdHMuY29tMRowGAY JKoZlhveNAQkBFgtzdHNAC3RzLMNvbTAeFWOXMTAYMDkxODM4MTNa
FWOyMTAYMDYxODM4AMTNaMIGpMQswCQYDVQQGEwWIVUzZERMABGALUECBMITWFyeWxhbmQxEjJAQBgNV
BAcTCUJhbHRpbW9yZTEpMCcGALUEChMgU2FtcGxIIFNUUYAtLSBOT1QgRKISIFBSTORVQ1RJTO04x
FJAUBgNVBASTDUIUIERIcGFydG1lbnQxFDASBgNVBAMTC3d3dy5zdHMuY29tMRowGAY JKoZlhveN
AQkBFgtzdHNAC3RzLMNvbTCBnzANBgkghkiGOWOBAQEFAAOB|QAwWgYkCgYEAo0+f8gs4WcteLdSPW
Pm8+ciyEz7zZVmAT7kcCGFQQVIO0smxRVIWJI1x+yniT5Uu86UrAQjxRIYANBomQrirfE7KPrnCm6iVv
OsGDENtulZAf7DFPnrv5p++AZQUR3vm4ZHXFOFTXmI+/FD5AQLINi17xiTxZCDYyDdD39CNFTrB
2PKkCAWEAAaOCARIwggEOMBOGA1UdDgQWBBRa0A38holQIbJMFW7m5ZSw+iVDHDCB3gYDVRO|BIHW
MIHTgBRa0A38holQIbJMFW7m5ZSw+iVDHKGBr6é SBrDCBqTELMAKGALUEBhMCVVMXETAPBgNVBAQT
CE1hcnlsYW5KMRIWEAYDVQQHEWICYWx0aW1vemUxKTANBgNVBAOTIFNhbXBsZSBTVFMgLSO0gTkOU
IEZPUIBQUKOEVUNUSU9OMRYWFAYDVQQLEwW1JVCBEZXBhcnRtZW50MRQWEQYDVQQDEWt3d3cuc3Rz
LmMNvbTEaMBgGCSqGSIb3DQEJARYLc3RzQHNOCY5jb22CCQD20VXTNID4AmzAMBgNVHRMEBTADAQH/
MAOGCSqGSIb3DQEBBQUAA4GBACP9yK1I9r++pyFTOyrcaVim1Sub6urJH+GxQLBaTnTsaPLuzqg2g
IsIJHpwk5XggB+IDe69iKKeb74Vi8aOe5usIWVASQi9ckqCwdfTqgYu6KG9BlezgHZAEXnIG2v/cD/
3NkKr70/a7DjlbE6FZ4G1nrOfVIkjmeAabixtYm1Dm/f</ds:X509Certificate>

</ds:X509Data>

</ds:Keylnfo>

</ds =ignature>

<saml2 =ubject>

<saml2:NamelD Format="urn ‘wasis:names:tc =“AML:1.1.nameid-format:unspecified" NameQualifier="http://cxf.apache.org/sts">tadmin</saml2:NamelD>
<saml2 = ubjectConfirmation Method="urn «=asis:names:tc =*AML:2.0:cm:holder-of-key">

<saml2 =ubjectConfirmationData xsi:type="saml2:KeyInfoConfirmationDataType">

<ds:KeylInfo xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>MIIEFJCCA3+gAwIBAgIJAJORWX2Xsa8DMAOGCSqGSIb3DQEBBQUAMIG5MQswCQYDVQQGEwWIVUzZER
MABGALIUECBMITmV3IFlvemsxFJAUBgNVBAcCTDUSpYWdhcmEgRmFsbHMxLDAGBgNVBAOTI1INhbXBs
ZSBDbGIlIbnQgLS0gTKkOUIEZPUIBQUKOEVUNUSU9OMRYWFAYDVQQLEwW1JVCBEZXBhcnRtZW50MRcw
FQYDVQQDEwW53d3cuY2xpZW50LmNVvbTEgMB4GCSqGSIb3DQEJARYRY 2xpZW50QGNsaWVudC5jb20w
HhcNMTEWM]ASMTgzMDI3WhcNMJEWMjA2MTgzMDI3WjCBUTELMAKGALUEBhMCVVMXETAPBgNVBAQT
CE5IdyBZb3JrMRYWFAYDVQQHEwW10aWFnY XJhIEZhbGxzMSwwKgYDVQQKEYNTYW1wbGUgQ2xpZW50
ICOtIESPVCBGT1IgUFJPRFVDVEIPTIEWMBQGALIUECXMNSVQgRGVWYXJObWVUdDEXMBUGALUEAXMO
d3d3LmNsaWVudC5jb20xIDAeBgkghkiGOWOBCQEWEWNsaWVUudEBjbGllIbnQuY29tMIGIMAOGCSqG
SIb3ADQEBAQUAA4AGNADCBIQKBgQDauFNVQqi4B2+u/PC9ktDkn82bglEQYcL405JRUNQVENTK2IElo
z1Rvo/qyfDhBPcllzlUn4ams+DKBSSjZMCgop3XbeCXzIVP784ruC8HF5QrYsXUQfTc7lzgafXZX
H8Bk89gSScA1fFmMe6TpvYzMOzBETSXADtIKOs90KB2VOIwWIDAQAB04IBIJCCAR4WHQYDVROOBBYE
FFIz+0BSZILtXkA/udRjRgphtREUMIHUBgGNVHSMEgeYwgeOAFFIz+0BSZILtXkA/udRjRgphtREU

oY G/pIGB8MIG5MQswCQYDVQQGEwWJVUzZERMASGALUECBMITmMV3IFIvemsxFJAUBgNVBACTDUSpYWdh
cmEgRmMFsbHMXLDAgBgNVBAOTILINhbXBsZSBDbGIIbnQgLS0gTkOUIEZPUIBQUKOEVUNUSU9OMRYw
FAYDVQQLEwW1JVCBEZXBhcnRtZW50MRcwFQYDVQQDEWS53d3cuY2xpZW50LmNvbTEgMB4GCSqGSIb3
DQEJARYRY2xpZW50QGNsaWVudC5jb22CCQCTkVI9I7TGvAzAMBgNVHRMEBTADAQH/MAOGCSqGSIb3
DQEBBQUAA4GBAEJEr9QfaYszZf7ELngB++OkWcKxpMt1Yj/VOyL99AekkVTM+rRHCU9BuU+tncMNsf
y8mIXUC1JgKQ+Cqg5RIaDh/ujzt6i17G7uSGd6U1U/DPZBgTm3Dxwl1cMAGU/CoAKTWE+0+fS4Q2x
Hv7L1KIXQQCO9EWJI4C341k45fB6g3DiTj</ds:X509Certificate>

</ds:X509Data>

</ds:Keylnfo>

</saml2 =ubjectConfirmationData>

</saml2 =ubjectConfirmation>

</saml2 =ubject>



<saml2:Conditions NotBefore="2013-08-08T07:17:37.551Z" NotOnOrAfter="2013-08-08T07:47:37.551Z2">
<saml2:AudienceRestriction>

<saml2:Audience>http://10.87.252.72:8040/services/ CRMServiceProvider</saml2:Audience>

</saml2:AudienceRestriction>

</saml|2:Conditions>

<saml2:AttributeStatement>

<saml2:Attribute Name="token-requestor" NameFormat="http://cxf.apache.org/sts">

<saml2:AttributeValue xsi:type="xs:string">authenticated</saml|2:AttributeValue>

</saml2:Attribute>

</saml2:AttributeStatement>

</saml2:Assertion>

<ds @ignature 1d="SIG-4" xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds “ignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<ec:InclusiveNamespaces PrefixList="soap" xmlIns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:CanonicalizationMethod>

<ds =ignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>

<ds:Reference URI="#TS-3">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<ec:InclusiveNamespaces PrefixList="wsse soap" xmins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>

</ds:Transform>

</ds:Transforms>

<ds =igestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

<ds =igestValue>SVBaPR8Lmtj2jq2BmOG4AJZs85A=</ds =igestValue>

</ds:Reference>

</ds =ignedinfo>

<ds =
ignatureValue>PLO+CU4vflJfPBJbfudjar4ddj2AiyOHE4AWTFXhZ+C3BQpK/yu/NMPgApJtGE9QPcSUrCSI3Z3XN+yyEVZAIKbWTThOy5xjd97DmZ7Wrt7BvO+E6h2CzsRrcRgact8kvppLsYmQahuH9QIE
ZignatureValue>

<ds:KeylInfo Id="KI-DSAB1E25C860A4654D13758577707829">

<ns4 =ecurityTokenReference wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"
xmlins:ns4="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmins:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd">
<ns4:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID"> D5AB1E25C860A4654D137594625755024</ns4:Keyldentifier>
</ns4 =ecurityTokenReference>

</ds:KeylInfo>

</ds =ignature>

</wsse =ecurity>

</soapenv:Header>

<soapenv:Body>

<typ:LoginUser>

<!--Optional:-->

<name>?</name>

<!--Optional:-->

<username>?</username>

<!--Optional:-->

<email>?</email>

</typ:LoginUser>

</soapenv:Body>

</soapenv:Envelope>

2013-08-08 09:21:02,223 | WARN | gtp27705876-55 | XMLSignature | .security.signature.XMLSignature 724 | 159 - org.apache.santuario.xmlsec - 1.5.4 | Signature verification failed.
2013-08-08 09:21:02,224 | WARN | qtp27705876-55 | WSS4JInInterceptor | ecurity.wss4].WSS4JIninterceptor 333 | 163 - org.apache.cxf.cxf-rt-ws-security - 2.7.5 |



org.apache.ws.security. WSSecurityException: SAML signature validation failed

at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:575)

at org.apache.ws.security.processor.SAMLTokenProcessor.handleSAMLToken(SAMLTokenProcessor.java:179)
at org.apache.ws.security.processor.SAMLTokenProcessor.handleToken(SAMLTokenProcessor.java:78)

at org.apache.ws.security.WSSecurityEngine.processSecurityHeader(WSSecurityEngine.java:396)

at org.apache.cxf.ws.security.wss4j.WSS4JInInterceptor.handleMessage(WSS4JinInterceptor.java:277)

at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JIninterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:120)
at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JIninterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:105)
at org.apache.cxf.phase.PhaselnterceptorChain.dolntercept(PhaselnterceptorChain.java:271)

at org.apache.cxf.transport.ChainlnitiationObserver.onMessage(ChainlinitiationObserver.java:121)

at org.apache.cxf.transport.http.AbstractHTTPDestination.invoke(AbstractHTTPDestination.java:239)

at org.apache.cxf.transport.servlet.ServletController.invokeDestination(ServletController.java:223)

at org.apache.cxf.transport.servilet.ServletController.invoke(ServiletController.java:203)

at org.apache.cxf.transport.servlet.ServletController.invoke(ServletController.java: 137)

at org.apache.cxf.transport.servlet. CXFNonSpringServlet.invoke(CXFNonSpringServlet.java:158)

at org.apache.cxf.transport.servlet.AbstractHT TPServlet.handleRequest(AbstractHT TPServlet.java:243)

at org.apache.cxf.transport.serviet.AbstractHT TPServlet.doPost(AbstractHTTPServlet.java:163)

at javax.servlet.http.HttpServlet.service(HttpServlet.java: 713)

at org.apache.cxf.transport.servilet.AbstractHTTPServlet.service(AbstractHTTPServlet.java:219)

at sun.reflect. GeneratedMethodAccessor62.invoke(Unknown Source)

at sun.reflect.DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl.java:25)

at java.lang.reflect. Method.invoke(Method.java:597)

at org.ops4j.pax.web.service.internal.HttpServiceStarted$1.invoke(HttpServiceStarted.java: 183)

at org.ops4j.pax.web.service.internal.$Proxyl.service(Unknown Source)

at org.eclipse.jetty.servlet.ServletHolder.handle(ServletHolder.java:652)

at org.eclipse.jetty.servlet.ServletHandler.doHandle(ServletHandler.java:447)

at org.ops4j.pax.web.service.jetty.internal.HttpServiceServletHandler.doHandle(HttpServiceServlietHandler.java:70)
at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:137)

at org.eclipse.jetty.security.SecurityHandler.handle(SecurityHandler.java:556)

at org.eclipse.jetty.server.session.SessionHandler.doHandle(SessionHandler.java:227)

at org.eclipse.jetty.server.handler.ContextHandler.doHandle(ContextHandler.java:1038)

at org.ops4j.pax.web.service.jetty.internal.HttpServiceContext.doHandle(HttpServiceContext.java:117)

at org.eclipse.jetty.servlet.ServletHandler.doScope(ServletHandler.java:374)

at org.eclipse.jetty.server.session.SessionHandler.doScope(SessionHandler.java:189)

at org.eclipse.jetty.server.handler.ContextHandler.doScope(ContextHandler.java:972)

at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:135)

at org.ops4j.pax.web.service.jetty.internal.JettyServerHandlerCollection.handle(JettyServerHandlerCollection.java:81)
at org.eclipse.jetty.server.handler.HandlerWrapper.handle(HandlerWrapper.java:116)

at org.eclipse.jetty.server.Server.handle(Server.java:363)

at org.eclipse.jetty.server.AbstractHttpConnection.handleRequest(AbstractHttpConnection.java:483)

at org.eclipse.jetty.server.AbstractHttpConnection.content(AbstractHttpConnection.java:931)

at org.eclipse.jetty.server.AbstractHttpConnection$RequestHandler.content(AbstractHttpConnection.java:992)

at org.eclipse.jetty.http.HttpParser.parseNext(HttpParser.java:856)

at org.eclipse.jetty.http.HttpParser.parseAvailable(HttpParser.java:235)

at org.eclipse.jetty.server.AsyncHttpConnection.handle(AsyncHttpConnection.java:82)

at org.eclipse.jetty.io.nio.SelectChannelEndPoint.handle(SelectChannelEndPoint.java:628)

at org.eclipse.jetty.io.nio.SelectChannelEndPoint$1.run(SelectChannelEndPoint.java:52)

at org.eclipse.jetty.util.thread.QueuedThreadPool.runJob(QueuedThreadPool.java:608)

at org.eclipse.jetty.util.thread.QueuedThreadPool$3.run(QueuedThreadPool.java:543)

at java.lang.Thread.run(Thread.java:662)

Caused by: org.opensaml.xml.validation.ValidationException: Signature did not validate against the credential's key
at org.opensaml.xml.signature.SignatureValidator.validate(SignatureValidator.java:79)

at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:573)



... 48 more

2013-08-08 09:21:02,232 | WARN | gtp27705876-55 | PhaselnterceptorChain | ache.cxf.common.logging.LogUtils 443 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Interceptor for
{http://services.talend.org/CRMService}CRMServiceProvider#{http://services.talend.org/CRMService}getCRMInformation has thrown exception, unwinding now
org.apache.cxf.binding.soap.SoapFault: SAML signature validation failed

at org.apache.cxf.ws.security.wss4].WSS4JInInterceptor.createSoapFault(WSS4JinInterceptor.java:786)

at org.apache.cxf.ws.security.wss4j.WSS4JInInterceptor.handleMessage(WSS4JinInterceptor.java:334)

at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JIninterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:120)
at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JIninterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:105)
at org.apache.cxf.phase.PhaselnterceptorChain.dolntercept(PhaselnterceptorChain.java:271)

at org.apache.cxf.transport.ChainlnitiationObserver.onMessage(ChainlinitiationObserver.java:121)

at org.apache.cxf.transport.http.AbstractHTTPDestination.invoke(AbstractHTTPDestination.java:239)

at org.apache.cxf.transport.servlet.ServletController.invokeDestination(ServletController.java:223)

at org.apache.cxf.transport.servilet.ServletController.invoke(ServiletController.java:203)

at org.apache.cxf.transport.servlet.ServletController.invoke(ServletController.java: 137)

at org.apache.cxf.transport.servlet. CXFNonSpringServlet.invoke(CXFNonSpringServlet.java:158)

at org.apache.cxf.transport.servlet.AbstractHT TPServlet.handleRequest(AbstractHT TPServlet.java:243)

at org.apache.cxf.transport.serviet.AbstractHT TPServlet.doPost(AbstractHTTPServlet.java:163)

at javax.servlet.http.HttpServlet.service(HttpServlet.java: 713)

at org.apache.cxf.transport.servilet.AbstractHTTPServlet.service(AbstractHTTPServlet.java:219)

at sun.reflect. GeneratedMethodAccessor62.invoke(Unknown Source)

at sun.reflect.DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl.java:25)

at java.lang.reflect. Method.invoke(Method.java:597)

at org.ops4j.pax.web.service.internal.HttpServiceStarted$1.invoke(HttpServiceStarted.java: 183)

at org.ops4j.pax.web.service.internal.$Proxyl.service(Unknown Source)

at org.eclipse.jetty.servlet.ServletHolder.handle(ServletHolder.java:652)

at org.eclipse.jetty.servlet.ServletHandler.doHandle(ServletHandler.java:447)

at org.ops4j.pax.web.service.jetty.internal.HttpServiceServletHandler.doHandle(HttpServiceServlietHandler.java:70)
at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:137)

at org.eclipse.jetty.security.SecurityHandler.handle(SecurityHandler.java:556)

at org.eclipse.jetty.server.session.SessionHandler.doHandle(SessionHandler.java:227)

at org.eclipse.jetty.server.handler.ContextHandler.doHandle(ContextHandler.java:1038)

at org.ops4j.pax.web.service.jetty.internal.HttpServiceContext.doHandle(HttpServiceContext.java:117)

at org.eclipse.jetty.servlet.ServletHandler.doScope(ServletHandler.java:374)

at org.eclipse.jetty.server.session.SessionHandler.doScope(SessionHandler.java:189)

at org.eclipse.jetty.server.handler.ContextHandler.doScope(ContextHandler.java:972)

at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:135)

at org.ops4j.pax.web.service.jetty.internal.JettyServerHandlerCollection.handle(JettyServerHandlerCollection.java:81)
at org.eclipse.jetty.server.handler.HandlerWrapper.handle(HandlerWrapper.java:116)

at org.eclipse.jetty.server.Server.handle(Server.java:363)

at org.eclipse.jetty.server.AbstractHttpConnection.handleRequest(AbstractHttpConnection.java:483)

at org.eclipse.jetty.server.AbstractHttpConnection.content(AbstractHttpConnection.java:931)

at org.eclipse.jetty.server.AbstractHttpConnection$RequestHandler.content(AbstractHttpConnection.java:992)

at org.eclipse.jetty.http.HttpParser.parseNext(HttpParser.java:856)

at org.eclipse.jetty.http.HttpParser.parseAvailable(HttpParser.java:235)

at org.eclipse.jetty.server.AsyncHttpConnection.handle(AsyncHttpConnection.java:82)

at org.eclipse.jetty.io.nio.SelectChannelEndPoint.handle(SelectChannelEndPoint.java:628)

at org.eclipse.jetty.io.nio.SelectChannelEndPoint$1.run(SelectChannelEndPoint.java:52)

at org.eclipse.jetty.util.thread.QueuedThreadPool.runJob(QueuedThreadPool.java:608)

at org.eclipse.jetty.util.thread.QueuedThreadPool$3.run(QueuedThreadPool.java:543)

at java.lang.Thread.run(Thread.java:662)

Caused by: org.apache.ws.security. WSSecurityException: SAML signature validation failed

at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:575)

at org.apache.ws.security.processor.SAMLTokenProcessor.handleSAMLToken(SAMLTokenProcessor.java:179)



at org.apache.ws.security.processor.SAMLTokenProcessor.handleToken(SAMLTokenProcessor.java:78)

at org.apache.ws.security.WSSecurityEngine.processSecurityHeader(WSSecurityEngine.java:396)

at org.apache.cxf.ws.security.wss4j.WSS4Jininterceptor.handleMessage(WSS4JIninterceptor.java:277)

... 44 more

Caused by: org.opensaml.xml.validation.ValidationException: Signature did not validate against the credential's key

at org.opensaml.xml.signature.SignatureValidator.validate(SignatureValidator.java:79)

at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:573)

... 48 more

2013-08-08 09:21:02,241 | INFO | qtp27705876-55 | CRMService | eptor.AbstractLogginginterceptor 234 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Outbound Message

ID: 97
Response-Code: 500
Encoding: UTF-8
Content-Type: text/xml
Headers: {}

Payload: <soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'><soap:Body><soap:Fault><faultcode>soap:Client</faultcode><faultstring>SAML signature validation
failed</faultstring></soap:Fault></soap:Body></soap:Envelope>



