
Hi Colm, 
Pasting the tesb.log. 
2013-08-08 09:17:37,520 | INFO | qtp27705876-56 | STS | eptor.AbstractLoggingInterceptor 234 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Inbound Message 
---------------------------- 
ID: 96 
Address:  http://10.87.252.72:8040/services/SecurityTokenService/UT
Encoding: UTF-8 
Http-Method: POST 
Content-Type: text/xml;charset=UTF-8 
Headers: {accept-encoding=, connection=, Content-Length=, content-type=, Host=, SOAPAction=, User-Agent=} 
Payload: <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"> 
<soap:Header> 
<wsse ecurity soap:mustUnderstand="1" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"> 
<wsse:UsernameToken wsu:Id="UsernameToken-2" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"> 
<wsse:Username>tadmin</wsse:Username> 
<wsse assword Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">tadmin</wsse assword> 
</wsse:UsernameToken> 
</wsse ecurity> 
</soap:Header> 
<soap:Body> 
<wst:RequestSecurityToken xmlns:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512"> 
<wst econdaryParameters> 
<t:TokenType xmlns:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0</t:TokenType> 
<t:KeyType xmlns:t="http://docs.oasis-open.org/ws-sx/ws-trust/200512">http://docs.oasis-open.org/ws-sx/ws-trust/200512/PublicKey</t:KeyType> 
</wst econdaryParameters> 
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</wst:RequestType> 
<wsp:AppliesTo xmlns:wsp="http://www.w3.org/ns/ws-policy"> 
<wsa:EndpointReference xmlns:wsa="http://www.w3.org/2005/08/addressing"> 
<wsa:Address>http://10.87.252.72:8040/services/CRMServiceProvider</wsa:Address> 
</wsa:EndpointReference> 
</wsp:AppliesTo> 
<wst:UseKey> 
<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<ds:X509Data> 
<ds:X509Certificate></ds:X509Certificate>

</ds:X509Data> 
</ds:KeyInfo> 
</wst:UseKey> 
<wst:Renewing/> 
</wst:RequestSecurityToken> 
</soap:Body> 
</soap:Envelope> 
-------------------------------------- 
2013-08-08 09:17:37,560 | INFO | qtp27705876-56 | STS | eptor.AbstractLoggingInterceptor 234 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Outbound Message 
--------------------------- 
ID: 96 
Encoding: UTF-8 
Content-Type: text/xml 
Headers: {} 
Payload: <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap:Body><ns2:RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200802" xmlns:ns2="http://docs.oasis-open.org/ws-sx/ws-trust/200512"
xmlns:ns3="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"

http://10.87.252.72:8040/services/SecurityTokenService/UT


xmlns:ns4="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:ns5="http://www.w3.org/2005/08/addressing"><ns2:RequestSecurityTokenResponse><ns2:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0</ns2:TokenType><ns2:RequestedSecurityToken><saml2:Assertion
xmlns:saml2="urn asis:names:tc AML:2.0:assertion" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
ID="_D5AB1E25C860A4654D137594625755024" IssueInstant="2013-08-08T07:17:37.550Z" Version="2.0"
xsi:type="saml2:AssertionType"><saml2:Issuer>TalendESB_STSIssuer</saml2:Issuer><ds ignature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"><ds 
ignedInfo><ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/><ds ignatureMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/><ds:Reference URI="#_D5AB1E25C860A4654D137594625755024"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/><ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" PrefixList="xs"/></ds:Transform></ds:Transforms><ds igestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/><ds 
igestValue>SVBaPR8Lmtj2jq2BmOG4AJZs85A=</ds igestValue></ds:Reference></ds ignedInfo><ds 
ignatureValue>PLO+CU4vfIJfPBJbfudjar4dj2Aiy9HE4wTFXhZ+C3BQpK/yu/NMPgApJtGE9QPcSUrCSl3Z3XN+yyEvZAlkbWTThOy5xjd97DmZ7Wrt7BvO+E6h2CzsRrcRgact8kvppLsYmQahuH9QlE/5lK/HvBqNHSQlfsG/GSNX5yQwgfo=</ds

ignatureValue><ds:KeyInfo><ds:X509Data><ds:X509Certificate>MIID5jCCA0+gAwIBAgIJAPahVdM2UPibMA0GCSqGSIb3DQEBBQUAMIGpMQswCQYDVQQGEwJVUzER 
MA8GA1UECBMITWFyeWxhbmQxEjAQBgNVBAcTCUJhbHRpbW9yZTEpMCcGA1UEChMgU2FtcGxlIFNU 
UyAtLSBOT1QgRk9SIFBST0RVQ1RJT04xFjAUBgNVBAsTDUlUIERlcGFydG1lbnQxFDASBgNVBAMT 
C3d3dy5zdHMuY29tMRowGAYJKoZIhvcNAQkBFgtzdHNAc3RzLmNvbTAeFw0xMTAyMDkxODM4MTNa 
Fw0yMTAyMDYxODM4MTNaMIGpMQswCQYDVQQGEwJVUzERMA8GA1UECBMITWFyeWxhbmQxEjAQBgNV 
BAcTCUJhbHRpbW9yZTEpMCcGA1UEChMgU2FtcGxlIFNUUyAtLSBOT1QgRk9SIFBST0RVQ1RJT04x 
FjAUBgNVBAsTDUlUIERlcGFydG1lbnQxFDASBgNVBAMTC3d3dy5zdHMuY29tMRowGAYJKoZIhvcN 
AQkBFgtzdHNAc3RzLmNvbTCBnzANBgkqhkiG9w0BAQEFAAOBjQAwgYkCgYEAo+f8gs4WcteLdSPW 
Pm8+ciyEz7zVmA7kcCGFQQvlO0smxRViWJ1x+yniT5Uu86UrAQjxRJyANBomQrirfE7KPrnCm6iV 
OsGDEntuIZAf7DFPnrv5p++jAZQuR3vm4ZHXFOFTXmI+/FD5AqLfNi17xiTxZCDYyDdD39CNFTrB 
2PkCAwEAAaOCARIwggEOMB0GA1UdDgQWBBRa0A38holQIbJMFW7m5ZSw+iVDHDCB3gYDVR0jBIHW 
MIHTgBRa0A38holQIbJMFW7m5ZSw+iVDHKGBr6SBrDCBqTELMAkGA1UEBhMCVVMxETAPBgNVBAgT 
CE1hcnlsYW5kMRIwEAYDVQQHEwlCYWx0aW1vcmUxKTAnBgNVBAoTIFNhbXBsZSBTVFMgLS0gTk9U 
IEZPUiBQUk9EVUNUSU9OMRYwFAYDVQQLEw1JVCBEZXBhcnRtZW50MRQwEgYDVQQDEwt3d3cuc3Rz 
LmNvbTEaMBgGCSqGSIb3DQEJARYLc3RzQHN0cy5jb22CCQD2oVXTNlD4mzAMBgNVHRMEBTADAQH/ 
MA0GCSqGSIb3DQEBBQUAA4GBACp9yK1I9r++pyFT0yrcaV1m1Sub6urJH+GxQLBaTnTsaPLuzq2g 
IsJHpwk5XggB+IDe69iKKeb74Vt8aOe5usIWVASgi9ckqCwdfTqYu6KG9BlezqHZdExnIG2v/cD/ 
3NkKr7O/a7DjlbE6FZ4G1nrOfVJkjmeAa6txtYm1Dm/f</ds:X509Certificate></ds:X509Data></ds:KeyInfo></ds ignature><saml2 ubject><saml2:NameID Format="urn asis:names:tc 
AML:1.1:nameid-format:unspecified" NameQualifier="http://cxf.apache.org/sts">tadmin</saml2:NameID><saml2 ubjectConfirmation Method="urn asis:names:tc 
AML:2.0:cm:holder-of-key"><saml2 ubjectConfirmationData xsi:type="saml2:KeyInfoConfirmationDataType"><ds:KeyInfo
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"><ds:X509Data><ds:X509Certificate>MIIEFjCCA3+gAwIBAgIJAJORWX2Xsa8DMA0GCSqGSIb3DQEBBQUAMIG5MQswCQYDVQQGEwJVUzER

MA8GA1UECBMITmV3IFlvcmsxFjAUBgNVBAcTDU5pYWdhcmEgRmFsbHMxLDAqBgNVBAoTI1NhbXBs 
ZSBDbGllbnQgLS0gTk9UIEZPUiBQUk9EVUNUSU9OMRYwFAYDVQQLEw1JVCBEZXBhcnRtZW50MRcw 
FQYDVQQDEw53d3cuY2xpZW50LmNvbTEgMB4GCSqGSIb3DQEJARYRY2xpZW50QGNsaWVudC5jb20w 
HhcNMTEwMjA5MTgzMDI3WhcNMjEwMjA2MTgzMDI3WjCBuTELMAkGA1UEBhMCVVMxETAPBgNVBAgT 
CE5ldyBZb3JrMRYwFAYDVQQHEw1OaWFnYXJhIEZhbGxzMSwwKgYDVQQKEyNTYW1wbGUgQ2xpZW50 
IC0tIE5PVCBGT1IgUFJPRFVDVElPTjEWMBQGA1UECxMNSVQgRGVwYXJ0bWVudDEXMBUGA1UEAxMO 
d3d3LmNsaWVudC5jb20xIDAeBgkqhkiG9w0BCQEWEWNsaWVudEBjbGllbnQuY29tMIGfMA0GCSqG 
SIb3DQEBAQUAA4GNADCBiQKBgQDauFNVqi4B2+u/PC9ktDkn82bglEQYcL4o5JRUhQVEhTK2iElo 
z1Rvo/qyfDhBPc1lzIUn4ams+DKBSSjZMCgop3XbeCXzIVP784ruC8HF5QrYsXUQfTc7lzqafXZX 
H8Bk89gSScA1fFme6TpvYzM0zjBETSXADtKOs9oKB2VOIwIDAQABo4IBIjCCAR4wHQYDVR0OBBYE 
FFIz+0BSZlLtXkA/udRjRgphtREuMIHuBgNVHSMEgeYwgeOAFFIz+0BSZlLtXkA/udRjRgphtREu 
oYG/pIG8MIG5MQswCQYDVQQGEwJVUzERMA8GA1UECBMITmV3IFlvcmsxFjAUBgNVBAcTDU5pYWdh 
cmEgRmFsbHMxLDAqBgNVBAoTI1NhbXBsZSBDbGllbnQgLS0gTk9UIEZPUiBQUk9EVUNUSU9OMRYw 
FAYDVQQLEw1JVCBEZXBhcnRtZW50MRcwFQYDVQQDEw53d3cuY2xpZW50LmNvbTEgMB4GCSqGSIb3 
DQEJARYRY2xpZW50QGNsaWVudC5jb22CCQCTkVl9l7GvAzAMBgNVHRMEBTADAQH/MA0GCSqGSIb3 
DQEBBQUAA4GBAEjEr9QfaYsZf7ELnqB++OkWcKxpMt1Yj/VOyL99AekkVTM+rRHCU9Bu+tncMNsf 
y8mIXUC1JqKQ+Cq5RlaDh/ujzt6i17G7uSGd6U1U/DPZBqTm3Dxwl1cMAGU/CoAKTWE+o+fS4Q2x 
Hv7L1KiXQQc9EWJ4C34Ik45fB6g3DiTj</ds:X509Certificate></ds:X509Data></ds:KeyInfo></saml2 ubjectConfirmationData></saml2 ubjectConfirmation></saml2 
ubject><saml2:Conditions NotBefore="2013-08-08T07:17:37.551Z"
NotOnOrAfter="2013-08-08T07:47:37.551Z"><saml2:AudienceRestriction><saml2:Audience>http://10.87.252.72:8040/services/CRMServiceProvider</saml2:Audience></saml2:AudienceRestriction></saml2:Conditions><saml2:AttributeStatement><saml2:Attribute



Name="token-requestor" NameFormat="http://cxf.apache.org/sts"><saml2:AttributeValue
xsi:type="xs:string">authenticated</saml2:AttributeValue></saml2:Attribute></saml2:AttributeStatement></saml2:Assertion></ns2:RequestedSecurityToken><ns2:RequestedAttachedReference><ns4

ecurityTokenReference xmlns:wsse11="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wsse11:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"><ns4:KeyIdentifier
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID">_D5AB1E25C860A4654D137594625755024</ns4:KeyIdentifier></ns4 
ecurityTokenReference></ns2:RequestedAttachedReference><ns2:RequestedUnattachedReference><ns4 ecurityTokenReference
xmlns:wsse11="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wsse11:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"><ns4:KeyIdentifier
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID">_D5AB1E25C860A4654D137594625755024</ns4:KeyIdentifier></ns4 
ecurityTokenReference></ns2:RequestedUnattachedReference><wsp:AppliesTo xmlns:wsp="http://www.w3.org/ns/ws-policy"
xmlns:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512"><wsa:EndpointReference
xmlns:wsa="http://www.w3.org/2005/08/addressing"><wsa:Address>http://10.87.252.72:8040/services/CRMServiceProvider</wsa:Address> 
</wsa:EndpointReference> 
</wsp:AppliesTo><ns2:Lifetime><ns3:Created>2013-08-08T07:17:37.558Z</ns3:Created><ns3:Expires>2013-08-08T07:47:37.558Z</ns3:Expires></ns2:Lifetime></ns2:RequestSecurityTokenResponse></ns2:RequestSecurityTokenResponseCollection></soap:Body></soap:Envelope>

-------------------------------------- 
2013-08-08 09:21:02,213 | INFO | qtp27705876-55 | CRMService | eptor.AbstractLoggingInterceptor 234 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Inbound Message 
---------------------------- 
ID: 97 
Address:  http://10.87.252.72:8040/services/CRMServiceProvider
Encoding: UTF-8 
Http-Method: POST 
Content-Type: text/xml;charset=UTF-8 
Headers: {accept-encoding=, connection=, Content-Length=, content-type=, Host=, SOAPAction=, User-Agent=} 
Payload: <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:typ="http://services.talend.org/crm/types" xmlns:soap="soap"> 
<soapenv:Header> 
<wsse ecurity soap:mustUnderstand="1" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"> 
<wsu:Timestamp wsu:Id="TS-3"> 
<wsu:Created>2013-08-08T07:17:37.558Z</wsu:Created> 
<wsu:Expires>2013-08-08T07:47:37.558Z</wsu:Expires> 
</wsu:Timestamp> 
<saml2:Assertion ID="_D5AB1E25C860A4654D137594625755024" IssueInstant="2013-08-08T07:17:37.550Z" Version="2.0" xsi:type="saml2:AssertionType" xmlns:saml2="urn 
asis:names:tc AML:2.0:assertion" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
<saml2:Issuer>TalendESB_STSIssuer</saml2:Issuer> 
<ds ignature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<ds ignedInfo> 
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
<ds ignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
<ds:Reference URI="#_D5AB1E25C860A4654D137594625755024"> 
<ds:Transforms> 
<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/> 
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 
<ec:InclusiveNamespaces PrefixList="xs" xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
</ds:Transform> 
</ds:Transforms> 
<ds igestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
<ds igestValue>SVBaPR8Lmtj2jq2BmOG4AJZs85A=</ds igestValue> 
</ds:Reference> 
</ds ignedInfo> 
<ds 
ignatureValue>PLO+CU4vfIJfPBJbfudjar4dj2Aiy9HE4wTFXhZ+C3BQpK/yu/NMPgApJtGE9QPcSUrCSl3Z3XN+yyEvZAlkbWTThOy5xjd97DmZ7Wrt7BvO+E6h2CzsRrcRgact8kvppLsYmQahuH9QlE/5lK/HvBqNHSQlfsG/GSNX5yQwgfo=</ds

ignatureValue> 

http://10.87.252.72:8040/services/CRMServiceProvider


<ds:KeyInfo> 
<ds:X509Data> 
<ds:X509Certificate>MIID5jCCA0+gAwIBAgIJAPahVdM2UPibMA0GCSqGSIb3DQEBBQUAMIGpMQswCQYDVQQGEwJVUzER 
MA8GA1UECBMITWFyeWxhbmQxEjAQBgNVBAcTCUJhbHRpbW9yZTEpMCcGA1UEChMgU2FtcGxlIFNU 
UyAtLSBOT1QgRk9SIFBST0RVQ1RJT04xFjAUBgNVBAsTDUlUIERlcGFydG1lbnQxFDASBgNVBAMT 
C3d3dy5zdHMuY29tMRowGAYJKoZIhvcNAQkBFgtzdHNAc3RzLmNvbTAeFw0xMTAyMDkxODM4MTNa 
Fw0yMTAyMDYxODM4MTNaMIGpMQswCQYDVQQGEwJVUzERMA8GA1UECBMITWFyeWxhbmQxEjAQBgNV 
BAcTCUJhbHRpbW9yZTEpMCcGA1UEChMgU2FtcGxlIFNUUyAtLSBOT1QgRk9SIFBST0RVQ1RJT04x 
FjAUBgNVBAsTDUlUIERlcGFydG1lbnQxFDASBgNVBAMTC3d3dy5zdHMuY29tMRowGAYJKoZIhvcN 
AQkBFgtzdHNAc3RzLmNvbTCBnzANBgkqhkiG9w0BAQEFAAOBjQAwgYkCgYEAo+f8gs4WcteLdSPW 
Pm8+ciyEz7zVmA7kcCGFQQvlO0smxRViWJ1x+yniT5Uu86UrAQjxRJyANBomQrirfE7KPrnCm6iV 
OsGDEntuIZAf7DFPnrv5p++jAZQuR3vm4ZHXFOFTXmI+/FD5AqLfNi17xiTxZCDYyDdD39CNFTrB 
2PkCAwEAAaOCARIwggEOMB0GA1UdDgQWBBRa0A38holQIbJMFW7m5ZSw+iVDHDCB3gYDVR0jBIHW 
MIHTgBRa0A38holQIbJMFW7m5ZSw+iVDHKGBr6SBrDCBqTELMAkGA1UEBhMCVVMxETAPBgNVBAgT 
CE1hcnlsYW5kMRIwEAYDVQQHEwlCYWx0aW1vcmUxKTAnBgNVBAoTIFNhbXBsZSBTVFMgLS0gTk9U 
IEZPUiBQUk9EVUNUSU9OMRYwFAYDVQQLEw1JVCBEZXBhcnRtZW50MRQwEgYDVQQDEwt3d3cuc3Rz 
LmNvbTEaMBgGCSqGSIb3DQEJARYLc3RzQHN0cy5jb22CCQD2oVXTNlD4mzAMBgNVHRMEBTADAQH/ 
MA0GCSqGSIb3DQEBBQUAA4GBACp9yK1I9r++pyFT0yrcaV1m1Sub6urJH+GxQLBaTnTsaPLuzq2g 
IsJHpwk5XggB+IDe69iKKeb74Vt8aOe5usIWVASgi9ckqCwdfTqYu6KG9BlezqHZdExnIG2v/cD/ 
3NkKr7O/a7DjlbE6FZ4G1nrOfVJkjmeAa6txtYm1Dm/f</ds:X509Certificate> 
</ds:X509Data> 
</ds:KeyInfo> 
</ds ignature> 
<saml2 ubject> 
<saml2:NameID Format="urn asis:names:tc AML:1.1:nameid-format:unspecified" NameQualifier="http://cxf.apache.org/sts">tadmin</saml2:NameID> 
<saml2 ubjectConfirmation Method="urn asis:names:tc AML:2.0:cm:holder-of-key"> 
<saml2 ubjectConfirmationData xsi:type="saml2:KeyInfoConfirmationDataType"> 
<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<ds:X509Data> 
<ds:X509Certificate>MIIEFjCCA3+gAwIBAgIJAJORWX2Xsa8DMA0GCSqGSIb3DQEBBQUAMIG5MQswCQYDVQQGEwJVUzER 
MA8GA1UECBMITmV3IFlvcmsxFjAUBgNVBAcTDU5pYWdhcmEgRmFsbHMxLDAqBgNVBAoTI1NhbXBs 
ZSBDbGllbnQgLS0gTk9UIEZPUiBQUk9EVUNUSU9OMRYwFAYDVQQLEw1JVCBEZXBhcnRtZW50MRcw 
FQYDVQQDEw53d3cuY2xpZW50LmNvbTEgMB4GCSqGSIb3DQEJARYRY2xpZW50QGNsaWVudC5jb20w 
HhcNMTEwMjA5MTgzMDI3WhcNMjEwMjA2MTgzMDI3WjCBuTELMAkGA1UEBhMCVVMxETAPBgNVBAgT 
CE5ldyBZb3JrMRYwFAYDVQQHEw1OaWFnYXJhIEZhbGxzMSwwKgYDVQQKEyNTYW1wbGUgQ2xpZW50 
IC0tIE5PVCBGT1IgUFJPRFVDVElPTjEWMBQGA1UECxMNSVQgRGVwYXJ0bWVudDEXMBUGA1UEAxMO 
d3d3LmNsaWVudC5jb20xIDAeBgkqhkiG9w0BCQEWEWNsaWVudEBjbGllbnQuY29tMIGfMA0GCSqG 
SIb3DQEBAQUAA4GNADCBiQKBgQDauFNVqi4B2+u/PC9ktDkn82bglEQYcL4o5JRUhQVEhTK2iElo 
z1Rvo/qyfDhBPc1lzIUn4ams+DKBSSjZMCgop3XbeCXzIVP784ruC8HF5QrYsXUQfTc7lzqafXZX 
H8Bk89gSScA1fFme6TpvYzM0zjBETSXADtKOs9oKB2VOIwIDAQABo4IBIjCCAR4wHQYDVR0OBBYE 
FFIz+0BSZlLtXkA/udRjRgphtREuMIHuBgNVHSMEgeYwgeOAFFIz+0BSZlLtXkA/udRjRgphtREu 
oYG/pIG8MIG5MQswCQYDVQQGEwJVUzERMA8GA1UECBMITmV3IFlvcmsxFjAUBgNVBAcTDU5pYWdh 
cmEgRmFsbHMxLDAqBgNVBAoTI1NhbXBsZSBDbGllbnQgLS0gTk9UIEZPUiBQUk9EVUNUSU9OMRYw 
FAYDVQQLEw1JVCBEZXBhcnRtZW50MRcwFQYDVQQDEw53d3cuY2xpZW50LmNvbTEgMB4GCSqGSIb3 
DQEJARYRY2xpZW50QGNsaWVudC5jb22CCQCTkVl9l7GvAzAMBgNVHRMEBTADAQH/MA0GCSqGSIb3 
DQEBBQUAA4GBAEjEr9QfaYsZf7ELnqB++OkWcKxpMt1Yj/VOyL99AekkVTM+rRHCU9Bu+tncMNsf 
y8mIXUC1JqKQ+Cq5RlaDh/ujzt6i17G7uSGd6U1U/DPZBqTm3Dxwl1cMAGU/CoAKTWE+o+fS4Q2x 
Hv7L1KiXQQc9EWJ4C34Ik45fB6g3DiTj</ds:X509Certificate> 
</ds:X509Data> 
</ds:KeyInfo> 
</saml2 ubjectConfirmationData> 
</saml2 ubjectConfirmation> 
</saml2 ubject> 



<saml2:Conditions NotBefore="2013-08-08T07:17:37.551Z" NotOnOrAfter="2013-08-08T07:47:37.551Z"> 
<saml2:AudienceRestriction> 
<saml2:Audience>http://10.87.252.72:8040/services/CRMServiceProvider</saml2:Audience> 
</saml2:AudienceRestriction> 
</saml2:Conditions> 
<saml2:AttributeStatement> 
<saml2:Attribute Name="token-requestor" NameFormat="http://cxf.apache.org/sts"> 
<saml2:AttributeValue xsi:type="xs:string">authenticated</saml2:AttributeValue> 
</saml2:Attribute> 
</saml2:AttributeStatement> 
</saml2:Assertion> 
<ds ignature Id="SIG-4" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<ds ignedInfo> 
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 
<ec:InclusiveNamespaces PrefixList="soap" xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
</ds:CanonicalizationMethod> 
<ds ignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
<ds:Reference URI="#TS-3"> 
<ds:Transforms> 
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 
<ec:InclusiveNamespaces PrefixList="wsse soap" xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
</ds:Transform> 
</ds:Transforms> 
<ds igestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
<ds igestValue>SVBaPR8Lmtj2jq2BmOG4AJZs85A=</ds igestValue> 
</ds:Reference> 
</ds ignedInfo> 
<ds 
ignatureValue>PLO+CU4vfIJfPBJbfudjar4dj2Aiy9HE4wTFXhZ+C3BQpK/yu/NMPgApJtGE9QPcSUrCSl3Z3XN+yyEvZAlkbWTThOy5xjd97DmZ7Wrt7BvO+E6h2CzsRrcRgact8kvppLsYmQahuH9QlE/5lK/HvBqNHSQlfsG/GSNX5yQwgfo=</ds

ignatureValue> 
<ds:KeyInfo Id="KI-D5AB1E25C860A4654D13758577707829"> 
<ns4 ecurityTokenReference wsse11:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"
xmlns:ns4="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsse11="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"> 
<ns4:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID">_D5AB1E25C860A4654D137594625755024</ns4:KeyIdentifier> 
</ns4 ecurityTokenReference> 
</ds:KeyInfo> 
</ds ignature> 
</wsse ecurity> 
</soapenv:Header> 
<soapenv:Body> 
<typ:LoginUser> 
<!--Optional:--> 
<name>?</name> 
<!--Optional:--> 
<username>?</username> 
<!--Optional:--> 
<email>?</email> 
</typ:LoginUser> 
</soapenv:Body> 
</soapenv:Envelope> 
-------------------------------------- 
2013-08-08 09:21:02,223 | WARN | qtp27705876-55 | XMLSignature | .security.signature.XMLSignature 724 | 159 - org.apache.santuario.xmlsec - 1.5.4 | Signature verification failed. 
2013-08-08 09:21:02,224 | WARN | qtp27705876-55 | WSS4JInInterceptor | ecurity.wss4j.WSS4JInInterceptor 333 | 163 - org.apache.cxf.cxf-rt-ws-security - 2.7.5 | 



org.apache.ws.security.WSSecurityException: SAML signature validation failed 
at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:575) 
at org.apache.ws.security.processor.SAMLTokenProcessor.handleSAMLToken(SAMLTokenProcessor.java:179) 
at org.apache.ws.security.processor.SAMLTokenProcessor.handleToken(SAMLTokenProcessor.java:78) 
at org.apache.ws.security.WSSecurityEngine.processSecurityHeader(WSSecurityEngine.java:396) 
at org.apache.cxf.ws.security.wss4j.WSS4JInInterceptor.handleMessage(WSS4JInInterceptor.java:277) 
at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JInInterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:120) 
at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JInInterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:105) 
at org.apache.cxf.phase.PhaseInterceptorChain.doIntercept(PhaseInterceptorChain.java:271) 
at org.apache.cxf.transport.ChainInitiationObserver.onMessage(ChainInitiationObserver.java:121) 
at org.apache.cxf.transport.http.AbstractHTTPDestination.invoke(AbstractHTTPDestination.java:239) 
at org.apache.cxf.transport.servlet.ServletController.invokeDestination(ServletController.java:223) 
at org.apache.cxf.transport.servlet.ServletController.invoke(ServletController.java:203) 
at org.apache.cxf.transport.servlet.ServletController.invoke(ServletController.java:137) 
at org.apache.cxf.transport.servlet.CXFNonSpringServlet.invoke(CXFNonSpringServlet.java:158) 
at org.apache.cxf.transport.servlet.AbstractHTTPServlet.handleRequest(AbstractHTTPServlet.java:243) 
at org.apache.cxf.transport.servlet.AbstractHTTPServlet.doPost(AbstractHTTPServlet.java:163) 
at javax.servlet.http.HttpServlet.service(HttpServlet.java:713) 
at org.apache.cxf.transport.servlet.AbstractHTTPServlet.service(AbstractHTTPServlet.java:219) 
at sun.reflect.GeneratedMethodAccessor62.invoke(Unknown Source) 
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:25) 
at java.lang.reflect.Method.invoke(Method.java:597) 
at org.ops4j.pax.web.service.internal.HttpServiceStarted$1.invoke(HttpServiceStarted.java:183) 
at org.ops4j.pax.web.service.internal.$Proxy1.service(Unknown Source) 
at org.eclipse.jetty.servlet.ServletHolder.handle(ServletHolder.java:652) 
at org.eclipse.jetty.servlet.ServletHandler.doHandle(ServletHandler.java:447) 
at org.ops4j.pax.web.service.jetty.internal.HttpServiceServletHandler.doHandle(HttpServiceServletHandler.java:70) 
at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:137) 
at org.eclipse.jetty.security.SecurityHandler.handle(SecurityHandler.java:556) 
at org.eclipse.jetty.server.session.SessionHandler.doHandle(SessionHandler.java:227) 
at org.eclipse.jetty.server.handler.ContextHandler.doHandle(ContextHandler.java:1038) 
at org.ops4j.pax.web.service.jetty.internal.HttpServiceContext.doHandle(HttpServiceContext.java:117) 
at org.eclipse.jetty.servlet.ServletHandler.doScope(ServletHandler.java:374) 
at org.eclipse.jetty.server.session.SessionHandler.doScope(SessionHandler.java:189) 
at org.eclipse.jetty.server.handler.ContextHandler.doScope(ContextHandler.java:972) 
at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:135) 
at org.ops4j.pax.web.service.jetty.internal.JettyServerHandlerCollection.handle(JettyServerHandlerCollection.java:81) 
at org.eclipse.jetty.server.handler.HandlerWrapper.handle(HandlerWrapper.java:116) 
at org.eclipse.jetty.server.Server.handle(Server.java:363) 
at org.eclipse.jetty.server.AbstractHttpConnection.handleRequest(AbstractHttpConnection.java:483) 
at org.eclipse.jetty.server.AbstractHttpConnection.content(AbstractHttpConnection.java:931) 
at org.eclipse.jetty.server.AbstractHttpConnection$RequestHandler.content(AbstractHttpConnection.java:992) 
at org.eclipse.jetty.http.HttpParser.parseNext(HttpParser.java:856) 
at org.eclipse.jetty.http.HttpParser.parseAvailable(HttpParser.java:235) 
at org.eclipse.jetty.server.AsyncHttpConnection.handle(AsyncHttpConnection.java:82) 
at org.eclipse.jetty.io.nio.SelectChannelEndPoint.handle(SelectChannelEndPoint.java:628) 
at org.eclipse.jetty.io.nio.SelectChannelEndPoint$1.run(SelectChannelEndPoint.java:52) 
at org.eclipse.jetty.util.thread.QueuedThreadPool.runJob(QueuedThreadPool.java:608) 
at org.eclipse.jetty.util.thread.QueuedThreadPool$3.run(QueuedThreadPool.java:543) 
at java.lang.Thread.run(Thread.java:662) 
Caused by: org.opensaml.xml.validation.ValidationException: Signature did not validate against the credential's key 
at org.opensaml.xml.signature.SignatureValidator.validate(SignatureValidator.java:79) 
at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:573) 



... 48 more 
2013-08-08 09:21:02,232 | WARN | qtp27705876-55 | PhaseInterceptorChain | ache.cxf.common.logging.LogUtils 443 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Interceptor for
{http://services.talend.org/CRMService}CRMServiceProvider#{http://services.talend.org/CRMService}getCRMInformation has thrown exception, unwinding now 
org.apache.cxf.binding.soap.SoapFault: SAML signature validation failed 
at org.apache.cxf.ws.security.wss4j.WSS4JInInterceptor.createSoapFault(WSS4JInInterceptor.java:786) 
at org.apache.cxf.ws.security.wss4j.WSS4JInInterceptor.handleMessage(WSS4JInInterceptor.java:334) 
at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JInInterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:120) 
at org.apache.cxf.ws.security.wss4j.PolicyBasedWSS4JInInterceptor.handleMessage(PolicyBasedWSS4JInInterceptor.java:105) 
at org.apache.cxf.phase.PhaseInterceptorChain.doIntercept(PhaseInterceptorChain.java:271) 
at org.apache.cxf.transport.ChainInitiationObserver.onMessage(ChainInitiationObserver.java:121) 
at org.apache.cxf.transport.http.AbstractHTTPDestination.invoke(AbstractHTTPDestination.java:239) 
at org.apache.cxf.transport.servlet.ServletController.invokeDestination(ServletController.java:223) 
at org.apache.cxf.transport.servlet.ServletController.invoke(ServletController.java:203) 
at org.apache.cxf.transport.servlet.ServletController.invoke(ServletController.java:137) 
at org.apache.cxf.transport.servlet.CXFNonSpringServlet.invoke(CXFNonSpringServlet.java:158) 
at org.apache.cxf.transport.servlet.AbstractHTTPServlet.handleRequest(AbstractHTTPServlet.java:243) 
at org.apache.cxf.transport.servlet.AbstractHTTPServlet.doPost(AbstractHTTPServlet.java:163) 
at javax.servlet.http.HttpServlet.service(HttpServlet.java:713) 
at org.apache.cxf.transport.servlet.AbstractHTTPServlet.service(AbstractHTTPServlet.java:219) 
at sun.reflect.GeneratedMethodAccessor62.invoke(Unknown Source) 
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:25) 
at java.lang.reflect.Method.invoke(Method.java:597) 
at org.ops4j.pax.web.service.internal.HttpServiceStarted$1.invoke(HttpServiceStarted.java:183) 
at org.ops4j.pax.web.service.internal.$Proxy1.service(Unknown Source) 
at org.eclipse.jetty.servlet.ServletHolder.handle(ServletHolder.java:652) 
at org.eclipse.jetty.servlet.ServletHandler.doHandle(ServletHandler.java:447) 
at org.ops4j.pax.web.service.jetty.internal.HttpServiceServletHandler.doHandle(HttpServiceServletHandler.java:70) 
at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:137) 
at org.eclipse.jetty.security.SecurityHandler.handle(SecurityHandler.java:556) 
at org.eclipse.jetty.server.session.SessionHandler.doHandle(SessionHandler.java:227) 
at org.eclipse.jetty.server.handler.ContextHandler.doHandle(ContextHandler.java:1038) 
at org.ops4j.pax.web.service.jetty.internal.HttpServiceContext.doHandle(HttpServiceContext.java:117) 
at org.eclipse.jetty.servlet.ServletHandler.doScope(ServletHandler.java:374) 
at org.eclipse.jetty.server.session.SessionHandler.doScope(SessionHandler.java:189) 
at org.eclipse.jetty.server.handler.ContextHandler.doScope(ContextHandler.java:972) 
at org.eclipse.jetty.server.handler.ScopedHandler.handle(ScopedHandler.java:135) 
at org.ops4j.pax.web.service.jetty.internal.JettyServerHandlerCollection.handle(JettyServerHandlerCollection.java:81) 
at org.eclipse.jetty.server.handler.HandlerWrapper.handle(HandlerWrapper.java:116) 
at org.eclipse.jetty.server.Server.handle(Server.java:363) 
at org.eclipse.jetty.server.AbstractHttpConnection.handleRequest(AbstractHttpConnection.java:483) 
at org.eclipse.jetty.server.AbstractHttpConnection.content(AbstractHttpConnection.java:931) 
at org.eclipse.jetty.server.AbstractHttpConnection$RequestHandler.content(AbstractHttpConnection.java:992) 
at org.eclipse.jetty.http.HttpParser.parseNext(HttpParser.java:856) 
at org.eclipse.jetty.http.HttpParser.parseAvailable(HttpParser.java:235) 
at org.eclipse.jetty.server.AsyncHttpConnection.handle(AsyncHttpConnection.java:82) 
at org.eclipse.jetty.io.nio.SelectChannelEndPoint.handle(SelectChannelEndPoint.java:628) 
at org.eclipse.jetty.io.nio.SelectChannelEndPoint$1.run(SelectChannelEndPoint.java:52) 
at org.eclipse.jetty.util.thread.QueuedThreadPool.runJob(QueuedThreadPool.java:608) 
at org.eclipse.jetty.util.thread.QueuedThreadPool$3.run(QueuedThreadPool.java:543) 
at java.lang.Thread.run(Thread.java:662) 
Caused by: org.apache.ws.security.WSSecurityException: SAML signature validation failed 
at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:575) 
at org.apache.ws.security.processor.SAMLTokenProcessor.handleSAMLToken(SAMLTokenProcessor.java:179) 



at org.apache.ws.security.processor.SAMLTokenProcessor.handleToken(SAMLTokenProcessor.java:78) 
at org.apache.ws.security.WSSecurityEngine.processSecurityHeader(WSSecurityEngine.java:396) 
at org.apache.cxf.ws.security.wss4j.WSS4JInInterceptor.handleMessage(WSS4JInInterceptor.java:277) 
... 44 more 
Caused by: org.opensaml.xml.validation.ValidationException: Signature did not validate against the credential's key 
at org.opensaml.xml.signature.SignatureValidator.validate(SignatureValidator.java:79) 
at org.apache.ws.security.saml.ext.AssertionWrapper.verifySignature(AssertionWrapper.java:573) 
... 48 more 
2013-08-08 09:21:02,241 | INFO | qtp27705876-55 | CRMService | eptor.AbstractLoggingInterceptor 234 | 117 - org.apache.cxf.cxf-api - 2.7.5 | Outbound Message 
--------------------------- 
ID: 97 
Response-Code: 500 
Encoding: UTF-8 
Content-Type: text/xml 
Headers: {} 
Payload: <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap:Body><soap:Fault><faultcode>soap:Client</faultcode><faultstring>SAML signature validation
failed</faultstring></soap:Fault></soap:Body></soap:Envelope> 
--------------------------------------


