Hi all,

good news: | got (almost) everything running! Most of the issues were caused by invalid or missing config. The redirecting issue for example can be fixed by changing the IP address in the

fediz config file.

bad news: After 6.4.1 was running, we received our license for 6.5.1. The update itself was pretty easy and took only ~30 minutes (thanks to Docker) but | do have a problem with Talend Data

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Mon Mar 12 20:51:32 UTC 2018

There was an unexpected error (type=Unauthorized, status=401).

Prep NOW. After Iogglng In’ | recelve the folIOWIng message Authentication Failed: Could not obtain access token

The log message from TDP:

Spoiler (Highlight to read)

2018-03-12 20: 38:19.508 ERROR [user ]| 123 ---

[ qt p1304345230-17] a.o.c.AuthenticationFail ureEventLi stener : Authentication error for principal: or

org. springframewor k. security. aut henticati on. BadCredenti al seExcepti on: Could not obtain user details fromtoken
at org.talend.iamsecurity.oidc.client.filter.Q dcClientAuthenticationProcessingFilter.attenptAuthentication(GO dcd ientAuthenticationProce
at org.springframework. security.web. aut henti cati on. Abstract Aut henti cati onProcessingFilter.doFilter(AbstractAuthenticati onProcessingFilter.
at org.springfranmework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java: 331) [spring-security-web-4.2.2. REL

[ ausgeschni tten,
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da sonst 20. 000 chars uberschritten werden]

eclipse.jetty.io.Filllnterest.fillable(Filllnterest.java:110) [jetty-i0-9.4.2.v20170220.jar:9.4.2.v20170220]
eclipse.jetty.io. Channel EndPoi nt $2. run( Channel EndPoi nt. java: 124) [jetty-i0-9.4.2.v20170220.jar:9.4.2.v20170220]
eclipse.jetty.util.thread. QueuedThr eadPool . runJob( QueuedThr eadPool . java: 672) [jetty-util-9.4.2.v20170220.jar:9.4.2.v20170220]
eclipse.jetty.util.thread. QueuedThr eadPool $2. run( QueuedThr eadPool . java: 590) [jetty-util-9.4.2.v20170220.jar:9.4.2.v20170220]
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java. l ang. Thread. run(Thread. java: 748) [na: 1.8.0 _161]
spri ngfranmewor k. security.
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tal end.iam security. oi dc.
tal end.iam security. oi dc.
tal end.iam security. oi dc.
tal end.iam security. oi dc.

common. exceptions. I nval i dTokenException: Invalid id token (iss claim unexpected issuer : http://dc
t oken. val i dat or. Defaul t O dcl dTokenVal i dat or. val i dat eQpenl d( Def aul t O dcl dTokenVal i dat or. j ava: 102) ~|
t oken. val i dat or. Def aul t O dcl dTokenVal i dat or. val i dat e( Def aul t G dcl dTokenVal i dat or . j ava: 82) ~[ oi dc-cl
t oken. Def aul t TokenAut henti cati onSer vi ces. val i dat e( Def aul t TokenAut henti cati onServi ces. java: 54) ~[oi (
t oken. Def aul t TokenAut henti cati onSer vi ces. | oadAut henti cati on( Def aul t TokenAut henti cati onSer vi ces. | ave
filter.G dcdientAuthenticationProcessingFilter.attenptAuthentication(G dcd ientAuthenticati onProce

2018-03-12 20:38:19.508 ERROR [user ] 123 --- [qtp1304345230-17] a.o.c.AuthenticationFailureEventListener : Authentication error for principal:
org.springframework.security.oauth2.client.filter.FailedOAuthClientAuthentication@19d13835: Principal: UNKNOWN; Credentials: [PROTECTED]; Authenticated: false; Details: null; Not
granted any authorities: {} org.springframework.security.authentication.BadCredentialsException: Could not obtain user details from token at
org.talend.iam.security.oidc.client.filter.OidcClientAuthenticationProcessingFilter.attemptAuthentication(OidcClientAuthenticationProcessingFilter.java: 110)

~[oidc-client-1.0.0-20171205153406-g1852b42.jar:na] at

org.springframework.security.web.authentication.AbstractAuthenticationProcessingFilter.doFilter(AbstractAuthenticationProcessingFilter.java:212)



[spring-security-web-4.2.2.RELEASE .jar:4.2.2.RELEASE] at org.springframework.security.web.FilterChainProxy$VirtualFilterChain.doFilter(FilterChainProxy.java:331)
[spring-security-web-4.2.2.RELEASE .jar:4.2.2.RELEASE] [ausgeschnitten, da sonst 20.000 chars tberschritten werden] at org.eclipse.jetty.io.Fillinterest.fillable(Fillinterest.java:110)
[jetty-i0-9.4.2.v20170220.jar:9.4.2.v20170220] at org.eclipse.jetty.io.ChannelEndPoint$2.run(ChannelEndPoint.java:124) [jetty-i0-9.4.2.v20170220.jar:9.4.2.v20170220] at
org.eclipse.jetty.util.thread.QueuedThreadPool.runJob(QueuedThreadPool.java:672) [jetty-util-9.4.2.v20170220.jar:9.4.2.v20170220] at
org.eclipse.jetty.util.thread.QueuedThreadPool$2.run(QueuedThreadPool.java:590) [jetty-util-9.4.2.v20170220.jar:9.4.2.v20170220] at java.lang.Thread.run(Thread.java:748) [na:1.8.0_161]
Caused by: org.springframework.security.oauth2.common.exceptions.InvalidTokenException: Invalid id_token (iss claim) unexpected issuer : http://docker-dev-54.cgn.company.de:9080/oidc at
org.talend.iam.security.oidc.client.token.validator.DefaultOidcldTokenValidator.validateOpenld(DefaultOidcldTokenValidator.java:102) ~[oidc-client-1.0.0-20171205153406-g1852b42.jar:na] at
org.talend.iam.security.oidc.client.token.validator.DefaultOidcldTokenValidator.validate(DefaultOidcldTokenValidator.java:82) ~[oidc-client-1.0.0-20171205153406-g1852b42.jar:na] at
org.talend.iam.security.oidc.client.token.DefaultTokenAuthenticationServices.validate(DefaultTokenAuthenticationServices.java:54) ~[oidc-client-1.0.0-20171205153406-g1852b42.jar:na] at
org.talend.iam.security.oidc.client.token.DefaultTokenAuthenticationServices.loadAuthentication(DefaultTokenAuthenticationServices.java: 39)
~[oidc-client-1.0.0-20171205153406-9g1852b42.jar:na] at
org.talend.iam.security.oidc.client.filter.OidcClientAuthenticationProcessingFilter.attemptAuthentication(OidcClientAuthenticationProcessingFilter.java:101)
~[oidc-client-1.0.0-20171205153406-g1852b42.jar:na] ... 61 common frames omitted

Log message from IAM (oidc.log):

Spoiler (Highlight to read)
2018-03-12 20:51:52.820 - I NFO [http-nio-9080-exec-8] o.a.c.interceptor.Logginglnlnterceptor . I nbound Message

ID. 5
Address: http://docker-dev-54. cgn. conpany. de: 9080/ oi dc/ i1 dp/ aut hori ze?pr onpt =none&cl i ent _i d=64x| VPxvi KNsog&r edi rect _uri=http://tal end651-dev-tdp. c¢
Encodi ng: UTF-8
Htt p- Met hod: GET
Cont ent - Type:
Headers: {Accept=[text/htm, application/xhtm +xm , application/xm ;g=0.9,i mge/ webp, i mage/ apng, */*; g=0. 8], accept-encodi ng=[gzip, deflate], accept-
2018-03-12 20:51:52.821 - WARN [ http-ni 0-9080-exec-8] o.a.c.r.s.o.s.Abstract QAut hServi ce . Unsecure HTTP, HTTPS is recomended
2018-03-12 20:51:52.924 - WARN [ http-ni 0-9080-exec-5] o.a.c.j.i.WbApplicati onExcepti onMapper : javax.ws.rs. Not Aut horizedException: HTTP 401 Unat
at org.apache.cxf.jaxrs.utils. SpecExcepti ons.toNot Aut hori zedExcepti on( SpecExcepti ons.java: 94)
at org.apache.cxf.jaxrs.utils. ExceptionUils.toNotAuthori zedExcepti on(ExceptionUtils.java: 137)
at org. apache. cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce.reportlnvalidCient(Abstract TokenService.java: 278)
at org.apache. cxf.rs.security.oauth2. services. Abstract TokenServi ce.reportlnvalidCient(Abstract TokenService.java: 273)
at org.apache. cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce. get AndVal i dat ed i ent Fr oml dAndSecr et ( Abstract TokenSer vi ce. j ava: 133)
at org. apache. cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce. get i ent Fr onBasi cAut hSchene( Abst r act TokenSer vi ce. j ava: 155)
at org. apache. cxf.rs.security.oauth2.services. Abstract TokenServi ce. authenticateC ientlfNeeded( Abstract TokenService.java: 96)
at org. apache. cxf.rs.security. oauth2. servi ces. AccessTokenSer vi ce. handl eTokenRequest ( AccessTokenSer vi ce. j ava: 98)
at sun.refl ect. NativeMet hodAccessor!| npl.invokeO(Native Met hod)

[ ausgeschni tten]

at org. apache. catal i na. val ves. Renot el pVal ve. i nvoke( Renot el pVal ve. j ava: 677)

at org. apache. catal i na. connect or. Coyot eAdapt er. servi ce( Coyot eAdapt er. j ava: 342)

at org. apache. coyote. httpll. HtpllProcessor.service(HttpllProcessor.java: 799)

at org. apache. coyot e. Abstract Processor Li ght. process(Abstract ProcessorLi ght.java: 66)

at org. apache. coyot e. Abst ract Prot ocol $Connecti onHandl er. pr ocess( Abstract Prot ocol . j ava: 868)
at org.apache.tontat.util.net. N oEndpoi nt $Socket Processor. doRun( Ni oEndpoi nt . j ava: 1455)
at org.apache.tontat.util.net. Socket Processor Base. run( Socket Processor Base. | ava: 49)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or . j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker. run( Thr eadPool Execut or. j ava: 624)

at org.apache.tontat.util.threads. TaskThread$W appi ngRunnabl e. run( TaskThr ead. j ava: 61)
at java.l ang. Thread. run(Thread. j ava: 748)



2018-03-12 20:53:44.924 - |INFO [ http-nio-9080-exec-6] f.s.w FederationAuthenticationEntryPoint : Redirecting to |IDP. http://docker-dev-54. cgn. cong
2018-03-12 20:53:49.397 - INFO [http-nio-9080-exec-7] o.a.c.interceptor.Logginglnlnterceptor . I nbound Message
| D: 6
Address: http://docker-dev-54. cgn. conpany. de: 9080/ oi dc/ i dp/ aut hori ze?pr onpt =noneé&cl i ent i d=64xI VPxvi KWsog&r edi rect _uri=http://tal end651-dev-tdp. c¢
Encodi ng: UTF-8
Ht t p- Met hod: CGET
Cont ent - Type:
Headers: {Accept=[text/htm , application/xhtm +xm , application/xn ;g=0.9,i nmage/ webp, i mage/ apng, */*; q=0. 8], accept-encodi ng=[gzi p, deflate], accept-
2018-03-12 20:53:49.398 - WARN [ http-ni 0-9080-exec-7] o.a.c.r.s.o.s. Abstract QAut hServi ce . Unsecure HITTP, HTTPS is recommended
2018-03-12 20:53:49.479 - WARN [ http-ni 0-9080-exec-9] o.a.c.j.i.WDbApplicationExcepti onMapper : javax.ws.rs. NotAuthorizedException: HTTP 401 Unat
at org.apache.cxf.jaxrs.utils. SpecExcepti ons.toNot Aut hori zedExcepti on( SpecExcepti ons. java: 94)
at org.apache.cxf.jaxrs.utils. ExceptionUils.toNotAuthori zedException(ExceptionUtils.java: 137)
at org. apache. cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce.reportlnvalidCient(Abstract TokenService.java: 278)
at org. apache.cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce.reportlnvalidCient(Abstract TokenService.java: 273)
at org. apache. cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce. get AndVal i dat ed i ent Fr oml dAndSecr et ( Abst ract TokenServi ce. j ava: 133)
at org.apache. cxf.rs.security. oaut h2. servi ces. Abstract TokenServi ce. get d i ent FronBasi cAut hSchene( Abst r act TokenSer vi ce. j ava: 155)
at org.apache. cxf.rs.security. oaut h2. services. Abstract TokenServi ce. aut henti cateC i entlfNeeded(Abstract TokenServi ce. | ava: 96)
at org. apache. cxf.rs.security. oaut h2. servi ces. AccessTokenSer vi ce. handl eTokenRequest (AccessTokenSer vi ce. j ava: 98)
at sun.refl ect. Nati veMet hodAccessor | npl.invokeO(Native Mt hod)
at sun.reflect. NativeMet hodAccessor |l npl.invoke(NativeMet hodAccessorl npl.java: 62)
at sun.refl ect. Del egati ngMet hodAccessor | npl . i nvoke( Del egati ngMet hodAccessor | npl . java: 43)
at java.l ang.refl ect. Met hod. i nvoke( Met hod. j ava: 498)
at org. apache. cxf.service.invoker. Abstractl| nvoker. perform nvocati on(Abstract| nvoker.java: 180)
at org. apache. cxf.service.invoker. Abstract!| nvoker.invoke(Abstractl| nvoker.java: 96)
at org. apache. cxf. ] axrs. JAXRSI nvoker. i nvoke( JAXRSI nvoker . java: 191)
at org. apache. cxf.] axrs. JAXRSI nvoker. i nvoke( JAXRSI nvoker .| ava: 101)

[ ausgeschni tten]

at org.apache.tontat.util.net. Socket Processor Base. run( Socket Processor Base. j ava: 49)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or . j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker. run( Thr eadPool Execut or. j ava: 624)

at org.apache.tontat.util.threads. TaskThread$W appi ngRunnabl e. run( TaskThr ead. j ava: 61)
at java.l ang. Thread. run(Thread. j ava: 748)

2018-03-12 20:51:52.820 - INFO [http-nio-9080-exec-8] o.a.c.interceptor.Logginglninterceptor : Inbound Message -----------------=--==------ ID: 5 Address:
http://docker-dev-54.cgn.company.de:9080/oidc/idp/authorize?prompt=noneé&client_id=64xIVPxviKWSog&redirect_uri=http://talend651-dev-tdp.cgn.company.de:9999/signin&response_type=code&s
Encoding: UTF-8 Http-Method: GET Content-Type: Headers: {Accept=[text/ntml,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8], accept-encoding=[gzip,
deflate], accept-language=[de-DE,de;q=0.9,en-US;q=0.8,en;q=0.7], connection=[keep-alive], Content-Type=[null], host=[docker-dev-54.cgn.company.de:9080], upgrade-insecure-requests=[1],
user-agent=[Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.186 Safari/537.36]} ------------=--==mmmmmmmmmmmmmmmmeeee 2018-03-12
20:51:52.821 - WARN [http-nio-9080-exec-8] o.a.c.r.s.o.s.AbstractOAuthService : Unsecure HTTP, HTTPS is recommended 2018-03-12 20:51:52.924 - WARN [http-nio-9080-exec-5]
0.a.c.j.i.WebApplicationExceptionMapper : javax.ws.rs.NotAuthorizedException: HTTP 401 Unauthorized at
org.apache.cxf.jaxrs.utils.SpecExceptions.toNotAuthorizedException(SpecExceptions.java:94) at org.apache.cxf.jaxrs.utils.ExceptionUtils.toNotAuthorizedException(ExceptionUtils.java:137) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.reportinvalidClient(AbstractTokenService.java:278) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.reportinvalidClient(AbstractTokenService.java:273) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.getAndValidateClientFromldAndSecret(AbstractTokenService.java:133) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.getClientFromBasicAuthScheme(AbstractTokenService.java:155) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.authenticateClientlfNeeded(AbstractTokenService.java:96) at
org.apache.cxf.rs.security.oauth2.services.AccessTokenService.handleTokenRequest(AccessTokenService.java:98) at sun.reflect.NativeMethodAccessorimpl.invokeO(Native Method)
[ausgeschnitten] at org.apache.catalina.valves.RemotelpValve.invoke(RemotelpValve.java:677) at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:342) at
org.apache.coyote.httpl1.Httpl1Processor.service(Httpl1lProcessor.java:799) at org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:66) at
org.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:868) at org.apache.tomcat.util.net.NioEndpoint$SocketProcessor.doRun(NioEndpoint.java:1455) at
org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49) at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149) at



java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624) at org.apache.tomcat.util.threads.TaskThread$WrappingRunnable.run(TaskThread.java:61) at
java.lang.Thread.run(Thread.java:748) 2018-03-12 20:53:44.924 - INFO [http-nio-9080-exec-6] f.s.w.FederationAuthenticationEntryPoint : Redirecting to IDP:
http://docker-dev-54.cgn.company.de:9080/idp/federation?wa=wsigninl.0&wreply=http%3A%2F%2Fdocker-dev-54.cgn.company.de%3A9080%2Foidc%2Flogin&wtrealm=urn%3Aorg%3Aapache%:
2018-03-12 20:53:49.397 - INFO [http-nio-9080-exec-7] o.a.c.interceptor.Logginglninterceptor : Inbound Message -----------------=--==------ ID: 6 Address:
http://docker-dev-54.cgn.company.de:9080/oidc/idp/authorize?prompt=noneé&client_id=64xIVPxviKWSog&redirect_uri=http://talend651-dev-tdp.cgn.company.de:9999/signin&response_type=code&s
Encoding: UTF-8 Http-Method: GET Content-Type: Headers: {Accept=[text/ntml,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8], accept-encoding=[gzip,
deflate], accept-language=[de-DE,de;q=0.9,en-US;q=0.8,en;q=0.7], connection=[keep-alive], Content-Type=[null], host=[docker-dev-54.cgn.company.de:9080], upgrade-insecure-requests=[1],
user-agent=[Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.186 Safari/537.36]} --------------====mmmmmmmmmmmmmmmeee 2018-03-12
20:53:49.398 - WARN [http-nio-9080-exec-7] o.a.c.r.s.o0.s.AbstractOAuthService : Unsecure HTTP, HTTPS is recommended 2018-03-12 20:53:49.479 - WARN [http-nio-9080-exec-9]
0.a.c.j..WebApplicationExceptionMapper : javax.ws.rs.NotAuthorizedException: HTTP 401 Unauthorized at
org.apache.cxf.jaxrs.utils.SpecExceptions.toNotAuthorizedException(SpecExceptions.java:94) at org.apache.cxf.jaxrs.utils.ExceptionUtils.toNotAuthorizedException(ExceptionUtils.java:137) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.reportinvalidClient(AbstractTokenService.java:278) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.reportinvalidClient(AbstractTokenService.java:273) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.getAndValidateClientFromldAndSecret(AbstractTokenService.java: 133) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.getClientFromBasicAuthScheme(AbstractTokenService.java:155) at
org.apache.cxf.rs.security.oauth2.services.AbstractTokenService.authenticateClientlfNeeded(AbstractTokenService.java:96) at
org.apache.cxf.rs.security.oauth2.services.AccessTokenService.handleTokenRequest(AccessTokenService.java:98) at sun.reflect.NativeMethodAccessorimpl.invokeO(Native Method) at
sun.reflect.NativeMethodAccessorimpl.invoke(NativeMethodAccessorimpl.java:62) at sun.reflect.DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl.java:43) at
java.lang.reflect.Method.invoke(Method.java:498) at org.apache.cxf.service.invoker.Abstractinvoker.performinvocation(Abstractinvoker.java:180) at
org.apache.cxf.service.invoker.Abstractinvoker.invoke(Abstractinvoker.java:96) at org.apache.cxf.jaxrs.JAXRSInvoker.invoke(JAXRSInvoker.java:191) at
org.apache.cxf.jaxrs.JAXRSInvoker.invoke(JAXRSInvoker.java:101) [ausgeschnitten] at org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49) at
java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149) at java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624) at
org.apache.tomcat.util.threads.TaskThread$WrappingRunnable.run(TaskThread.java:61) at java.lang.Thread.run(Thread.java:748)

The other logfiles didn't show any errors as far as | can see.

| checked all settings but can't figure out why it doesn't work in 6.5.1. Talend Data Steward funktioniert auf 6.5.1....Jemand eine Idee?



