Hm, because some other people tried to use cryptography in Talend, | will post this demonstration of AES(Rijndael) with 256-bit key in CBC mode. This code you could tailore into Talend
subroutine and use on your own. Maybe something like this will be implemented in a way of Talend component and you will be able to encrypt data from the design point of view...hope it
helps...

Ladislav

package org. archenroot. crypto. aes;
/*

>*

@#) Encrypt String.java

Summary: Application for encrypt string vari abl es.
AES(Ri j ndael) with 256-bit key in CBC node.
This is just a denonstration piece of code.

Copyright: (C) 2009-2011

Li cence: MT
Copyright (c) 2011 Ladislav Jech

Perm ssion is hereby granted, free of charge, to any person
obtaining a copy of this software and associ at ed docunent ati on
files (the "Software"), to deal in the Software w thout
restriction, including wwthout [imtation the rights to use,
copy, nodify, nmerge, publish, distribute, sublicense, and/or sel
copies of the Software, and to permt persons to whomthe
Software is furnished to do so, subject to the foll ow ng

condi tions:

The above copyright notice and this perm ssion notice shall be
i ncluded in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVI DED "AS 1 S", W THOUT WARRANTY OF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES
OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPOSE AND

NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR COPYRI GHT
HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LITY,
VHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SI NG
FROM OUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR
OTHER DEALI NGS I N THE SOFTWARE.

Requires: JDK 1.6+
Created with: Eclipse Galileo 3.5

Ver sion Hi story:
1.1 2011-02-08
Initial version
1.2 2011-12-01
Added JCE Unlimted Strength check
/
| nport javax. crypto. BadPaddi ngExcepti on;
| nport javax.crypto. G pher;
I nport javax.crypto. ||l egal Bl ockSi zeExcepti on;
| nport javax. crypto. NoSuchPaddi ngExcepti on;
| nport | avax. crypto. Secr et Key;
| nport | avax. crypto. Short Buf f er Excepti on;
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| nport | avax. crypto. spec. | vPar anet er Spec;
| nport javax. crypto. spec. Secr et KeySpec;
| nport java.i o. Buf f eredReader;

|
I nport java.io.BufferedWiter;
I nport java.io.File;

I nport java.io. Fil eReader;

I nport java.io.FileWiter;

| nport java.io.| CExcepti on;

I nport | ava. ni 0. charset. Charset;

| nport java. security. General SecurityException;

I nport java.security.|lnvalidAl gorithnParanet er Excepti on;
| nport | ava.security.|lnvali dKeyExcepti on;

| nport | ava. security. NoSuchAl gorithnExcepti on;

I nport static java.lang. System out;

/**

)(.

Application for encrypt string using AES with 256-bit key in CBC node.

* You need to unlock maxi mal cryptography |evel of Java Run-tine Environnent.
* It's about replacing local policy.jar and US export policy.jar which can

* obtained at http://ww. oracle.conftechnetwork/java/javase/ downl oads/i ndex. htnl .
* Name of extension is: Java Cryptography Extension (JCE) Unlimted Strength
* Jurisdiction Policy Files 6 (verze pro JRE 6. *).

*

* <pl/>

* This version use AES/ CBC/ PKCS5Paddi ng b/

* */

public class EncryptString {

I e CONSTANTS ---------mmmmmm e e e e e oo - -
/**

* Configuration of used algorithm
* Do not use |less secure DES. Setting up another value can prevent of

* using this software and will require to specify sone additional
* paraneters for initial vector.

*/

private static final String ALGORI THM = " AES";

/**

: Configuration of bl ock node. Do not use | ess secure ECB node.

piivate static final String BLOCK MODE = "CBC';
/: Configuration of "paddi ng".

piivate static final String PADDI NG = " PKCS5Paddi ng";
/: Encodi ng used for converting bytes <--> Strings.
piivate static final Charset CHARSET = Charset.forNanme("UTF-8");
/: 128-bit of salt. Not so secure, but stable bytes for use with AES- CBC node.
pr{vate static final |vParaneterSpec CBC SALT = new | vPar anet er Spec(
new byte[] { 7, 34, 56, 78, 90, 87, 65, 43, 12, 34, 56, 78, -123,
87, 65, 43 });

/**

* 256-bit static key. Schould be replaced by generated one for better security.

* But for denonstration purposes it's built-in.



*/
private static final SecretKeySpec STATI C KEY = new Secr et KeySpec(
new byte[] { 75, 108, 105, 99, 32, 107, 32, 104, 101, 115, 108,
117, 109, 32, 101, 120, 116, 101, 114, 110, 105, 99, 104,
32, 115, 121, 115, 116, 101, 109, 117, 32 }, ALGORI THM;

/*

* To make it nore independent against external library (ArrayUtils), here are defined
* an enpty arrays.

*/

/** Enpty array of bytes. */
private static final byte[] EMPTY_BYTE ARRAY = new byt e;
[** Mask for 0. bit of byte. */
private static final int BIT 0 = 1;
/** Mask for 1. bit of byte. */
private static final int BIT_ 1 = 0x02;
[** Mask for 2. bit of byte. */
private static final int BIT 2 = 0x04;
/** Mask for 3. bit of byte. */
private static final int BIT_3 = 0x08;
[** Mask for 4. bit of byte. */
private static final int BIT 4 = 0x10;
/** Mask for 5. bit of byte. */
private static final int BIT 5 = 0x20;
[** Mask for 6. bit of byte. */
private static final int BIT 6 = 0x40;
/** Mask for 7. bit of byte. */
private static final int BIT_7 = 0x80;
[** Mask array. */
private static final int[] BITS={ BIT O, BIT 1, BIT 2, BIT_ 3, BIT 4,
BITS5 BIT 6, BIT 7 };

/**

>(.

Encrypts nessage in clear text and wite into the XM. file, seek for
begi nni ng TAG <Hesl 0>, finishing then </Hesl o>.

@ar am ci pher

type of cipher used for encrypt.
@par am key

tajny kli? pou?ity pro ?ifrovani souboru.
@aramfile

file, do kterého se zapi?e za?ifrovana zprava.
@par am cl ear Message

?isty text zpravy ur?ené k ?ifrovani.

@ hrows | nval i dKkeyExcepti on
kdy? je n?co ?patn? s kli?em M7?e byt zp?sobeno tim 7?e JRE
nepou?iva kni hovny pro vysoky stupe? ?ifrovani.
@ hrows | CExcepti on
kdy? je n?jaky probl ém se zapisemfileu, nebo obecn? s
operacem vstupu/ vystupu.
@ hrows | nvali dAl gorit hnPar anet er Excepti on
kdy? je problémse "soli", nebo-li s parametrem CBC SALT.
@ hr ows BadPaddi ngExcepti on
kdy? je probléms "vycpavkou" ?ifry. VWcpavka zvy?uje
zabezpe?eni p?i brute-force pokusech o proloneni ?ifry.
@hrows |11 egal Bl ockSi zeExcepti on
kdy? je probl ém s neplatnou velikosti bloku ?ifry.
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* @hrows ShortBufferException
* kdy? je zasobnik p?ili? maly pro zpracovavana dat a.
*/
public static void witeEncrypted( C pher cipher,
Secr et KeySpec key,
String file,
String cl ear Message)
t hr ows
| nval i dKeyExcepti on,
| OExcepti on,
| nval i dAl gori t hnmPar anet er Excepti on,
|1 | egal Bl ockSi zeExcepti on,
BadPaddi ngExcepti on,
Short Buf f er Excepti on
{
/] Objects related to file works.
Fi |l eReader fil eReader = new Fil eReader(new File(file));
Buf f er edReader i nputBuffer = new BufferedReader (fil eReader);
File tenporaryFile = new File("tenp.xm");
FileWiter fileWiter = new FileWiter(tenporaryFile);
Buf feredWiter outputBuffer = new BufferedWiter(fileWiter);
/1l Initiation of cipher.
ci pher.init(C pher. ENCRYPT _MODE, key, CBC SALT);
byte[] clearMessageByte = cl ear Message. get Byt es( CHARSET) ;
byte[] encryptedMessageByte = ci pher. doFi nal (cl ear MessageByte) ;
/'l Encrypt nessage and transfer it to encoded fornmat Base64.
final String encodedBase64 = new String(encode(encryptedMessageByte),
CHARSET) ;
/*
* Inactive part - ideais to make it work directly in RAM i nstead
* of file, but for denonstration it is enough.

* long delka = new File(file).length(); MappedByteBuffer in = new
* FilelnputStrean(file). get Channel (). map(

* Fi |l eChannel . MapMbde. READ ONLY, 0, delka); int i = 0; while (i <
* delka) in. Systemout.print((char) in.get(i++));

*/

/Il Wite tenporary file, which already consists of encrypted content.
String row = null;
while ((row = inputBuffer.readLine()) != null) {
I f (row. indexOn("</Heslo>") > 0) {
out put Buffer. wite("\t<Hesl 0>");
out put Buffer.wite(encodedBaseb64);
out put Buf fer. wite("</Heslo>");
out put Buffer.wite("\'n");
} else {
out put Buffer.wite(row);
out put Buffer.wite("\'n");

}
}

/] Explicitly clean nenory.

| nput Buf fer. close();

fil eReader. cl ose();

out put Buffer. cl ose();

fileWiter.close();

/Il Wite data fromtenporary to live file.
File f = new File(file);



I f (f.delete()) {
Fil eReader fil eReaderl = new Fil eReader(new Fil e(tenporaryFile
.get AbsoluteFile().toString()));
Buf f eredReader i nputBufferl = new BufferedReader(fil eReaderl);
File outputFile = new File(file);
FileWiter fileWiterl = new FileWiter(outputFile);
Buf feredWiter outputBufferl = new BufferedWiter(
fileWiterl);
String output Row = nul | ;
while ((outputRow = inputBufferl.readLine()) !'= null) {
out put Buf ferl. wite(out put Row);
outputBufferl.wite("\n");
}
| nput Buf ferl. close();
fil eReaderl. cl ose();
out put Buf fer 1. cl ose();
fileWiterl.close();
}
tenporaryFil e.del eteOnExit();
tenporaryFile = null;
f = null;
/*
* Check encrypting nechanins in a way that encrypted and encoded nessage
* I's again decoded and decrypted and printed to standard output. |If the nessage
* is different on input&output then it synptom of corrupted cryptography settings.
*/
ci pher.init(C pher. DECRYPT _MODE, key, CBC SALT);
byte[] original = cipher.doFi nal (decode(encodedBase64
.getBytes("UTF-8")));
Syst em out
.println("Decoded end decrypted nessage for check:
+ new String(original, CHARSET));

} .
[ | m e e e e POVOCNE METODY - ------------mmmmmmmmoooooaan-

/**

* Converts bytes to String of hexadeci mal val ues.

*

* @ar am buf

* | nput array of bytes.

* @eturn String of hexadeci mal val ues of input buffer
*/

public static String jakoHexa(byte buf[]) {
StringBuffer strbuf = new StringBuffer(buf.length * 2);
int i;
for (i =0; I < buf.length; i++) {
if (((int) buf & Oxff) < 0x10)
strbuf. append("0");
strbuf.append(Long.toString((int) buf & Oxff, 16));

}
return strbuf.toString();

}

/**

* Converts array of clear binary data to array of ASCII 0 and 1 characters
* for each bit of argunent.

*

* @aramraw



* raw bi nary data
* @eturn array of byte bajtovych data 0 a 1 for each bit of argunent
* @ee org.apache. conmons. codec. Bi nar yEncoder #encode( byte[])
*/
public static byte[] doASClIBajtu(byte[] raw {
I f (isEmpty(raw)) {
return EMPTY_BYTE_ARRAY;

}

/1l get length/8 * bytes with 3-bit junp to left fromlength
byte[] | _ascii = new byte;

/*

* Lower index jj by 8 because of not reconpute block in case on nultiplication
*/
for (int it =0, jj =1 _ascii.length - 1; ii <rawlength; ii++ jj -=8) {
for (int bits = 0; bits < BITS.length; ++bits) {
If ((raw & BITS) == 0) {

| ascii ="'0";
} else {
| ascii ="'1";
}
}
} Ny
return | _ascii;
}
/**

* Decodes array of bytes where each each byte is like ASCII '"0' nebo '1'.
* @aram asci
* each byte is like ASCII '0' nebo '1'
* @eturn clear coded binary where each bit is |ike byte frombyte array argunent
*/
public static byte[] fromASCI | (byte[] ascii) {
I f (isEnpty(ascii)) {
return EMPTY _BYTE ARRAY,

}

/'l get length/8 * bytes with 3-bit junp to right fromlength
byte[] | _raw = new byt e;

/*

* Lower index jj by 8 because of not reconpute block in case on nultiplication
*/

for (int ii =0, jj = ascii.length - 1; ii < | _rawlength; ii++ jj -=8) {
for (int bits = 0; bits < BITS.length; ++bits) {
If (ascii =="1") {
| raw | = BITS;
}
}
}
return | _raw,
}
/**
* Converts array of binary data to array of ASCII 0 a lcharacters.
*
* @ar am bi nary
* clear binary data for convert
* @eturn array of bytes ASCII of 0 a 1 values, each byt for 1 bit of argunent
*

@ee org. apache. coommons. codec. Bi nar yEncoder #encode(byte[])



*/
public static byte[] encode(byte[] binary) {
return doASCl | Baj t u( bi nary);

}
/**
* Decodes array of bytes where each byte represents ASCII '0'" or '1'.
*
* @aram asci
* each byte represents ASCII '0' or '1
* @eturn clean coded binary data where each bit is related to one byte in input
* array of bytes argunent
* @ee org.apache. conmons. codec. Decoder #decode( Obj ect)

~~

public static byte[] decode(byte[] ascii) {
return fromASCl | (ascii);

}
/**
* Returns <code>true</code> if input array is <code>null </code> or
* enpty (length 0)
*
* @aram array
* | nput array
* @eturn <code>true</code> if input array is <code>null </code> or
* enpty (length 0)

~~

private static boolean isEnpty(byte[] array) {

return array == null || array.length == O;
}
public static void testEnvironnent()
t hr ows

NoSuchAl gorit hnExcepti on,
NoSuchPaddi ngExcepti on,
Gener al SecurityExcepti on

{

/'l Testing 64-bit block

byte[] data = { 0x00, 0x01, O0x02, 0x03, 0x04, 0x05, 0x06, 0x07 };

/|l Creates 128-bit key fromraw bytes

Secret Key keyl28 = new Secr et KeySpec(new byte[] { 0x00, 0x01, 0xO02,
0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, Ox0a, 0x0b, 0xOc,
0x0d, Ox0Oe, OxOf }, ALGORI THM ;

/|l Create ciphre and try to encrypt data bl ock with defined key

C pher cipher = G pher.getlnstance(ALGORITHM + "/" + BLOCK MODE + "/ "
+ PADDI NG ;

ci pher.init(C pher. ENCRYPT _MODE, keyl1l28, CBC SALT);

ci pher. doFi nal (dat a) ;

Systemout.println("128-bit test result: OK ");

/'l Creates 192-bit key fromraw bytes

Secret Key key192 = new Secr et KeySpec(new byte[] { 0x00, 0x01, 0x02,
0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x0a, 0x0b, 0xOc,
0x0d, OxOe, OxOf, 0x10, Ox11, Ox12, 0x13, 0x14, O0x15, O0x16,
0x17 }, ALGORI THV;

/1l Try to encrypt data bl ock with new key

ci pher.init(C pher. ENCRYPT _MODE, keyl192, CBC SALT);

ci pher. doFi nal (dat a) ;

Systemout.printin("192-bit test result: OK");



/| Creates 256-bit key fromraw bytes

Secret Key key256 = new Secr et KeySpec(new byte[] { 0x00, 0x01, 0x02,
0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x0a, 0x0b, 0xOc,
0x0d, Ox0Oe, OxOf, 0x10, Ox11, O0x12, 0x13, 0x14, Ox15, O0x16,
Ox17, 0x18, 0x19, Oxla, Ox1lb, Oxlc, Ox1d, Oxle, Ox1f },
ALGORI THM ;

/1 Try to encrypt data block wth new key

ci pher.init(C pher. ENCRYPT_MODE, key256, CBC _SALT);

ci pher. doFi nal (dat a) ;

Systemout.println("256-bit test result: OK ");

Systemout.println("Testing JCE restrinctions finished.");

ci pher = null;

}
I main() nmethod ------------------------
/**
* Application for encrypt nessage using AES with 256-bit key in CBC node.
* @aram args
* | nput paranetric XM. file. Message for encrypt.
*
* @hrows NoSuchAl gorithnException
* If AES is not supported.
* @hrows NoSuchPaddi ngExcepti on
* I f PKCS5 padding is not supported.
* @hrows | nvali dKeyExcepti on
* If there is sonmething bad wth key.
* @hrows | OException
* If there is issue with file works.
* @hrows java.security.|nvalidAl gorithnParanet er Excepti on
* If there is issue with CBC SALT(salting).
*/
public static void main(String[] args)
t hr ows

| nval i dAI gori t hnPar anet er Excepti on,
| nval i dKeyExcepti on,
| OExcepti on,
NoSuchAl gorit hnExcepti on,
| nval i dAI gori t hnPar anet er Excepti on,
NoSuchPaddi ngExcepti on,
Excepti on
{
/'l For test purposes
/[l String file = "Test.xm";
/[l String nessage = "Sone string to encrypt;
/1 If no argunents just wite out help.
If (args.length == 0) {
t est Envi ronnment () ;

return;
} else if (args.length == 2) {
/1l Test JCE

t est Envi ronnment () ;
[/l Initiation of encryption algorithm
out.printIn("lInitiation of ciphre AES in CBC node with \"paddi ng\"
C pher cipher = G pher.getlnstance(ALGORI THM + "/" + BLOCK MODE
+ "/" + PADDI NG ;
out.printIn("lInitiation of ciphre OK ");

PKCS5Paddi ng") ;



/1l Initiation of key.

Secr et KeySpec key = STATI C _KEY;
out.printin("lInitiation of static key O K ");
out.println("Start encrypting >>> ...");

/1l Attach and init variables of input paraneters.
String file = args.toString();

String nessage = args.toString();

/'l For testing.

/[l String file = "/honme/zangetsu/file.xm";

/1l String nmessage = "AES cifrovani v praxy";

/[l Wite input nessage to input file in encrypted and encoded form
wri t eEncrypted(ci pher, key, file, nessage);
out.println("End of encrypting >> O K ");

ci pher = null;

} else {

/'l Bad nunber or types of argunents.

}
}
}



