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1 Introduction

There are many single sign-on solutions in the market that protect a URL or web resource
by redirecting the initial request for a protected resource to a login page prompting the
user to enter their (single sign-on) credentials. Once a user is authenticated the user is
again redirected, this time back to the originally requested resource, and this time the
Single Sign-on solution will have also appended an HTTP header containing the user id of
the logged in user. The name of the header will vary from system to system (e.g. the header
name is “sm_user” for SiteMinder, ivuser for WebSEAL) and the content will be the user id.

If the Accesspoint does not find the user id in the header, the “Login address” will have
Accesspoint redirect to the given URL (note in most commercial single sign-on solutions like
this the redirect is handled outside of Accesspoint by the SSO piece so in many cases this
will simply be a precaution that should never really get called)

This document describes how to configure Qlikview with IIS to use the existing SSO
infrastructure. In the following chapter we will also mimic a SSO infrastructure. Be aware,
that this example configuration is for testing only, and is not meant to be deployed in a
productive environment.

1.1 Example

Attached to this document you will find the sources for a small example to mimic a SSO
infrastructure.

Request has
AccessPoint | QVUSER header IS
Website
=
|
ISAPI Filter .
Browsing to
ist files for user i the AccessPoint
Qvs AccessPoint
{in DMS mode) Service
Request without
QVUSER header
LogOnSite ; — ,
i .meta Redirected to AccessPoint with cookie set

The provided logon site will handle the logon. The actual site will not check the password,
but allow whatever username you type in there. In a real world scenario, password checks
etc. will have to be implemented.

The logon site will add a cookie to the user called QvCookie, containing the username in
clear text. In a real world scenario this should be done using some kind of advanced ticket
handling instead.
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Accesspoint Single Sign On

The Accesspoint will trust this header and request files from the Qlikview server for this
user.

To allow us to use non windows-user with Qlikview the Qlikview Server has run in DMS
mode. Additionally as we have to configure the Accesspoint to look for the HTTP-Header
field. As we want to deploy an ISAPI-Filter for the SSO Example, we then need to configure
IIS.
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2 Configuration QV Server

Out of the box Qlikview Server uses Active Directory users in NTFS mode. Typically a SSO
system is placed on top of a non-AD directory services. In such a scenario the Qlikview
Server needs to run in the so called “DMS”-mode and controls Authorization by itself
(.gvw.meta files typically managed by Qlikview Publisher).

2.1 QVS DMS Mode

Use the QlikView Enterprise Management Console to configure DMS mode. Go to

“System |Setup|QlikView Servers| Security | DMS Authorization”. Click “Apply” and restart
the Qlikview server. The screenshot slightly differ in QV9 and QV10. But the relevant setting
is the same.

/2 glikview Enterprise Management Console - Windows Internet Explorer
@ - |g-| http:{{localhost: 4750/gemc|Systemetup. htma

File Edt Wew Favorkes Took Help

QlikView

Supporting Tasks  Licenses  About

General Folders Documents Performance Logging Print Securify Cluster  Distribution
= (#)) Command Center

2 [ Qlikview Servers Authentication

QQWWWH Clients Anonymous Account
[ [£5 Distribution Services

[ [£5 Directory Service Connectors

o Always anonymous € On domain
& llow anonymous & onlocal computer
= [ QlikView Web Servers ' prohibit anonymaus

@ Quwis@locahost

4 Mail server

Authorization
" NTFS authorization (Windows controls file access)

MS authorization {QlikView controls file access)

Directory Service Connector URL
Ihtip:;’,-’Iocalhust:#?Equtds.asmx

Miscellaneous
Allow dynamic data update

¥ allow macro execution on server

[T Allow unsafe macro execution on server
I &liow sdmin using name and passward
[T Enable server push over HTTP tunnels
~ Compress network traffic
Alternate build number:
Alternate document root:
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Accesspoint Single Sign On

To give users access to documents, go to “Document|User Documents”. Select a document
and go to “Recipients”. Add the usernames (of your SSO system) which should have access
to the document.

Enterprise Management Console - Windows Internet Explorer

- |g‘, http: fflocalhost: 4 780fgeme UserDocuments, hkma ﬂ “_ﬂ |£| |L|ve Search

FEle Edt view Favortes Tools Help
S5 = | & clikview - AccessPaint & clikview Enterprise Mana,.. X B~ B - v [kpage » (Tl » 7

= o
= ] ke
B—

=] Gj QVS@w2k3server
[ mobile Recipients

Server Setfings Authorization Document Information Collaboration Objects

arrow Hame Access

audi |!_|semamg Always
BOOKmarkajax
conditional
customabject
Data Visualization
dms.
dmsSectionAccess
dmstest

Films

Finance Controling
IR_v0.1

[ tinechart
meop_070502
Online Sales
playlist_5

[ playist_5_test
Presentation_small

U. 5, Presidents
| ORI G

|rva Alnays

Isumeuser Always

T T S ecalinranet [Fd% -

In the screenshot above we give the users ,username”, ,,rva“ and ,,someuser” access to the
document ,,dms”“. In a productive environment use Qlikview Publisher and distribution tasks
to manage this list.
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2.2 Configure Accesspoint

In the Enterprise Management Console go to ,,Qlikview Web Servers” and select the web
server.

2.2.1Qlikview 9

Go to “Accesspoint” and add to the field “User Name Header” the value “QVUSER”. This
makes the Accesspoint to check for the HTTP-Header field.

You can utilize the field “Login address” to make a redirect to the specified page if no HTTP-
Header field was found. This should be the URL of your login-page. For testing purposes set
it to http://www.google.com.

Ensure that the Authentication is set to “Always”.

/2 Qlik¥iew Enterprise Management Console - Windows Internet Explorer

@ - |g| http: g flocalhost: 4760 geme /Sy stemSetup. htma# j !El |El Live

Fle  Edit Wiew Favorkes Tools  Help

* e @ Qlikiiew Erterprise Management Consale ﬁ:’w |

System QlikView
Supporting Tasks  Licenses  About

Summary General
= (i) Command Center

[ [ glikview Servers Path
[# [ Distribution Services
[ Directory Service Cannectors
=[S Qlikview Vieb Servers

& Quivsgiacahost

[ Mail server

|vaAJA_xZFcf'A_ccgsstn_t.aspx

Authentication

[ Always Custom user address: |nti: /localnost: 4735 /qtds zsmx

« Login Login address: Ihtu:n:,ff‘.\",\".n'.goog\e‘com

' Never User name header: |QVUSER

Default Preferred Client Client Paths

e plugin IE plugin: IvaPIug\n;'opendoc.hh’n

' Java Java: |vaJava!opendU:‘hhn

% a38x zero faotprint AJAX zero footprint: [iqualaxzfe opendoc.him
Plugin Download

™ Show link
Server Connections

Hame

I QuS@w 2k3server

Double check the settings in the config file C:\Documents and Settings\All Users\Application
Data\QlikTech\QvWebServer\config.xml. If you don’t want to use the default prefix
“CUSTOM/” for all of your users remove it from the key <UserPrefix> .
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ocuméents and Settin

Ele Edt WYsw Favortes Tools  Help

Qeack ~ ) -~ [T ‘,‘”‘ Search |1~ Folders ‘ i X 6 |

-

Address | CADocuments and Settingsill Users|pplication Datal QliTech\GviebServer

Falders X || Name = | Size | Tvpe
) d169a0cca0=4ff16790s I | =T File Folder

i‘: Favorites
|3 Local Settings
& () My Documents
B My Recent Documents
(=) MetHood
(3 PrintHaod
1) SendTo
=1 () Start Menu
@ Programs

[ config zml SKE XML Document
1= |5 Documents and Settings [P config.xml - Notepad
El I Administrator Fis Edt Fomat Wiew Help
I Application Daka fcanfig> =
I3 Desktop <Port>80</Port> i—

<HttpsPort>-l</HttpsPorts>
<TunhnelHost:=localhost< TunneTHoS T
<synchronous=False</synchronous:
<CDmf'i_c|]Ur'\>http LS AT S0 gwws . asmr< Configur s
<TunneTurlshttp: //_/scr-lpts/qumnme'l d17</Tunnelurl:
<LogLevel>Information</LogLeval>
<usecnmgressinn>Trch/UseCDmpressiDm>
<InstallationPath>C:vProgram Fileshqlikviewhserveriquwebserver</InstallationPaths>
<AccessPoints
<Path>fQuajaxzfc/accesspoint. aspx</Paths>
<ajaxcClientPaths /Qualaxzfcopendoc. htmesajaxclientpaths
cJavaCTw5thath>/QvJava/DpendUc htm{/JavaC11entPath>

tRath b =1 Tianteath .

| Templates
ElE) All Users
B (3 Application Data
122 Microsaft
B 1) QlikTech
'ufl DirectoryServiceConnector

<Autﬁent1 cationLevel=al ways</AuthEmt‘| cati Dm\.eve? >

<HighlightNotExecutedlobs»False</Hi g|;h1 dghtnotExecutediobs:
<HighlightThresholdwinutes=60</HighTightThresholduinutes:
<customUseraddress=http://Tocalhost:4735,/grds. asmx</customuser address:
<A'I 1 nwcmdur'l>|:a'\ se</al ?nwcmdur'\ >

{51 Documents
1553 Publisher
1 Qlkiew

cuserPreﬁx I
<UsernameHeader »QWUSER</UserNameHeader »
<Loginaddrass>http: /fwww. googla. come/Loginaddresss

120 QlikviewManagementService

@ 33 Qvs

ke ot
<Mames>Qvs@w2k3server </ Namas
<addows s
<MachineswZk3server</machines
<POrT=4747</POrt=
<Linkmachinenames=w2k3server</LinkmMachinemame:s
<A'\wa¥sTunne'\>Fa'|se</A'IwaysTunme'I>
<weightsl< weight:
<Username />
<Password />
< SAddavss
</addclusters
</AccessPDimt>
<ajaxs
<Path>fQualaxzfc/Qusviewclient. aspx</Path>
<Path>/Qualaxzfc/avsviewclient. asp</Path>
<ATlwaysanonymous >True</Always Anonymous >
<QwsHoOsT>localhost</QvsHOST>
<NDCF¥EtD>Fa1Se</NDCI"yp'ED>
<prohibitauthenticationsrFalse</Prohibitauthentication:
<prohibitmachinerd>False</ProhibitmachineIds= -

2.2.2 Qlikview 10

For Qlikview 10 the dialogs in QE
the following options.

& Qiiew Enterprise Management Console - Windows Infemet Explorer

MC have slightly changed. In the tab “Authorization” select

OOWe v e v

¢ Favoriten | <5 __ Salesforce.com - Sichere.. ] QlikView - AccessPoint g2

QEMC

m About  Supporting Tasks

Summary

=) (%) Management Service
8 [ QlikView Servers
& [£ Distrbbution Services
[ Directory Service Connectors
5 [ QlikView Web Servers
S Quis@autwls-rvad2

[ Mall Server

Head:

Prefix:

© always

6 [ Remote Management Services @ Never

Custom User.
Parameters:

Header name:

Cogin Address
@ Defautt login page (browser authentication)
Alternate login page (web form)

© custom login page

General  Authentication | AccessPoint

Ajax  Web

ier

QUUSER
MYDOMAIN|
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Doublecheck the settings in c:\ProgramData\Qliktech\WebServer\config.xml

8 psPod JC\ProgramData\GikTechWebserveRconhgamlill | 0 b N

Iéi'plé'lﬁ'm

=
|L.umﬁgmﬂ|
[} ? 1 19 1 P 1 52 1 20 1 i 1 8 1 9 1 il 1 =2
v <CustomUserPort>4735</CustomlUserPort>

<DirectoryServiceConnectorSecttingsy>
<ID>091c121f-2386-41cf-Bcb9-fabb4188a4e8</ID>
<Urlrhttp://autwls-rvad2:4730/gtds. asmx</Url>
<Name>DSCEautwls-rval2</Name>
<Username>DrdCGMNECwWU=</Username>
<Password>DrdCGMWECWU=</Password>
<LogLevel>Normal</Loglevel>
</DirectoryServiceConnectorSettingss>
</AddDSCClusters>
<Ruthentication>

<AuthenticationLevel>Always</AuthenticationLevel>
<LoginAddress>/glikview/login.htm</LoginAddress>
<LogoutAddres=s>logout . htm</Logoutiddress>
i <GetTicket url="/QvAjaxZfc/GetTicket.aspx" />
<HttpRuthentication url="https:// /scripts/GetTicket.asp" scheme="Basic" /> |
<Headerhuthentication url
</RAuthentication>

P%|@mEGG .EI

=" /OvAJEXZfc/huthenticate.aspx"” header="QVUSER" p:eilx="HYDOﬁ51N\" f}i
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2.3 Stop QlikView WebServer

As we want to utilize IIS in our scenario, stop the service “QlikView Web Server”. You may
want to set the “Startup Type” of the service to “Manual”.

iew Enterprise Management

G——\,- [ ] http:fflacathost: 4760 mem: .t = | ‘E‘ E‘ [lve Seorch

File Edit View Fayartes Tooks Help

indows Internet Explarer

- o= page + [ Tack +

U0 47 @ Oliiew Enterprise Management Console

System

Supporting Tasks  Licenses Ele  Artion  View

ST se"*|@\ B @2E =l

Services (Local)

S (@) Command Center
[ Qlikview Servers Settings Path
(5 Distribution Services Settings path: QlikView WebServer | Deseription | Status.

T LI Security Suppart Pravider Prawides s... Local Systen
0 [E5 Directory Service Connectors 2
= HMime Types Ston the service b Performance Logs and Alerts Collects pe. s Automatic Nekwiarks..

B e Wl Sl Extension Restart the service $4Plug and Play Enablesac.. Started  Automatic Local Systen

&4 QvwsEnZkaserver dhPartable Media Serial Mumber Service Retrievest.. Manual Local Systen
2 Description: $Print Spooler Managesal... Started  Automatic Local Systen.

5 Mail server

The web server for the AccessPointand & protected Storage Protectsst.. Stated  Automatic Local Systen

the AJAX pages, Alsa responsible for

foad balancing the QVS. dhlkview Directory Service Connector Kempstrac.. Stared  Automatic QUKVIEW..

thkVIEW Distribution Service: The servic...  Started Automatic QLIKWIEW, .

thk\dlEW Management Service Hoststhe ...  Started Automatic QLIKWIEWY. .

b Qikviews Publisher Command Center Servics  The Enterp.., Started  Automatic QUKVIEW...

dhlkview Server Hoststhe .. Started  Automatic QLIKVIEW,

Root Folders yRemate Access Auta Connection Manager Creates a .. Mariusal Local Systen
4Remate Access Connection Manager Createsa... Stated  Manual Local Systen
4Remate Deskiop Help Session Manager Manages a... Marual Local Systen
faveLua feRemote Procedure Call (RPC) Servesast.. Stated  Automatic Netwark 5.,
lQ\fJT yRemate Procedure Call (RPC) Locator Enablesre.. Mariusal Network 5.

Remate Registry Enablesre.. Started Automatic Local Service
JQvadmzre 4Remavable Storage Manages a... Manual Local Systen
. R esultant Set of Policy Provider Enablesa ... Marual Local Syste

fRauting and Remote Access Offers rout... Disabled Lacal Systen
ESTAJAX tsecondary Logon Enablesst... Started  Automatic Local Systen
W ySecurity Accounts Manager The startu.. Started Automatic Local Systen

yserver Supportsfil... Started  Automatic Local Systen
3y shell Hardware Detection Provides n... Started  Automatic Lacal Systen
Spsmart Card Hanages 5. Manual Local Service
tspecial Administration Console Helper Allows adm... Marual Local Systen
ta System Event NotFication Monkors s...  Started  Automatic Local Systen

Name

\, Extended A Standard 7
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3 Configuration IS

3.1 Install with IS Support

While it is possible to manually configure the virtual directories in IS, you should always
install Qlikview Server with the feature “Microsoft 1IS Support”. See screenshot below.

"

S A TR E® =2 % |

@vv|@ <« Alle Systemsteuerungselemente » Programme und Funktionen - | 4 | | Programme und Funktionen durchsu... P |

Startseite der Systemsteuerun: ; v -
& - Programm deinstallieren oder dndern

Installierte Updates anzeigen Wihlen Sie ein Pregramm aus der Liste aus, und klicken Sie auf "Deinstallieren’, "Andern” oder

'EU Windows-Funktionen "Reparier

aktivieren oder deaktivieren 1) QlikView Server x64 - InstallShield Wizard [
F’rogralmm vom Metzwerk Organisierel _ i
installieren ’@

MName Select the program features you want installed. J-_

57 Qlikview

=] QlikView Click on an icon in the list below to change how a feature is installed.

=] QlikView inti

" Ql'k‘u' c Documentation - e Dol

@ I s | Qlikview Server Example documents

Bl Qikview Qlitiew Server Client files =

(=T Qlikview P Microsaft IS Support

[ QlikView S{ Qthlew Turinel ISAPT dl

08 AT g tribution Service E This feature requires OKE on

¢ Ql.lk‘u’.[ew I Qlikview Web Server your hard drive. Ithas 0 of 1

" QikWiew W | Qlikview SDK subfeatures selected. The

& Qlikview W Support Tools :L::geg?f:s A

& QlikView ) > -

5 QlikViewP!

ﬁ Safari

@ Salesforc

o

4 -

Supportlink: http TR qllkwew com

f—— 3

For the official documentation please refer to QVS10 Reference Manual Chapter 2.5
“Completing the installation” section “Running Microsoft Internet Information Services”.
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3.2 Configure QlikView Server to use IIS

To make Qlikview aware of 1IS open the “Enterprise Management Console”. Go to
“System | Setup | QlikView Web Servers”. Remove the old entry, and add a new URL
http://localhost/QVAJAXZFC/AccessPointSettings.aspx. Press “Apply”.

QlikView

Supporting Tasks  Licenses  About

[= (=) Command Center
8 [ Qlikview Servers
[# [ Distribution Services
[# [ Directory Service Connectors
= [ Qlikiew Web Servers
& ovwiselocalnost

4 Mail server

QlikView Web Servers
url

|ht1:p: [Mocalhost/QVAJAXZFC/AccessPointSettngs. aspx

Apoly

[ [ [ M3tocintranet
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3.3 Create user for Application Pool
This is a mandatory step for QVS9. QVS10 Setup does this automatically.

In DMS Mode a ticketing process is in place to allow users to access an application. This
ticket is passed over by the QlikView Server when requested by a “QlikView administrator”.
Therefore we need a user that is allowed to request such a ticket.

Create a new user “Accesspoint” that is member of the group “QlikView Administrators”
and is allowed to run an IIS application pool (typically the user needs to be a member of the
group “lIS_WPG” for that).

-.? Active Directory Users and Computers

@ File  Action iew ‘Window Help

«»I.FI%EIXI‘I@I@IQ@&?@

@ Active Directory Users and Computer
- 1 saved Queries

E@ glikviewd.cam e Type Description |
(22 Builtin ﬂ Accesspoint Accesspaoink User

(L Computers ﬁ Administratar User Built-in account For admini. ..

{3 Domain Cantrollers € aserET ) Accesspoint Accesspoint Properties 2x|

(21 ForeignsecurityPrincipals !ﬁCert Publishers

429 Users @Dnsﬁdmins Fiemote control I Teminal Services Profile I COM+
@DHSUDdBtEPFUXY General | Address I Account I Prafile I Telephones I Organization
€32 omain Admins Member OF | Dial-in I Enwiranment I Sessions

€7 Domain Computers
@Domain Controlers Member of:
@Domain Guests Mame Actlve Dlrectorg Folder
€72 Domain Users Jomair B 5
@Enterprise admins IIS__\:\_u"F'G - qglikview c:om.-" zE18
!ﬁGroup Policy Creato QlikWiew Administ... glikviewd.com/Users

Guest
@HelpServicesGrDup
€015 _wes
€ 10VS_W2KISERVER,
€7 IUSR_W2KISERVER,
€ IwWaM_W2KISERVE]
ﬂ glikview
€7 Qlikview Administrak Add |
€7 RAS and 1AS Server =
!ﬁSchema Admins
%SUPPORT_SSSQ‘IS&I Primary group: Domain Users

!ﬁTeInetCIients .
Set Frimary Group | There iz no negd to chgnge Frimary group u_nless
= you have Macintozh clients or POS[<-compliant

applications.

Bemove |

QK I Cancel Lpply
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3.4 Setup Application Pool
This is a mandatory step for QVS9. QVS10 Setup does this automatically.

Go back to IIS and create a new application pool ,AccesspointSSO“. Go to
“Properties|ldentity” and assign the newly created user to run the application pool.

Ermmrerm R

=) File  Action  iew ‘indow Help |_|- 2] x|
le» amEFER @mE]> = 0
E Computer Management (Local) Description | State |.Status
=] m System Tools S DefaultappPoal Running
@ Event Viewer ol Ticket Funning

g Shared Folders
Performance Logs and Alert:
Device Manager

& Storage
Removable Storage
Disk Defragmenter

Disk Managerent Add New Application Poal _X_l

E-& Services and Applications
[]...g Telephamy application pool ID; |AccessnointSSO\
Services

4y WMI Control

#-58 Indexing Service

[—]‘:‘ Internet Information Service :
+_| Application Pools - " Lse existing application pool as templats. |
B ‘Weh Sites
‘EJ-Q Default iteb Site Application pool namet [1Fariapg ool =]
drns

login '—I T
loginTestPage oK Cancel | Help |

qlikiews
ticketwebservic
QYAJAKZFC
) aspret_client
Ticketwebservic
1) ticketWebservic
[l+_) Web Service Extensions
[ A

Application pool settings

T

* Use default settings for new application pool

d 2

T TEE TR

_ﬂ__ Computer Management I ;LI;I_L_X} .
=) Fle  Adion dew window Help |;Ii|5|
El» mu

d Description I Path |

Racycling | Performance | Health  Identity |

| —

E

Application pool identity

Select & security account For this application poal:

g Performance Logs and Alerts

-2l Device Manager iy E‘Pede‘h‘ned INetwnrk Service j
[—]& Storage
Removable Storage & Configrable;
Iy Disk Defragmenter
i Pich M St User name:; | QLIKVIE WS accesspaint Browse

m
&

Services and Applications
- a Telephory

iz Services

-3y WM Control
BB 1ndexing service
Internet Information Services (115} Man
Application Pools
g“.:' DeFauItPgDpPao\

Password: |uouuuu

ok Ticket
) Web Sites
=@ Default web Site

Y dms i
Jogin 0ok I ‘Cancel Aol Help

loginTestPage

glikvigw
tickerWehserviceSecure
QWPLUGIN

3 QwClients

J Qwhjaxfc :
el as_pnet_client j

ettt
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This is a mandatory step for QVS9. QVS10 Setup does this automatically.

To allow IIS to retrieve the ticket, you now have to assign the application pool to the virtual
directory ,,QVAjaxZfc”. Select the virtual directory, go to “Properties|Application Pool” and
select “AccesspointSSO” from the dropdown.

| o
=t Elo Acion Yew Window Help IEETES
Qlikienm, ckx - i
- E Telephony ;I Narme [ Path [ status se Manage.., | |
glik\fenn‘exp & Services _Jbin -
m - WMI Control _Jhte
(- §8 Indexing Service 1 ArcessPaint.aspx
Quciennle | £y Intemes Information Ser | ) accasspintsettings.aspx S|
G B-_J Application Pools Authentication, asp = =
ﬁ (=) Web Sites erende Hem H]_‘TF" Headers Custom Errors I ASPMET
Glikenn.acx E-a !:)ef?jult ‘web Site Quscrpt s Virtual Directary Documents: I Directory Security i
S % I;;; =] Qusviewdlient. asp The content for this resource should come from: li
4.4 lnginTestPag =] Qusviswdlient aspx (e A directory lacated on this computer -
by glikvisw C‘j guxmilayer. asp " & share located on anather computer L]
=4k Quhsxfc A redirection ko a URL
B-_l bin
&1_J hee Local path: IC:\,Program Files\Qlik¥iewiServerQuili Browse.,.. |
& Client: .&
g Q:PL‘EZISN I Script source access. ¥ Log wisits
s Q ¥ Read v Index this resource
} [y ticketWebser I~ wirike -
n: [ aspret_client - D_' 't. e
[ TicketWebse LA T
e | B ticketWebs:r ~| . Application settings

Application name: | QuijaxZfc &I
Starting point <Diefault Web StesiQua...
J Configuration... l

Execube permissions: |Scripts and Executables [

Application pool: |Accessp0\ntSSO ﬂ Urload

K I Cancel | Arply | Help |
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3.5 User Fiddler to test configuration

Optionally you can use Fiddler (http://www.fiddler2.com/fiddler2/) to test your
configuration right now. Use the “Request Builder” and enter the URL
http://localhost./glikview/index.htm. (Use “localhost.” or the name of your computer;
Fiddler will not log requests to “localhost”).

fo gt

)Jcﬂmmant ‘f Reissua 3 Remove = b Resume Al | § streaming &) Orine
Web Sessions <<
| Result [ pratacal | Host | URL -
401 HTTP wokGserverid 730 fotds,asmx Execute
200 HTTP wakIserver 4730 fobds.asmx
200 HITR locahhast. jalikvisnindex.btm Parsed |raw | options |
200 HTTR Incalhost
a4 HTTR lacalhost.  jofikvisvindz:.htm feeT | [peepefocahos: fakrew/index. him TR =]
304 HTTR localhost, ﬂ?v:—\\axi&y‘htdoym( Request Helders
304 HTTP localhost.  jiQwhjaxEfcfhtelOvai: User-agerd; Fidder =
E locahost.  jQuiexzf/hte/Quiji et i -
04 HITR locahost.  jalkviswiQuaceesspo
a4 HTTP lacalhost,  jofikviemccessPaint
304 HTTP localhost,  falkvievsheader oot
304 HITR locahast,  folikviewAccessRaint .
200 HTTP lncalhost.  jQualaxzfefaccessPe
304 HTTR localhost,  fofikviewMissing.ipg
304 HTTP localhost,  fglikvisvsdonn.png
401 HTTP wek3serveri4730  fokds,asmx
200 HTTP wZk3server 4730 fobds.asmx
401 HTTP wk3serveri4710 fobcc.asms
200 HTTR wZk3server 4710 foboc.asmx ]
401 HTTR wikdserver: 4710, fotcc.asi K1} =l
200 HTTP wzk3server 4710 jgtee.asme Request Body
401 HTTP wZkIserver 4730 fobds.asmx -
2000 HTTP wkGserveri4730  fotds,asmx e
401 HTTP wk3serveri4730  fokds,asmx
200 HTTP wZk3server 4730 fobds.asmx
401 HTTR w2Zk3sarver 4730 fobds.asmyx
200 HTTP wZk3server 4730 fobds.asmx
401 HTTR w2kIserver:4730.  fokds, asmx
200 HTTP w2k3server 4730 fobds.asmx
401 HTTP w2kIserver 4730 fobds.asmx
200 HTTP wZkIserver 4730 fobds.asmx
401 HTTP wek3serveri4730  fokds,asmx
200 HTTP wZk3server 4730 fobds.asmx

Go to tab “Filters”. Check the checkbox “Use Filters”. Scroll down and add under “Request
Headers|Set Request Header” the value “QVUSER” with “username”

s Fiddler - HTTP Debugging Proxy. =

fle Edt Rules Toos Yiew Help

) Comment +3 Reissus 3 Remowve + b Resume 8l “Straam\ng ik auteDecode ‘@memm” #4Find [ save ‘eLaunch]E G Clear Cache & Encoder ‘@fraamff |MSDNSeavch 1@ Help @onine
| “’i’g" Sessions i ] % Inspectors autcResponder | @ Request sulder £ (2] Fiksrs | = Timelne |
Resulkt_| Prat Host | URL -
ol | oo o= 7 UsoFikers  Helb Hobe: Th fters ffavided on this pege are o smplstc subeet of the Fkering you can oreste using FiddierScript (cick Rules = Custorize R,
401 HITP wakiserver 4730 [atds. s
200 HITP wekaserver 4730 fords.asm Hosts
401 HITP wekiserveri4730  Jqhds.asmc - Ho Hast Fiter - -
200 HTTP wekiserveri4730  Jgbds.asmc
401 HITP wEkdserver47I0  [abds.asme =l
200 HTTP wek3server4730  fqrds.asmix
401 HITP wekiserveri4730  Jqhds.asmc
200 HITP wikiserveri4730  Jgbds.asmc =l
401 HITP wakiserver 4730 atds. s
200 HITTP w2kdserver4730  [qrds.asmx Client Process
401 HITP wekiserveri4730  Jqhds.asmc
Show only traffic =
200 HITP wakiserver 4730 [atds. asnx 10 show anly wafi from L
401 HITP wekdserver 4730 abds. st T show only Internet Explorer traffic I Hide Windaws RSS platform traffic
200 HTTP wek3server4730  fqrds.asmix
401 HITP walserver 4730 [qtds.asmx Breakpuints
200 HITP wakiserver 4730 [atds. asnx I Eresk request on HTTP POST
o HITe w2kaserver4730 - [otes. st I~ Break request on HTTP GET with QueryString
200 HTTP wek3server4730  fqrds.asmix I Bresk Content-T:
401 HITP w2kiserverd?30  [ohds.asnic real response on Content-Type
200 HITP wakiserver 4730 [atds. asnx Response Status Code
or HTTe w2kaserver4730 - [otes. st I Hide success (200,204,206) I Hide Authertication demands (401)
2o HTTe wakaserver: 4730 [qtds.ssnix I Hids redirects (300,301, 302,303,307 I Hids Mot Modfied (304)
401 HITP wekiserveri4730  Jqhds.asmc
200 HITP wkdserver:4730  fgbds.asmx Response Type and Size
200 HITP localhost.  falikview/index,htm [Fronaicomen s =] T Block script Files
304 HITP locathost.  fallkvizwfindex. hem I Block image files
304 HITP localhost.  QuAiszFe/htc Qui I tgnoresmalerthan [0 = K8 I Block 5w files
i i ] e

304 HITP locathost.  JQvAlaxic/hte Qv I 1gnore larger than = 1™ Bk Cs5 s
04 HITP locahost.  fQvAisZfc/hc/Qu
304 HITP localhast.  [qlkview/QuaccessPa Request Headers
304 HITP locathost.  falikview/bccessPaint T Flsg romests with header
304 HITP locathost.  falikview/header_foot

I Dt + headh
04 HITP locahost.  falikview/iccessPoint,
200 HITP localhost.  JQuAlAXZFc]AtcessPe ¥ set request header = [isername
200 HITP localhast.  [QuAlAKZFe]AccessP
304 HTTP localhost.  [qikview/down. png ResponseTeaders
304 HITP localhost.  falikview/Missing.ipg ™ Flag responses that set cookies
401 HITP wakiserver 4730 atds. s I Flag respanses vith heatr
200 HTTP wek3server4730  fqrds.asmix
401 HTTP wakiserverd730  fords.asm I Delete respanse header
200 HTTP walserver4730 [qtds.asmx - I Set respanse header

[~ Keep only the mast recent | 200 = sessions,
AlProesses | | 1/147  hitp:fflocahost. falkviewindex.him
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s . = ]
£ Fiddler - HTTP Debugging Proxy =2

Bl Edt Rues Took View Help

%) Coniment +3 Reissue 3 Remove « b Resume Al |‘St?eammg Autobecods }@ Process Fiter ¥4 Find [l Save ‘ELaunch IE € Clear Cache 5% Encoder |E{Tear5ff ‘MSDN Search, @ Help &orine
(i \‘TEh B i <= | () stotitics i nspectors | 4 autoresponder | @ Request Buder | [ Fiters | = Timelne |
# Result | Protocol Host [ LURL -
: Texty bFor 2 Auth ML
HFws 4w wikdserver 4730 fobds s Hoaders | Testien | Webforms | Hextien | [ Raw | |
[H10s 200 wTTR wekdserveri4730  fatds.asms: Request Headers [Raw] [Header Definition
Ros 4m HTR wkGserverid7a  fotds,asmx [GET /gliviewdindes.htm HTTR/1.1
[0z z0  HTTR wekdserver: 4730 fabds.asms - Client
Pos 401 HTTR w2kaserveri4730  fotds,asmx -« User-figent; Fiddier
[#10s 200 HTTR w2k3server:4730  fobds.asmx [=-Miscellaneous
Tuo  am HTTR wkGserverid7a0  fotds,asmx + QUUSER; username:
10 HIP wek3server 4730 jotds asmc BiTransport
1z 4m HTTP Wekaserver 4730 fotds,asmy Host: localhost
13 200 HTTP welkdserver 4730 jobds.asmx
14 401 HTTR wek3server 4730 fobds s
[Fus  z0  HTR wekdserver: 4730 fabds.asms
Bus s arre wASRarver T, jotds e Transformer | Headers || Toxtvien | ImageView | HexView | Webiew | Auth | Caching | Privacy | Raw | wb |
#1117 200w wekBserver 4730 jotds,asmx 2
R i z ransitional /Y. w3 org TR ehil bt transitional. dtd>
= | IDOCTYPE bl PUBLIC "//W3C//DTD XHTML 1.0 Transitional/ EN' “hitp:// .09/ TR/shtmI1/DTD fahtrall transitional, dtd
Ik 1e  s01 HITR wakdserver 4730 fotds.asmx bt vl fre=" it ¢ owanar ik bech com dofn® vl =it A s ored1 999wl ]

Huns a0 e RSB N LLE 7 lilcview - AccessPoint - Windows Internet Explorer
—_—

B0 o1 HTTR wekiserver 4730 fobds,

121 2000 HTTE waliserver 4730 fokds, 3 (il = | bttpejflocabost, flleisafindex At =] 4 [uve search
Bz sm R wiZkdserver 4730 jahds, F". édt T D
(123 200 TR wekserverazan fords, D Bt Miew  Favaries  Tocls  Help
R4 a0 we wokiserver 4730 jotds (@ Qlkview - AccessPoint | | - B -~ Page - () Tadk v
[zs 20 TR wekIserver:4730 jotds. =l
3 , =
Bizs 401 HTTP wekIserver4730. fotds, e
[127 200 TR wekdserver:4730  fgtds. 5@ QllleeW
B 4 wT welGserver 4730 jotds. AccessPaint
9 200 HTTR welGserver:4730 jotds.
@130 2o TP locakhost.  falikyie
b, ST localhost, jeflor| Last updated: Dienstag, 15. September 2000 12:11:03 1 of 1 QUS's is running Logged in as: username
04 e beatost;: Joway Category: [Al Dowments (2) =] Sort by: [iame =] View: [Thumbnais =l My preferred clieft: [A14X zero footprine =]
04 HTTR locahhost. Qi
4 HITP localhost, jva | Rows: [A1 |
w4 HTTR lacalhast.  falivie
304 HTTP lacalhost,  feikvie o= S e — =
¢ HTTP locahhost. gl = ———
04 HTTR locahhost.  jqlikvic T e e =
0 HITR lacahast,  Qval s = -
200 3 11
0 HTTR lcalhost,  jcus Missing Image
304 HITP lacalhast, ke —
304 HITP localhast.  jglikvie = I ; "
401 HTTR wEkIserver: 4730 fotds. [P e i
UURS G wakdserver4730 _fotds. 2009-03-08 14:26 / Unknown 2008-05-28 11:10 / Unknawn
Copturng | = AlProcesses | | 17145 h

3.6 Summary

Qlikview Accesspoint is now configured to retrieve the authenticated username from a
HTTP Header field. This username is matched against the Authorization-table we defined in
chapter 2.1.

The actual authentication is implemented by the SSO system, or can be done manually
using some hookups on the webserver (Authentication done with mod_ldap on Apache, or
HTTPModules in IIS 7). For more detailed information on Authentication please contact the
author of this paper. Protect the Qlikview Accespoint from attacks as shown above with
Fiddler. An attacker should not be able to inject the HTTPHeader directly.
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4 Configuration SSO-Example

As mentioned in the introduction this document has an example attached to mimic a single
sign on scenario. All files and source codes can be found in the SSOSample.zip. Don’t use
this example in a productive environment! This example does not replace a full-fledged
S50 system!

The logon site will handle the logon. The actual site will not check the password, but allow
whatever username you type in there. In a real world scenario, password checks etc will
have to be implemented.

The logon site will add a cookie to the user called QvCookie, containing the username in
clear text. In a real world scenario this should be done using some kind of advanced ticket
handling instead.

The user will be redirected to the Accesspoint. The ISAPI filter will now check for this cookie
and if it is found, it will transfer the value to the header, named QVUSER.

The Accesspoint will trust this header and request files from the QlikView server for this
user.
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4.1 Logon site

1. Save the logon site files to disk. Go to the IIS manager. Add a virtual directory to your
logon site, pointing to the files’ location, for example
C:\DSPSample\Logonsite\Precompiled.

Assume this logon site is at
http://localhost/login/ and the Accesspoint is at http://localhost/qlikview/index.htm

2. If your Accesspoint is running on a different URL, edit web.config for the logon site.
Change the “APLocation” key.

F % C:\DSPSample)\l ogonsite\Precompiled

Ele Edb Vew Favoités Iods  Help

Back ~ ) - | ] Search

o roiders | 1 3 X 9 | -

Address [ CADSPsampl|LogonsitelPrecompled

=) % Local Disk (C2)
1) ADFS
153 customObiect
1) d189a0cc80e4fF1879be
1) DATA
I3 Documents and Settings
= I3 DsPsample
) isapiilter
Logonsite:
|2 Precompiled
Z () LogonsiteTestPage
15 Inetpub
1) Program Files
1) best

12 wmpubs
& DDt (D:)
[ Cantrol Panel
S My Network Places
2 Recydle Bin
2 ocx
(2 w9 dms config
() visualstudio 6

le3}

Folders X | | Mame = | Size | Type

(&} Desktap =HIEE Fils Folder

) My Documents ] Default.aspx 1KE ASPYFie

El i My Computer B logoff .aspx 1KE ASPXFile
S 3% Floppy (A3 [E) e confi 2KB  CONFIG File

[P web.config - Notepad
File Edit Format View Help
<7xm] wersion="1.0"7>

<configurations
<appsettings>

<add key="aPLocation" walue="http://ocalhost/qlikview/index. htm" />
</appsettingss
<connactionstrings />

<system. web>
<

set compilation debugs="true" to insert debugging
s¥mbu'\s into the compiled Egge. Bacause this
affects performance, set this value to true only
during development.
-
<compilation debug="true" />
i
The <authentication> section enables configuration
of the security authentication mode used by
ASP.NET to identify an incoming user.
-
<authentication mode="windows" />
P
The <customErrors: section enables configuration
of what to do if/when an unhandled errar occurs
during the execution of a reguest. Specifically,
it enables develgpers to configure himl error pages
to he displayed in place of a error stack trace.

<custamerrors mode="Remoteonly” defaultrRedirect="Genericerrorrage.htm">

<arror statusCode="403" redirect="nNoaccess.htm" />

«error statusCode="404" redirect="FilenNotFound. htm" />
</CUSTOMErrors:s =
-

</system.web>
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4.2 Isapi-filter

For 32 bit versions select the file \isapifilter\x86\QvAuth.dll. For 64 bit versions
select the file \isapifilter\x64QvAuth.dll. Start the IS Manager.

O fomputer Management D I =] 5]
=) b

[T

HEXFRR@E2 r u0

3] security =] [Hame [ Path [ Status |
S = . e .
] : . il
2 Shered Falders Default Web Site Properties 2lx]
Peffrriane ods Rethlnds Drectory Securlty | HTTPHeaders | CustomEvors | asper |
St Website | Perf ISAPLFiters | Home Directory |  Document
G Storage 'eh Site erformance jore Directary ocuments
Remavable Storags
Disk Defragmenter The follawing Filters are active anly For this Web site and executed in the order
listed below. This list does not show filters configured far all the Web sites on this
Disk Management e

[ Services and Applications

B Telephany —
Serviies [Status  [Fitertome  [Priosy | add..
% WM Control th =
BB indexing Service Remave
B ""l Internet Information Services (I15) Man =
(- Application Pacls ae

- Web Sites Enatle
Default Web Site
3y dms MEYE LD

login ~Details

loginTestPage Eilar e Quiuth Vo down
glikview o L

tickstebserviceacure e i

GYPLUGIN Executable:  CH\DSPSamplelis: . {Quauth.di

QvClients Pririty: * Unknown *

Crvhjaxzfc

) aspret_client

) TicketWebserviceFatClient
[l ticketWebservice_Security ok I Cancel iy Help

_J Web Service Extensions

=& ons
= wekaserver

(] Event Viewer
2 5| DNS Events
#-(1 Forward Lookup Zones =l

2. Select ,,Properties” for the default website. Go to the ISAPI Filters tab and add
QvAuth.dll. Name it appropriately. Click ok.

3. This step applies only to IIS version 6. Go to Web Service Extension. Right-click and
select” Add New Web Service Extension... “. Set the extension name to something
appropriate. Click Add and select the same .dll file. Set the extension status to “Allowed”.

LI Computer Management

HXEFRE(@m(2]r 80

& Computer Management: {Local) ) Wich Scrviee Extemonns
= System Todls
1 {il] Event wizwer # | web Service Extension | status
i “F Al Unknown CGI Extensions Prohibited
Hiiew ¥ all Unlknown ISAPI Extensions Prohibited
— [48 Active Server Pages Allawsed
I | [38 AspheT v2.0.50727 Allowed
Propatties [#] Internet Data Conrctar Prohibted
I [ h

B - Serwer Side Includes Prohibited
Tasl
Bl gPerfurmancE Lags and Alerts [2] wieboay Prohibited

Device Manager
£ 4 Storage K add o new Web service extension...

g Removable Storage
Disk Defragmenter K allow ol Web service extensions for e
Disk Management specfic sopication...
=1 Services and Applications
- & Telephony

% Services @ OpenHeip

WHMI Control
-5 Indexing Service
£y Internet Information Services (115) Manager
_J Application Pools
| Wieb Sites

+_J Wieb Service Extensions
B2, DS

= G wexaserver
-] Event Wiewer

{4] ohs Events

{3 Forward Lookup Zones
{2 Reverse Lookup Zones

I protibit all veb service extensions

Extended A Standard /
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4.3 Test Example

Go to http://localhost/login/. Enter username “username” and click “Logon”. The logon
page now redirects to the Accesspoint and puts the username in a cookie. ISAPI-filter puts
in the HTTP-Header field “QVUser”. The Accesspoint then shows only the applications the
user “username” is authorized to see.

/2 untitled Page - Windows Internet Explorer (=] _Zf
g\é v |&] hitp:focalhostloging =l X fve seareh |2}
Fle Edt View Favortes Tools Help

e & Untitled Page - - i - | bpage - sk 7

=]
TUsername|usermnames
Password

[ [ R ot intranet

- AccessPoint - Windows Internet Explorer

m ~ 2] hip:ocahostgikviewfinde. htm 2k

Fle Edt bYiew Favortes Tools Help

w o gg| -| & dlikview - pecessPaint x | (& clikview Eriterpriss Manage. . | | 0 v B - e v hpage v ook v 7
: =
@ QlikView

AccessPoint

Last updated: Dienstag, 15. September 2008 11:09:21 1 of 1 QVS's is running Logged in as: username
Category: Al Documents {2) = Sort by: [name JE3 | Viewy: [Thumbnails 3| My preferred client: [IE Plugn >
Rows: | Al =

dms
- —_——

£ II Missing Image
_||I_ll T g

2009-09-08 14:26 / Unknown 2009-05-28 11:10 / Unknown

E
[ [ [wdLocalintranet [®ow -
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